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ABSTRACT 
 
Information plays a vast contributing role to all resources within an organisation.  
Organisations should recognise the importance of information and implement information 
security controls to protect their information as this will ensure that the organisation‟s 
information retains its confidentiality, integrity and availability.  Information security controls, 
which are the means of managing information risks, rely heavily on the user‟s knowledge 
regarding the use of these controls for their effectiveness, and as such, users should be 
educated in order to maximise effectiveness of these controls.  
Current information security educational programmes are created without necessarily taking 
into account the target audience, who comprises of all employees, stakeholders, suppliers, 
third parties, customers or other external parties or third party that requires access to the 
organisation‟s information.  This results in programmes that are not linguistically appropriate; 
or that present knowledge at an inappropriate level for the target audience.  This could leave 
users bored or confused, without successfully changing their behaviour or improving 
knowledge. 
This dissertation identifies a baseline for information security knowledge targeted at end 
users.  This was done by means of a Delphi Study, where a profile of “generic” end users 
comprised of information security topics and concepts were rated by experts from the field of 
information security education.  This resulted in the elimination of inappropriate topics and 
concepts and retaining the relevant and appropriate aspects. 
This baseline for information security knowledge can be characterised as a minimum 
standard that everybody should be educated on as an introductory or refresher course.  This 
can also serve as the foundation phase to educate end users with knowledge of the basic 
topics and concepts to enable them to fulfil their responsibilities in order to protect 
information.  If needed, topics and concepts could be added to the baseline for information 
security knowledge for specialised target audiences (e.g. specialised End Users, ICT Staff or 
Top Management). 
Keywords:  Information Security, Information Security Educational Programme, Delphi 
Method, Delphi Study, Baseline for Information Security Knowledge, Awareness, Training, 
Education. 
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Chapter 1 
1. INTRODUCTION 
 
1.1. Field of Study 
 Information Security Education 
 
1.2. Topic 
A baseline for information security knowledge for end users 
 
1.3. Introduction 
 
1.3.1. Background 
Information has become one of the most critical components in any 
organisational environment.  Information is an asset, and like all other 
organisational assets, adds value to the organisation and therefore should be 
well protected (NIST 800-16, 1998).  In many cases the information contained 
in an organisation is what defines its professional and intellectual property 
which in turn contributes to the competitive positioning of an organisation.  If 
information loses its confidentiality, integrity or availability, the information may 
be rendered meaningless and this could mean the downfall of even the most 
successful organisation (ISO/IEC 27002, 2005).  It is therefore imperative for all 
organisations to take the protection of their information resources seriously and 
do so as a matter of priority. 
Information security is the discipline of implementing controls to protect an 
organisation‟s information.  Information security is defined by ISO/IEC 27002 
(2005), as “the protection of information from a wide range of threats in order to 
ensure business continuity, minimise business risk, and maximise return on 
investments and business opportunities” (ISO/IEC 27002, 2005, p. viii).  It is 
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therefore imperative to implement a suitable set of controls, including policies, 
procedures, organisational structures and software and hardware functions to 
ensure that the organisation‟s information is well protected.  Implementing the 
correct controls will reduce the threat and vulnerability to an acceptable and 
manageable risk level (ISO/IEC 27002, 2005). 
There are many technical and physical controls available that will reduce the 
risk level associated with the protection of information.  These controls can be 
selected from various nationally and internationally accepted information 
security standards.  The most commonly used standard is SANS 27002: 2008, 
also known as ISO/IEC 27002: 2005 (Kritzinger & Smith, 2008).  The 
operational aspects of selected physical and technical controls are still directly 
linked and greatly influenced by humans in the organisation.  This is known as 
the “human factor”.  To date, this human factor remains the weakest link in the 
protection of the organisation‟s information (NIST 800-50, 2003).  Users can be 
classified as having either an intentional or an accidental influence on the 
operational controls which could lead to the information losing its confidentiality, 
integrity and availability (Kritzinger & Smith, 2008).  For example, an 
operational control might state that a user must logoff from his/her work station 
when leaving the office and then locking the office door.  If the user ignores this 
procedure, both the technical control forcing authentication, authorisation and 
accounting (AAA) as well as the physical control of having a lock on the door 
would be rendered useless.   
According to Thomson and von Solms (2006), most end users believe that 
information security is a responsibility for the Information and Communication 
Technology (ICT) department and not their responsibility.  Others consider 
information security as a secondary priority that comes after their primary 
priority, which is to perform their own work.  For these reasons, educating a 
user with regards to information security is vital to provide an adequate and 
appropriate level of information security within an organisation.  With the correct 
information security education, any user could become a strong link with 
regards to the protection of information (Thomson & von Solms, 2006). 
End users should be educated by means of an organisational information 
security awareness programme (ISO/IEC 27002, 2005).  In information security 
education, the term awareness, training and education are used to describe 
three levels of a learning continuum designed to change the behaviour of users 
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and reinforce good information security practices (NIST 800-50, 2003).  These 
three levels are widely accepted as learning levels throughout different types 
and sizes of organisations.  These three learning continuum levels can be 
described as follow: 
 
 Awareness:  The purpose of the “Awareness” level is simply to focus the 
user‟s attention on security.  In awareness activities, the learner is a 
recipient and does not have an active role (NIST 800-16, 1998).  
Awareness programmes are intended for all staff in an organisation and 
form the foundation for training.  Awareness programmes often make use of 
posters, slogans, videos etc. 
 
 Training:  The purpose of the “Training” level is to produce relevant and 
needed security skills and competency by practitioners of functional 
specialties other than ICT security e.g. management, acquisition, auditing 
(NIST 800-16, 1998, p. 16).  The most significant difference between 
awareness and training is that awareness seeks to focus an individual‟s 
attention on an issue or set of issues, while training seeks to teach skills, 
which allow a person to perform a specific function.  Training thus focuses 
on the “how” whilst awareness focuses on the “what”.  The skills developed 
during the training level are built upon the awareness level, specifically, 
upon the security basics and literacy material (NIST 800-50, 2003).  The 
training of special security controls within applications should be offered in a 
training programme (van Niekerk & von Solms, 2004).  
 
 Education:  The purpose of the “Education” level is to integrate all of the 
security competencies and skills of the numerous functional specialties into 
a common body of knowledge.  It also adds a multi-disciplinary study of, 
issues, concepts and principles (technological and social).  The education 
level strives to produce ICT security professionals and specialists capable 
of vision and pro-active response (NIST 800-16, 1998).  One of the most 
important characteristics of education is that the learner must understand 
why information security is important for the organisation (NIST 800-16, 
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1998).  This is referred to by researchers as the “why”, whereas awareness 
are mainly addressed at the “what” and training at the “how” (SANS 
Institute, 2003, p. 9). 
These three learning continuum levels as previously described are illustrated in 
figure 1.1. 
 
Figure 1.1: The Three Learning Continuum Levels (illustration created according to the 
description by NIST 800-16, 1998, p. 14). 
 
Information security awareness is known to be the most cost-effective security 
control to implement as well as the lowest level of the solution to information 
assurance (Dhillon, 1999).  As mentioned earlier, the main purpose of an 
awareness programme is simply to ensure that each user involved understands 
his/her role(s) and responsibilities with regards to information security (NIST 
800-50, 2003).   
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A literature review done by Lund & Aarø (2004), showed that information 
security awareness campaigns alone such as posters, slogans, videos etc. 
seldom render any effect on a user‟s behaviour.  Similar interviews regarding 
information security awareness campaigns were conducted by Albrechtsen, 
(2007), and confirmed this finding.  The reasons given were as follows: 
 limited time to comprehend the message; 
 a belief that the gifts and the wrapping becomes more important than the 
message; 
 a tendency that the message is read, but quickly forgotten; 
 a belief that the content of the message is nothing new related to what one 
already knows. 
 
Albrechtsen (2007), also identified the following three main patterns: 
 Users state to be motivated for information security work, but do not 
perform many individual security actions such as updating antivirus 
software.  Therefore, a user‟s intention does not necessarily translate into 
action; 
 Users prioritise other work tasks instead of information security;  
 Users experience current tools as being ineffective in positively influencing 
them towards secure behaviour. 
 
According to Hight (2005), awareness should be the catalyst to the training part 
of the programme which should consist of a more hands on approach to 
learning.  She continued by stating that one important characteristic of training 
programmes should be the degree of motivation of users to move knowledge 
and skills from the short-term memory into long-term memory, thus changing 
the end user‟s attitude and behaviour (Hight, 2005).  For these reasons, 
information security awareness should not be used as the only method when 
developing an organisation‟s information security educational programme.   
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Each organisation has a business strategy that will influence the development 
of an information security educational programme.  The information security 
educational programme should also support the business needs of the 
organisation, be directly linked to the organisation‟s information security policy 
and be relevant to the organisation‟s culture and ICT architecture (NIST 800-50, 
2003).  Each organisation would therefore have to create a unique information 
security educational programme for each target audience (e.g. end user, ICT 
Staff or Top Management) from scratch whilst using available standards only as 
a guideline.  
Various nationally and internationally accepted information security standards 
are available when considering implementing some form of information security 
controls within an organisation.  However, these standards should only to be 
used as guiding principles, as not all the controls in the available standards 
would be applicable to each target audience in an organisation.  For example, 
the controls for a target audience of technical staff, e.g. ICT Staff, might focus 
on implementing firewalls, intrusion detection systems (IDS) etc., while controls 
for a target audience of non-technical staff (end users) could focus on proper 
password management and ethics, virus protection etc.  In addition, not all the 
controls will be listed in the available standards.  Some controls may need to be 
designed for a specific organisation‟s target audience.  Thus, choosing the 
correct controls to use requires careful planning and attention to detail (ISO/IEC 
27002, 2005). 
Selecting the controls and developing an information security educational 
programme require organisational resources (knowledge, technology, people 
and budgets) that are not necessarily easily available to all organisations.  
Small organisations that may not have the required know-how and 
infrastructure may find it challenging to select suitable content for an 
information security educational programme.  A small organisation classified as 
having less than 500 employees in total, and is independent from the 
organisation‟s type of business.  In the United States, small organisations total 
over 95% of all the businesses (NISTIR 7621, 2009).  In South Africa, there are 
5,979,510 listed small businesses (Finmark Trust, 2011).  A survey done by the 
National Cyber Security Alliance (NCSA) & Symantec National Small Business 
Study (2009) in the United States, confirmed that small businesses today are 
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handling more valuable information than before.  This survey confirmed that, of 
the small organisations,: 
 65% store customer data; 
 33% store credit card information; 
 43% store financial records; 
 20% have intellectual property and other sensitive corporate content online. 
 
From these findings, it is clear that small organisations need to give information 
security the same level of priority as larger organisations do.  Reasons that 
small organisation may have for not implementing information security may be 
that, these small organisations do not necessarily have the available staff, 
technology, budget and expertise to establish, implement, monitor, review and 
improve information security controls and programmes (ISO/IEC 27002, 2005).  
The same survey as mentioned earlier by National Cyber Security Alliance 
(NCSA) & Symantec National Small Business Study (2009) in the United 
States, confirmed that 86% of these small organisations do not have a person 
or section solely focused on information security.  Many larger organisations 
have been actively involved in implementing information security educational 
programmes and for this reason, have become a much more difficult target for 
hackers/crackers.  These hackers/crackers are now focusing their attention to 
these possibly, unsecure smaller organisations (NISTIR 7621, 2009).  
It should be noted that although smaller organisations may benefit more from 
this baseline for information security knowledge, this programme is generic in 
nature to all end users, thus all organisations, big or small, will benefit from 
implementing it. 
In all cases, the information security educational programmes target audience 
will primarily be focused on the end users.  ICT Staff and Top Management will 
have to receive the basic end user training as well as additional higher level 
information security training.  For the purpose of this dissertation, all end users 
in an organisation will be categorised as “generic” end users. 
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A “generic” end user could be person from a general office clerk to a CEO, and 
these end users can be classified as having a relatively low level of computer 
expertise as well as little or no technical experience.  Irrespective of the industry 
sector, job title, role(s) or responsibility of the “generic” end user, they still need 
to know the basic methods for securing information.  Irrespective of the 
business strategy, the organisational needs, or the security policy and 
procedures, any organisational end user with a low level of computer 
experience needs to be educated with the basic information security topics and 
concepts (term as used in NIST 800-16, (1998)).  For instance, all low level 
computer users would need to be educated on the topic of Passwords Usage 
and Management, or the importance of having an active and up to date virus 
scanner etc.   
A survey done by SAI Global‟s Benchmarking Survey (2008), found that 95% of 
employees from 10 companies across the world, believe information security is 
important, but they show a lack of knowledge and training around how to 
identify and report information security incidents.  This survey confirms the 
need for information security educational programmes that will change the 
behaviour of a “generic” end user and as a result, be able to effectively protect 
the organisation‟s information. 
A baseline for information security knowledge would make it easier to educate 
“generic” end users to be able to identify their information security related 
responsibilities and behave in a manner required by organisational policies and 
procedures.  A baseline for information security education can be defined as a 
minimum standard that everybody should be educated on as an introductory or 
refresher course.  This baseline can serve as the foundation phase to educate 
end users with the basic topics and concepts that they should know to fulfil their 
responsibilities in order to protect information.  For example, students would 
have to know their ABC‟s (alphabet) before they would be able to read and 
write.  The same applies to information security, in the sense that the “generic” 
end user needs to have the basic knowledge and training surrounding 
information security.  From the literature review, there currently seems to be no 
standard available that provides a baseline for information security knowledge 
that focuses on educating “generic” end users.  Educating organisational end 
users with a strong basic foundation of information security will enable them to 
not only comply with the organisation‟s relevant security policies and 
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procedures, but also progress to more technical and advanced security training 
should the need arise. 
A strong foundation of information security knowledge as a baseline, will ensure 
the “generic” end users improves their primary skills, knowledge and values, 
and in so doing lay the foundation for further learning (Department of 
Education, 2003).  An end user with a strong foundation in basic information 
security will be able to protect the information and be able to identify any form 
of information security breach.  A robust baseline for information security 
knowledge is paramount to ensure that end users understand the role they play 
in protecting one of the organisations most important assets (NIST 800-50, 
2003). 
This dissertation proposes the creation of a baseline for information security 
knowledge to educate “generic” end users on the basic topics and concepts 
related to information security. 
 
1.4. Problem Statement 
Current information security standards do not provide clear criteria pertaining to an 
acceptable minimum baseline for information security knowledge for end users. 
 
1.5. Research Objectives 
This research study proposes to identify a baseline for information security 
knowledge for all organisations to be able to change the end user‟s behaviour to 
support the information security sub-culture within the organisation.  The study 
therefore proposes a list of topics and concepts that may form part of a baseline for 
information security knowledge to educate end users with. 
 
The primary objective of the research is: 
 To propose a baseline for information security knowledge that a "generic" end 
user should have. 
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This primary objective leads to the following secondary objectives: 
 To create a profile of a “generic” end user; 
 To determine which topics and concepts should form part of a baseline for 
information security knowledge for a “generic” end user; 
 To determine at which level of the learning continuum each identified information 
security topic and concept should be pitched at as part of the education to a 
“generic” end user. 
 
1.6. Thesis Statement 
A baseline for information security knowledge that is incorporated into the 
educational programmes for end users, will enable end users to better protect an 
organisation‟s information. 
 
1.7. Scope and Delineation 
The research study specifically focuses on end users across different industry 
sectors with a relatively low level of computer expertise and with little or no technical 
experience.   This target audience will be defined as “generic” end users for the 
purpose of this dissertation.   
The possible “special” needs of specific industries will not be considered.  The 
information security topics and concepts will be selected to ensure that the end result 
will be topics and concepts that are industry-independent. 
 
1.8. Methodology and Research Process 
The research methodology is the process of connecting the problem statements and 
the objective of this research project (Hofstee, 2006).  The following sub-section 
describes the methods adopted to carry out this research. 
 
11 
 
1.8.1. Methods 
A variety of research methods were used during this dissertation.  These 
methods included literature reviews (Albrechtsen & Hovden, 2009; Alnatheer & 
Nelson, 2009; Ashenden, 2008), qualitative content analysis techniques 
(Krippendorff, 2004), evidential and interpretive argumentation (Mason, 1996) 
and the Delphi Study Method (Adler & Ziglio, 1996; Linstone & Turoff, 1975).   
From all these methods used, the Delphi Method was used as the primary 
method for this research study.  The following sub-section will discuss the 
research process in more detail. 
 
1.8.2. Research Process 
The research process commenced by; firstly doing a relevant background 
literature study to define what is classified as a “generic” end user in terms of 
the research project.  The focus of this research was to define a baseline for 
information security knowledge for a broad type of end user (focus on common 
responsibilities across differed industry sectors, nationally and internationally).   
 
The researcher focused on: 
 an user having access to a computer system; 
 an user having a relatively low level of computer expertise; 
 an user assume to having little or no technical experience; 
 an user requiring the same general knowledge about computers to perform 
their work related responsibility across the different national and 
international industry sectors.  
 
A second background literature study was conducted to compile a list of topics 
and concepts from well-known national and international information security 
standards intended to educate the “generic” end users (NIST 800-16, 1998; 
NIST 800-50, 2003).  A research instrument or “profile” was designed based on 
these literature studies.  This profile of a “generic” end user as created by the 
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researcher was then validated.  This validation was in the form of an 
international publication.  After this was accepted, a concrete research 
instrument was constructed from the feedback. 
The Delphi Method was used to generate ideas and facilitate consensus among 
experts in this specific field of study.  This method gathers inputs from selected 
experts with regards to a specific topic.  The gathered inputs are then 
combined, redistributed to experts and the participating experts are allowed 
opportunities to change their stated viewpoints.  A typical Delphi Study goes 
through several iterations until a consensus is reached.   
The study population for this dissertation comprised of five respondents; all 
considered experts in the information security education field.  These 
participants were selected according to the four “expertise” requirements as 
described by Adler & Ziglio (1996).  These four requirements are: 
 Knowledge and experience with regards to the problem; 
 High level of communication skills; 
 Time to participate; 
 Willingness and ability to participate (Adler & Ziglio, 1996). 
 
These participants were able to: 
 Give input/comments/amendments and/or prioritise the list of information 
security topics according to importance to the “generic” end user.  
 
The typical numbers of rounds, which can also be seen as phases or cycles 
that a Delphi Study should go though, used by researchers are generally three 
rounds; however one or two round Delphi Studies have also been successfully 
completed.  The research questions in this dissertation are focused and 
structured, and for this reason a total of two rounds were deemed to be 
sufficient to collect the required data.  As the number of rounds increases, one 
may find a participant‟s response rate decreasing and this is not desired by the 
researcher.   
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The Delphi Method has been used by many researchers with positive results.  
One of the main characteristics of the Delphi Method is that there is no “typical” 
Delphi Method that should be followed; rather, a researcher can modify the 
Delphi Method to suite the circumstances and research questions (Skulmoski, 
Hartman, & Krahn, 2007).  For the purpose of this dissertation, the Delphi 
Method was adapted as follows: 
 Delphi Round 1 Design:  The research instrument was compiled as stated 
earlier and the mode of interaction finalised.  As mentioned earlier, this was 
done in the form of a profile of a “generic” end user. 
 Delphi Round 1 Pilot:  A pilot study was conducted for the purpose of 
testing the research content.  This ensured that the participants understood 
the research instrument and therefore provided appropriate 
input/comments/amendments.  This process was completed by means of 
publishing the research instrument or profile of a “generic” end user at an 
international conference.  Feedback received from this conference was 
used to enhance the research instrument. 
 Delphi Round 1 Survey and Analysis:  The instrument was released to the 
experts and those willing to participate were allowed to give their comments 
and suggest amendments on the research instrument.  Once completed, 
the data was submitted and automatically returned to the researcher after 
which the data was analysed.  
 Delphi Round 2 Design:  The concrete proposal, also known as a set of 
guidelines or wording for an agreement, was compiled according to the 
input received from the participants in Round 1 (Department of 
Sustainability and Environment (DSE), 2011). 
 Delphi Round 2 Survey and Analysis:  The concrete proposal was then 
emailed to the participants to allow the participants to view the other 
participants input.  The participants were given the opportunity to verify 
whether their own comments given in Round 1 indeed reflected their 
opinion.  Once completed, the data was returned to the researcher.   
 Results Documentation, Verification and Generation:  The findings were 
verified and the results identified.  The profile of the “generic” end user was 
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finalised.  This profile of the “generic” end user was then labelled as the 
baseline for information security knowledge for end users. 
 
The end result of this Delphi Study included inputs from all relevant areas of 
expertise, regardless of how geographically dispersed the participants may 
have been (Nehiley & McElreath, 2007). 
Lastly, the exact level of education needed for each topic and concept was 
debated by the researcher as per the learning continuum presented by NIST 
800-16 (1998).   The level of education required will influence the depth of each 
topic and concept covered in a baseline for information security knowledge. 
The end result was a fixed baseline for information security knowledge for 
“generic” end users.  This baseline for information security knowledge can be 
used as a tool to educate “generic” end users with regards to information 
security and give them a strong foundation that will enable them to not only 
protect the information they work with, but could also change their behaviour to 
support the information security sub-culture within the organisation. 
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The research process previously described in detail is illustrated below in figure 1.2. 
 
Figure 1.2: Research Process 
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1.9. Layout of the Dissertation 
 
Figure 1.3: Layout of the Dissertation 
 
1.10. Conclusion 
Information is an asset that is essential to any organisation that wishes to retain a 
competitive edge.  In many ways it is referred to as the lifeblood of an organisation 
(Thomson & von Solms, 2005).  Without it an organisation will not be able to function 
in any way.  Protecting information must become an important aspect in every end 
user‟s role in today‟s competitive business environment.  End users working with 
information need a strong foundation in information security education to ensure they 
have the knowledge accompanied by the correct behaviour that will allow them to 
carry out their day-to-day activities in a security supporting manner (Thomson & von 
Solms, 1998). 
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This study aims to develop a baseline for information security knowledge for end 
users focusing on the non-technical aspects.  With the correct baseline, end users in 
all organisations across national and international industry sectors can easily change 
their knowledge, attitude and behaviour, to be able to reinforce good security 
practices. 
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Chapter 2 
2. INFORMATION SECURITY 
 
This chapter discusses information security in general.  The roles and responsibilities of 
end users are discussed throughout the years with regards to the information they work 
with on computer systems and networks.  Information security is then defined and 
discussed in terms of each different element and service.  Finally, the role of the human 
in the information security process is highlighted. 
 
2.1. Introduction 
We live in a world that is highly dependent on computer systems and the information 
it produces.  Without these computer systems, many technological achievements of 
the past would not have been possible (O'Brien & Marakas, 2010).  Today, computer 
systems are, in many organisations, used by individuals as a common business 
function (Carr, 2003).  However, to fully understand the impact computer systems 
have on our daily lives, we first have to understand the history of computer systems, 
the controls implemented to guarantee security, and the end users that use them. 
 
2.2. The Evolving Need for Computer Systems 
When the first computer was introduced into an organisation, it was relatively big in 
size and occupied an entire room.  This computer was kept in a computer centre with 
no connection to the outside world, hence the term standalone mainframe computer 
(Schaeffer, 1987).  Only one end user was allowed to access the computer centre 
and thus the computer at a given time.  This end user had to be authenticated before 
access was granted into the computer centre.  Not all users had access to computer 
systems and most of them had to manually do their work utilising other resources, 
like pen and paper, typewriters, etc. to minimise processing load of the computer 
systems.  This form of protection where users did not have access to computers 
were known as physical controls.  End users needed little information security 
knowledge during this period as the protection was implemented to reduce physical 
theft of equipment, sabotage, and espionage against products (Whitman & Mattord, 
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2012).  Having only this type of security control in place was sufficient at the time.  
However, this quickly became inadequate as technology advanced into the multi-user 
computing environment (Thomson & von Solms, 1998). 
The multi-user computing environment allowed multiple users to access and use 
distributed computer systems at once e.g. databases, memory, printers etc.  These 
accessed computer systems were not always located in the computer centre as with 
standalone mainframe computers.  Because of this, physical controls became 
inadequate and more stringent controls were needed (Thomson, 1998).  These 
additional security controls were implemented to impose controls over the end users 
that accessed the information (Vroom & von Solms, 2002).   
End users had to identify themselves to the computer systems before access were 
granted.  This form of protection was known as access control and forms part of a 
wider category of technical controls.  These technical controls were implemented by 
making use of the operating system on each computer system.  Each end user had 
their unique security username and password which when entered, gave them their 
allocated rights to the computer system.  Not all end users had the same rights and 
those that had the same rights, did not necessarily have the same level of access to 
the same resources.  End users therefore had to become more security conscious 
with regards to the proper use of these technical controls. 
Although the multi-user computing environment was distributed in nature, the data 
was still stored on a central computer system.  The end user‟s workstation, known as 
dumb terminals at that time, had no intelligence and was only the access path to the 
central storage system (du Plessis & von Solms, 2002).  
As technology continued to advance, workstations (personal computers), local- and 
wide- area networks, the internet and enterprise software became exceedingly 
powerful and reliable.  This in turn made the end user‟s workstations more intelligent 
and shifted the resources from being centralised to being readily available on each 
end user‟s computer systems.  Each end user now had access to his/her “own” 
resources to do his/her daily business functions.  Because of this, end users came to 
be known as knowledge workers.  These knowledge workers spent most of their time 
communicating and collaborating in workgroups and teams.  They are users 
responsible for the creating, using and distributing of information (O'Brien & Marakas, 
2010). 
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The information that these knowledge workers create, use and distribute exists in 
many forms.  It can be printed or written on paper, stored electronically, transmitted 
by post or by using electronic means, shown on films, or even spoken in 
conversation (O'Brien & Marakas, 2010).  It is clear that information is at the centre to 
everything in the organisation.  All information should thus be well protected no 
matter the form it takes, or means by which it is shared or stored (ISO/IEC 27002, 
2005).  
The information is generally stored on computer systems known as Information 
Systems (IS).  O‟Brien and Marakas (2010), defined information systems as “an 
organised combination of people, hardware, software, communication networks, data 
resources and policies and procedures that stores, retrieves, transforms and 
disseminates information in an organisation”.  IS have been used since the dawn of 
time, even before computer systems were invented.  Thus computer systems is only 
one type of information system and many other types are possible i.e. smoke signals 
were used as a way of communicating with each other over long distances (O'Brien & 
Marakas, 2010; Whitman & Mattord, 2012).  However, for the purpose of this 
dissertation, the focus will only be on electronic-based, thus computerised, 
information systems. 
The information produced by IS can be of great value to organisations.  All 
organisations uses information on a daily basis to make critical business decisions 
that will impact the future of the organisation (Whitman & Mattord, 2012).  If a change 
is made to information, its value will automatically be influenced.  Occasionally this 
may result in information‟s value being increased, usually bearing from authorised 
changes.  But this usually is not always the case.  The majority of the times the value 
of information will decrease, which is the case with unauthorised changes or 
sometimes accidental user or system blunders (Whitman & Mattord, 2007; Whitman 
& Mattord, 2012).  Therefore, organisations today spend enormous amounts of 
money, time and energy to ensure that their information is well protected to avoid 
loss or damage to this valuable resource.  The technology and processes used to 
provide protection to this resource is better known as Information Security (van 
Niekerk & Von Solms, 2005). 
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2.3. Information Security Defined 
Information security is defined by ISO/IEC 27002 (2005), as “the protection of 
information from a wide range of threats in order to ensure business continuity, 
minimise business risk, and maximise return on investments and business 
opportunities.  Information security is achieved by implementing a suitable set of 
controls, including policies, processes, procedures, organisational structures and 
software and hardware functions.  These controls need to be established, 
implemented, monitored, reviewed and improved, where necessary, to ensure that 
the specific security and business objectives of the organisation are met.  This should 
be done in conjunction with other business management processes” (ISO/IEC 27002, 
2005, p. viii). 
Traditionally the security of information is defined in terms of what is commonly 
known as the C.I.A triangle.  The C.I.A. triangle is based on the three most critical 
information characteristics, namely confidentiality, integrity and availability.  
Confidentiality is the characteristic that ensures that no unauthorised individual or 
systems gets access to information.  This means that only individuals and systems 
that have the correct rights and privileges are allowed permission to access the 
information.  If an individual or system views the information, confidentiality is 
breached.  Integrity is the characteristic that ensures the information is complete and 
uncorrupted.  If the information is exposed to corruption, damage, destruction or 
other disruption of its original state, the information will lose its integrity.  Availability 
is the characteristic that ensures that the information is available to authorised 
individuals or systems in a timely manner and in the required format.  If the 
information is unavailable to an authorised individual or system the information will 
lose its availability.  The information will also lose its availability when it is available to 
an authorised individual or system but in the incorrect format (Whitman & Mattord, 
2007).   
Although the components of the C.I.A. triangle are still considered important focus 
areas, they are no longer adequate to address all information threats when 
implementing information security controls.  Such threats include vast collection of 
events, including accidental or intentional damage, theft, destruction, unintended or 
unauthorised modification, or other misuse from system or human threats.  This 
advancement in events encouraged the development of a more comprehensive and 
more in-depth model of characteristics that addresses all aspects of information 
security (Whitman & Mattord, 2012). 
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For the purpose of this dissertation, the model as illustrated by Whitman & Mattord 
(2012), specifically directed on electronic-based information systems will be 
examined.  According to Whitman & Mattord (2012), this expanded C.I.A. consists of 
confidentiality, integrity, availability, accuracy, authenticity, utility and possession, of 
information or information processing facilities.  These additional characteristics are 
more focused on the service that should be provided by an information resource 
whereas the initial C.I.A. characteristics are focused on the required properties of the 
information (van Niekerk & Von Solms, 2005). 
The following sub-section will briefly discuss in more detail each one of these seven 
characteristics as mentioned above.  
 
2.3.1. Confidentiality 
Confidentiality ensures that information is protected from disclosure or 
exposure to unauthorised individuals, entities or processes.  These individuals, 
entities or processes that have sufficient rights and privileges, are allowed to 
access the information.  Those who do not have sufficient rights and privileges 
should not be given the opportunity to access the information at any given time.  
Confidentiality is breached when an unauthorised individual or system gains 
access to information (Whitman & Mattord, 2012).  
A typical example of a breach of confidentiality is when a staff member views 
another employee‟s salary sheet.  A salary sheet contains personal information 
associated to a specific individual, and thus another person gaining access to 
this is considered a breach of confidentiality. 
In many cases, companies use their information to gain the competitive edge 
over other companies.  People from outside the organisation are not allowed to 
view their “company‟s secrets”.  It is not uncommon for contract staff to sign a 
confidentiality clause while working on projects within a company.  The same is 
usually done through a contract of employment in the event of a permanent 
employee changing employers.  This ensures that the “company‟s secrets” 
stays within the company. 
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2.3.2. Integrity 
Integrity ensures that the information is, and remains, whole, complete and 
uncorrupted.  The integrity of information is threatened when information is 
exposed to corruption, damage, destruction, or other disruptions of its original 
state.  This usually occurs when the information is stored or when transmitted.  
Human interference and computer viruses or worms are the main causes of the 
loss on integrity.  Loss of integrity causes could be intentional or unintentional 
(Whitman & Mattord, 2012; Whitman & Mattord, 2003). 
Consider ordering a stationary item for a department.  The first step would be 
for the first approver to place the order on the budget system by entering the 
following information regarding the item: name, description, quantity, etc.  After 
this process has been completed the submit button is clicked and the order is 
forwarded to the Head of Department, which is the second approver, for 
approval.  The Head of Department can now edit the information as required.  
If, for example, the quantity of the information was amended by an unknown 
party before it reaches the Head of Department, the information becomes 
questionable and thus jeopardising the integrity of the information. 
 
2.3.3. Availability 
Availability ensures that the information is accessible only to authorised users 
who needs it, when and where they need it and in the correct format.  It is 
completely useless if the requested information only becomes available after a 
deadline has passed, or if the information is available but no-one can view the 
information.  This defies the purpose of having the correct information available 
(Whitman & Mattord, 2012). 
A typical example could be as follows:  A person needs to attend a meeting and 
the information required to present at this meeting is stored on the person‟s 
computer system.  Unfortunately, the computer was infected with a computer 
virus that was received via a malicious email.   The information that is required 
now becomes unavailable to the authorised user, thus the information loses its 
availability.  
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2.3.4. Accuracy 
Accuracy ensures that the information is free from mistakes or errors and is 
considered to be reliable or true.  If information has been altered intentionally or 
unintentionally, the information is considered inaccurate, and thus becomes 
false information (Whitman & Mattord, 2012).  
Consider working with numbers.  Any mistake made during calculations will 
have a ripple effect and will lead to an inaccurate final answer.  If any decisions 
are made accordingly, the outcome could be disastrous. 
 
2.3.5. Authenticity 
Authenticity ensures that the users, processes, systems and information are the 
quality or state of being genuine or still in its original state as when created, 
placed, stored, or transferred (Whitman & Mattord, 2012).  It also ensures that 
the identity of the user, process, system and information is the one claimed.  
A typical example could be in the form of an email.  The sender and information 
pertained in the email is considered authentic.  If the sender is spoofed (forged) 
or the information altered, the email has lost its authenticity. 
 
2.3.6. Utility 
Utility ensures the quality or state of having value for some purpose or end.  
This in turn makes sure that the information has a purpose because without a 
purpose the information may not have meaning or value (Whitman & Mattord, 
2012). 
A typical example could be in the form of keeping daily, weekly, monthly and 
annual statistics.  For an end user assigned to do strategic planning, the 
information has a high value and thus serves an important purpose.  This 
information could indicate important periods etc., but on the other hand, users 
that are not assigned to do strategic planning may find this information to have 
no significant value and thus serves no purpose. 
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2.3.7. Possession 
Possession ensures the quality or state of ownership or control regarding the 
information is always present.  Having possession over information indicates 
that the information has been obtain is some or other manner.  The other 
information characteristics as discussed above have no influence over 
possession (Whitman & Mattord, 2012). 
A typical example of possession can be that of an encrypted file.  The file is in 
the possession of the organisation, thus considered the owners.  The 
confidentiality of this file is implemented by means of having an encryption 
algorithm installed.  If the file is stolen, the possession is lost, but the 
confidentiality will still be maintained. 
 
Without confidentiality, integrity, availability, accuracy, authenticity, utility and 
possession of information resources, information cannot be deemed complete.  
Therefore, information assets need to be maintained by ensuring confidentiality, 
integrity, availability as well as accuracy, authenticity, utility and possession are not 
compromised.  All of the characteristics discussed above, play an equally vital part in 
the information security process. 
 
2.4. Information Security as a Process 
Information security is the process of preserving an organisation‟s information assets 
(ISO/IEC 27001, 2005).  These assets could have vulnerabilities that in many cases 
are exploited by internal and external threats.  These vulnerabilities associated with it 
may include weaknesses in physical layout, in the organisation, procedures, 
personnel, management, administration, hardware, software or information (ISO/IEC 
27002, 2005).  
According to ISO/IEC 27002 (2005), information security is attained “by implementing 
a suitable set of controls, including policies, processes, procedures, organisational 
structures and software and hardware functions to reduce the vulnerability to an 
acceptable level as stipulated by the organisation” (ISO/IEC 27002, 2005, p. viii).  
These controls need to be established, implemented, monitored, reviews and 
improved to ensure the assets are protected at all times (ISO/IEC 27002, 2005).  
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Organisations today must select controls as identified in a needs assessment 
process.  Using well-known national and international information security standards 
and codes of practices in this process, not only proves to other organisations that the 
information is well protected, but also shows that the organisation follows national 
and international trends and commonly accepted goals when protecting its assets. 
Some of these standards and codes of practices includes ISO/IEC 27002: 2005 - 
Information technology – Security techniques - Code of practice for information 
security management, NIST 800-50 Building An Information Technology Security 
Awareness and Training Program and NIST 800-16 Information Technology Security 
Training Requirements: A Role- and Performance-Based Model. 
These national and international information security standards and codes of 
practices establish guidelines for initiating, implementing, maintaining, and improving 
information security management within an organisation (ISO/IEC 27002, 2005). 
These controls can generally be divided into three sub-categories namely: Physical-, 
Technical- and Operational controls (also referred to as; business-, administrative-, 
managerial-, or procedural controls) (van Niekerk & Von Solms, 2005). 
The following sub-section will briefly discuss in more detail each of these three 
controls as mentioned above individually.  
 
2.4.1. Physical Controls 
Physical controls are the implemented security measures used to deter or 
prevent unauthorised physical access, damage or interference to the 
organisation‟s premises and information (ISO/IEC 27001, 2005).  Having a lock 
on the door or making use of identification (ID) cards to gain entry is two 
common examples of physical controls. 
In the early days of computers, physical controls were the only implemented 
security measure required.  Standalone computer mainframes were stored in a 
single room with no access to other networks or other computer systems 
(Thomson & von Solms, 1998).  Only authorised individuals were allowed to 
access a standalone computer mainframe by having the correct authentication 
e.g. ID card or room key. 
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Today physical controls are still used as the first line of defence.  Therefore, 
physical controls remain essential to the protection of information. 
 
2.4.2. Technical Controls 
Throughout the years, computer systems moved away from standalone 
computer mainframes to distributed computers, being able to share its 
databases, memory, printers etc. via means of networks.  This advancement in 
technology made physical controls inadequate on its own (Thomson & von 
Solms, 1998).  Additional controls needed to be introduced in the form of 
technology that would be able to control the access to, and usage of 
information.  This protection was implemented in the form of technical controls.  
Technical controls forced the responsibility onto the users by implementing 
controls, usually software based, for example; that required the user to 
authenticate him or her to the computer system or network before allowing the 
user to access the requested resources. (van Niekerk & Von Solms, 2005).  
Technical controls include identification and authentication, logical access 
controls, audit trails, and cryptography (NIST 800-50, 2003). 
Over time, users became too comfortable with the implemented technical 
controls.  Users found “shortcuts” that defied the purpose of these technical 
controls.  For example, users wrote their username and password or pin on a 
piece of paper and pasted it on the side of their monitor or kept it in their diary.  
This made it easy for anybody that had access to the office to gain access to 
the computer system or network. 
Management realised the importance of monitoring this so they introduced 
information security policies and procedures.  These information security 
policies and procedures stipulated the role(s) and responsibilities that end users 
have with regards to protecting the organisation‟s information (Von Solms, 
2000).  These information security policies and procedures form part of the third 
category of controls, namely operational controls. 
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2.4.3. Operational Controls 
Operational controls define the “human factor” related to security, which to date 
still remains the weakest link in the protection of information (van Niekerk & Von 
Solms, 2005).  Both physical and technical controls rely heavily on the user‟s 
involvement to be able to function properly.  Therefore, operational controls are 
implemented to guide the users to be able to operate these controls in a safe 
and secure manner.  Operational controls include contingency planning, 
incident handling, personnel and user issues, computer support and operations, 
awareness and training, and physical and environmental security (NIST 800-50, 
2003). 
 
These highlighted controls lay the foundation of information security today.  With the 
correct awareness, training and education in these three controls, the users will be 
able to fulfil the role that they are required to portray for the successful protection of 
the organisation‟s information. 
 
2.5. Information Security – The “Human Factor” 
Physical and technical controls, as mentioned earlier, are built into the physical 
infrastructure, computer systems and networks of the organisations.  These controls, 
once implemented, needs to be operated correctly by end users to successfully fulfil 
the required task that it is created and implemented to do.  If these controls are not 
operated in the correct manner, these selected controls become meaningless. 
A typical example of the human factor‟s influence on a physical control could be as 
follows:  An advanced biometric scanner security system is installed to control 
access to a given storage area within an organisation.  The system is implemented 
as a physical control, used to only allow authorised end users to gain access to this 
storage area.  These authorised end users are trained on the proper use of this 
system.  This system will become redundant if an end user access the room but 
leaves the door open.  An open door will allow unauthorised individuals to gain 
access to this protected room, thus defying the purpose of having a physical control 
installed.  The need to keep the physical door closed and locked would thus have to 
be prescribed as an operation control. 
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A typical example of the human factor‟s influence on a technical control could be as 
follows:  A firewall is installed onto the organisation‟s email server to regulate email 
traffic.  Authorised traffic is permitted because it contains work related emails whilst 
unauthorised traffic is discarded because it may be a threat to the organisation's 
computer systems and networks.  This firewall will become redundant if an end user 
decide to access their personal emails, which is located on another server e.g. 
hotmail, gmail, webmail etc., on the organisation‟s computer systems.  These other 
email servers will not necessarily be configured with the same firewall configuration 
as required by the organisation.  Traffic that would normally be discarded by the 
organisation‟s email server e.g. email containing viruses, phishing attacks etc. will 
now be granted access to the computer systems and networks via an external email 
server because of the end users negligence. 
It is for this reason that operational controls have become such an important factor 
in the overall information security process.  Operational controls essentially describe 
the role(s) and responsibilities of humans in the information security process.  If 
these individuals do not know what they are supposed to do, or if they do not know 
how to perform their security related roles, the operational controls will fail.  Thus, 
end users need to be educated in the proper way to operate these controls as 
stipulated in the organisation‟s policies and procedures.  End users are educated 
intensely in the ways to do their day-to-day activities to successfully contribute to the 
organisation‟s mission, vision and values.  The same cannot be said regarding end 
users being educated to ensure they do their day-to-day activities in a safe and 
secure manner.  It is thus very important to educate end users regarding the 
information security process to ensure they become a strong links in the protection 
of the information “chain” (NIST 800-50, 2003).   
 
2.6. Conclusion 
This chapter describes security in general.  Firstly, a short history of computer 
systems and the end user‟s role(s) and responsibilities related to each period was 
discussed.  Thereafter a definition for information security was given and discussed.  
From this definition the C.I.A. with additional characteristics based on electronic-
based information systems was highlighted and discussed according to what is 
required.  Information security as a process was then discussed, specifically 
elaborating on the three main categories of information security controls, namely, 
30 
 
physical-, technical-, and operational controls.  The third category, operational 
controls, is primarily linked to the success of the other two controls.  If not operated 
correctly, the two other controls may become redundant.  This is known as the 
“human factor” in information security.  The chapter highlights the need to educate 
end users regarding their information security role(s) and responsibilities.  Given 
proper information security education, an end user will be able to work with 
information in a safe and secure manner.  Without proper education for end users, 
the organisation‟s information remains at risk.  
The scope of an information security educational programme will be examined in the 
next chapter.   
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Chapter 3 
3. INFORMATION SECURITY EDUCATION 
 
This chapter discusses information security education in general.  It also covers the 
scope needed when creating an information security educational programme.  It then 
examines information security specific literature studies and nationally and internationally 
accepted information security standards to determine what the current scope is 
regarding information security educational programmes. 
 
3.1. Introduction 
The previous chapter highlighted information security and the immense influence the 
“human factor” has on all security controls.  It was then stated that end users should 
be educated with regards to their role(s) and responsibilities to effectively use these 
controls in a secure manner.  This chapter will highlight the scope of information 
security educational programmes, followed by the examination of what current 
literature studies and standards state regarding these programmes. 
Information security is a well-recognised issue within most organisations in all 
industries across the world.  Many organisations invest in implementing educational 
programmes to ensure that staff know their role(s) and responsibilities when working 
with the organisation‟s information.  Employees also need to accept and understand 
the appropriate procedures to follow when working with information.  These 
educational programmes should be focused on all staff (End Users, ICT Staff and 
Top Management), from entry-level staff up to the CEO of the organisation (NIST 
800-16, 1998; NIST 800-50, 2003; ISO/IEC 27002, 2005).  Although a number of 
sources, such as standards, can be used when creating an information security 
educational programme, not all organisations have the available resources to 
implement these information security programmes.  Larger organisations often have 
departments and specialised staff dedicated to implementing information security into 
the organisation, whilst smaller organisations cannot necessarily dedicate resources 
to this.  This is a major concern as smaller organisation total in 95% of all businesses 
in the United States of America (NISTIR 7621, 2009).   
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Smaller organisations may have the available sources material to create an 
educational programme, but specialised knowledge may be scarce.  When creating 
an information security educational programme, experts are required to ensure the 
correct educational methodology for the specific target audience is used.   If an 
educational programme is not created correctly, it could result in programmes that 
are not linguistically appropriate; or not be on the same knowledge level as that of 
the target audience.  This could leave end users bored or confused – without 
successfully changing the behaviour and knowledge.  Information security surveys 
clearly show that organisations continue to pay relatively little attention to awareness-
related activities (Ernst & Young, 2012; PriceWaterHouseCooper, 2013).  Most 
information security awareness programmes lacks in pedagogical basis (Puhakainen, 
2006).  Having and using the correct education methodology therefore becomes vital 
for the success of an educational programme.  The first step towards determining the 
correct methodology and requirements match would be to determine the scope of an 
information security educational programme. 
 
3.2. The Scope of Information Security Educational Programmes 
The scope can be seen as what should and should not be identified and described in 
the information security educational programme to successfully produce the final 
product.  In order to determine the correct scope of an information security 
educational programme the following three fundamental questions need to be 
answered first.   
The term “learner” will be used in the following context to describe an individual that 
will be receiving the information during the educational programme.  This could be 
employees, stakeholders, suppliers, third parties, customers or other external parties. 
 
These questions are: 
 Who (precisely) should be taught? 
 What should be taught to the “learners”? 
 How should it be taught to the “learners”? 
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For the purpose of this dissertation, the question of “How should it be taught to the 
„learners‟?” will not be scrutinised in depth as this falls outside the scope of this 
study.  It is however argued by many researchers that electronic learning 
environment, or e-learning, remains the preferred method of choice when rolling out 
information security educational programmes (Kritzinger & von Solms, 2006).  E-
learning has the following advantages: 
 Instant scoring and feedback of results; 
 Successfully breaks the limitations of time and space and creates benefits; 
 Reduces expenses; 
 Regulatory compliances; 
 Meets business needs; 
 Retaining of personnel; 
 Low recurring expenses and customer-support expenses (Chinyamurindi & Louw, 
2007; Goss & van Niekerk, 2009). 
 
There are also several other promotional methods of delivering an information 
security message: 
 Posters – Can be used to raise awareness about the need for security.  A typical 
posted could say “Keep your password confidential”; 
 Log-on messages – Can be used notify users of their login records.  A typical log-
on message could say “You last logged in on 10 March 2013 on computer S 
Smith in Lab 5”; 
 Newsletters – Can be used to raise awareness about current trends or news 
related to information security.  A typical story in the newsletter could say that of a 
new type of virus was found on the computer server in the organisation; 
 Leaflets – Can be used to raise awareness about current trends and news related 
information security; 
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 Flashcards – Can be used to raise awareness about specific information security 
topics.  A typical Flashcard could ask “Virus?” on one side and respond “Install 
anti-virus software” on the other side; 
 Screen savers – Can be used to raise awareness by generating information 
security messages.  A typical Screen saver could say “Remember to log off 
before going home”; 
 Logos – Can be used to raise awareness about the need for security.  A typical 
logo could be that of a lock on a computer; 
 Trinkets (e.g. coffee mugs, mouse pads, pens, stickers, t-shirts etc.) and freebees 
– Can be used to raise awareness or as a motivational item.  Each item may 
contain a short message regarding information security ; 
 Puzzles and games – Can be used to raise awareness via educational games.  A 
Typical game could be that similar to snakes and ladders, but focused on 
information security matters; 
 Banners – Can be used to raise awareness about the need for security.  A typical 
posted could say “Keep your password confidential”; 
 Lectures with stories and examples (Slides, videos, demonstrations etc.) – Can 
be used to raise awareness in an educational environment; 
 Email warnings – Can be used to raise awareness about current information 
security threats.  A typical email warning could be that raising awareness of a 
suspicion person walking around it the organisation. 
 Tip-of-the-month – Can be used to raise awareness about the need for security.  
A typical posted could say “Keep your password confidential”; 
 Organisational meetings – Can be used to discuss various information security 
related information and thus raising awareness of information security; 
 Personal employee review sessions – Can be used to discuss various information 
security related information and thus raising awareness of information security; 
(Pipkin, 2000; Rudolph, Warshawsky, & Numkin, 2002). 
These three questions (see previously) independently may not be of great value 
when creating an information security educational programme, but these questions 
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combined will form a solid foundation for any information security educational 
programme.  The questions cover all aspects needed when creating a 
comprehensive information security educational programme that will successfully 
change an end user‟s attitude and thus changing his/her behaviour (van Niekerk & 
von Solms, 2005).  The desired outcome can only be achieved when all three 
questions have been incorporated into the needs assessment process. 
To answer these three questions correctly, current information security trends need 
to be analysed in depth.  These trends will indicate what is currently being developed 
or changing and/or which direction information security educational programmes are 
moving towards.  These trends will thus be covered in recent literature studies and 
standards.  It is therefore imperative that all current literature studies and standards 
relevant to the topic be examined individually to clearly determine what is stated.  
The following section will examine what current information security literature studies 
state regarding these questions.    
 
3.3. An Assessment of Related Literature Studies 
A literature study is defined by Botha & du Toit (1999), as “a systematic, 
comprehensive search for published material on a specific subject or particular field 
of study” (Botha & du Toit, 1999, p. 1).  Doing proper research with the relevant 
material will ensure that adequate time was spent researching the relevant topic and 
that the required knowledge was obtained.  This in turn will guarantee that the 
research work in question will not be considered superficial and naïve (Landman, 
1980).  Types of literature resources available are as follows: 
 Human information sources; 
 Research and development reports; 
 Journals; 
 Newspapers; 
 Monographs and textbooks; 
 Ready reference works; 
 Audio-visual material; 
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 Electronic media; 
 Cataloguing aids for information retrieval. 
 
For the purpose of this study, it will be imperative to fine comb current information 
security educational specific literature studies to determine what is stated regarding, 
“Who (precisely) should be taught?” and “What should be taught to the „learners‟?”  
The following section will highlight these aspects. 
As mentioned earlier, computers have become a commodity factor without which 
most organisations cannot operate (Carr, 2003).   Many employees have to work on 
computer systems to fulfil their daily obligations.  These computer systems house the 
relevant organisation‟s information.  These employees gain access to the information 
on their computer systems or where needed, through the networks to one another or 
via the Internet.  It is therefore required that all users working on a computer system 
need to be educated via an information security educational programme, thus 
everybody within the organisation (Albrechtsen & Hovden, 2009; Alnatheer & Nelson, 
2009; Ashenden, 2008). 
It would make sense to implement an information security educational programme for 
all individuals that covers all controls as stipulated in the organisation‟s information 
security policy.  However, it will be unreasonable to expect everybody to be educated 
on all these controls, especially if they do not personally play a part in the areas a 
specific control helps to protect.  All employees within an organisation have different 
role(s) and responsibilities relevant to them, their section or department.  There may 
be information security topics and concepts that are relevant to all users e.g. 
passwords management, security policies, backup procedures, malicious software 
etc. however; this selection of topics and concepts cannot be seen as a complete 
information security educational programme.  Topics and concepts must be further 
added to the selected group of topics and concepts according to the employee‟s 
specific role(s) and responsibilities.  Employees should thus be educated in the 
controls “relevant to their role(s) and responsibilities, his/her contribution to ICT 
security and the shared ICT security vision‖ (van Niekerk & Von Solms, 2005, p. 29).  
However, these role(s) and responsibilities are not necessarily static.   
Due to these different role(s) and responsibilities employees can be divided into 
different groups of users, namely: End Users, ICT Staff and Top Management 
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(Thomson & von Solms, 1998, p. 173; van Niekerk & Von Solms, 2005, p. 29).  
These groups can then be further sub-divided according to the section or department 
they work in.  A typical example could be of an end user working in the Finance 
Department compared to an end user working in the Human Resources Department.  
These two different end users will not have the same role(s) and responsibilities as 
their key performance areas and core competencies will differ, thus the information 
security educational needs would not be the same.  The same could be argued 
regarding the groups of ICT Staff and Top Management.  Thus, it is clear that an 
information security educational programme should be created according to the 
user‟s needs (Chen, Medlin, & Shaw, 2008; Johnson, 2006; Kruger & Kearney, 2006) 
 
In summary, literature studies stated the following: 
 Who (precisely) should be taught? – Everybody in the organisation; 
 What should be taught to the “learners”? – Topics should be selected according 
to the employees‟ role(s) and responsibilities and this should be done according 
to the organisation‟s information security policy; 
 How should it be taught to the “learners”? – As mentioned earlier, this falls 
outside the scope of this study.  E-learning remains the preferred method of 
choice as argued by many researchers. 
 
The following section will examine what current information security standards state 
regarding these questions. 
 
3.4. An Assessment of Related Security Specific Standards 
An information security standard may be used as a guideline; and additionally, for the 
general principles in initiating, implementing, maintaining, and improving information 
security management in an organisation.  The main objective of an information 
security standard is to provide general guidance on a commonly accepted code of 
practice in the information security management in an organisation (ISO/IEC 27002, 
2005). 
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Information security standards therefore comprise extremely valuable resources in 
the nationally and internationally accepted information security principles.  
Information security standards, like NIST 800-50, NIST 800-16 and ISO/IEC 27002 
are widely known for the credibility they bring, and for the immense role they play in 
implementing and maintaining information security within organisations on a 
worldwide basis.  For the purpose of this study, these three standards need to be 
examined.  The following sub-sections will briefly examine what these current 
information security standards state regarding these questions. 
 
3.4.1. NIST 800-50: 2003 Building an Information Technology Security 
Awareness and Training Program 
According to NIST 800-50 (2003), security awareness and training should be 
focused on the “organisation’s entire user population‖ (NIST 800-50, 2003).  To 
do this, a needs assessment process should, firstly, be completed to determine 
the organisation‟s awareness and training needs.  By allowing the organisation 
to do a needs assessment, the organisation will create an information security 
educational programme that is “unique to that specific organisation‖.  
Thereafter, the different target audiences must be identified and an information 
security educational programme must be created for each of these needs 
accordingly (NIST 800-50, 2003). 
It should also be noted from the paragraph above, that any person could be 
labelled as an end user.  All users (End Users, ICT Staff and Top Management) 
need to know the foundation of an end user, in order to be able to build onto the 
required knowledge for the specific profession (NIST 800-50, 2003). 
 
3.4.2. NIST 800-16: 1998 Information Technology Security Training 
Requirements: A Role-and-Performance-Based Model 
NIST 800-16 (1998), includes a section called “Security Basics and Literacy”, 
which concentrates on the transition between security awareness and training 
in the learning continuum.  This “Security Basics and Literacy” section provides 
a foundation for subsequent training, by providing a universal baseline for key 
security terms and concepts in IT security.  According to NIST 800-16 (1998), 
“All individuals who use computer technology, or its output products, regardless 
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of their specific job responsibilities, must know these IT security basics and be 
able to apply them” (NIST 800-16, 1998, p. 14).  These IT security basics 
consist of 26 items which relate to the English alphabet (ABCs).  According to 
NIST 800-16 (1998), all end users should know, and be able to apply these 26 
items (NIST 800-16, 1998).  However, these 26 items can only be used as 
guidelines when creating an information security educational programme.  
These selected items from this list may form part of an information security 
educational programme, but these given items alone do not define a 
programme on its own. 
 
3.4.3. ISO/IEC 27002: 2005 Information technology – Security techniques 
– Code of practice for information security management 
According to SANS 27002 (2008), also known as ISO/IEC 27002 (2005), “all 
employees of an organisation and, where relevant, contractors and third party 
users should receive appropriate awareness training and regular updates in 
organisational policies and procedures, as applicable to the persons‟ role(s), 
responsibilities and skills” (ISO/IEC 27002, 2005, p. 26).  The above mentioned 
security awareness and training should only be created after a methodical 
assessment of the security risks has been completed (ISO/IEC 27002, 2005).  
By allowing an organisation to do a methodical assessment of security risks on 
its own, the organisation identifies the target audience that is “unique to that 
specific organisation‖.  This may be seen as a similar procedure to the needs 
assessment step explained earlier in sub-section 3.4.1. 
As mentioned in the sub-section “NIST 800-50 Building an Information 
Technology Security Awareness and Training Program” and repeated above, 
any person could be labelled as an end user.  All users (End Users, ICT Staff 
and Top Management) need to have the foundation of an end user to be able to 
build onto the required knowledge for the specific profession (ISO/IEC 27002, 
2005; BS 7799-1, 1999). 
 
After the careful examination of these, nationally and internationally accepted 
information security standards could be summarised as: 
 Who (precisely) should be taught? – Every person in the organisation; 
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 What should be taught to the “learners”? – Topics should be selected according 
to the employees‟ role(s) and responsibilities and this should be done according 
to the organisation‟s information security policy; 
 How should it be taught to the “learners”? – As mentioned earlier, this falls 
outside the scope of this study. 
 
The following section will compare the findings from the more general literature 
studies with the finds from examining the information security specific standards. 
 
3.5. Overview of the Scope of Information Security Educational Programmes 
Now that the current information security specific literature studies and the current 
nationally and internationally accepted information security standards have been 
examined, an overall summary can be created based on the findings to determine 
the needed scope of an information security educational programme. 
It was clearly stipulated by both information security specific literature studies and 
nationally and internationally accepted information security standards that the 
question of “Who (precisely) should be taught?” was answered with the following:  
All users that have access to a computer system needs to be educated with 
regard to information security.  These users can be anybody from the entry-level 
staff up to the CEO of the organisation.  All the users that have access to a 
computer system must therefore be educated according to the correct ways and 
means when working with one of the organisation most valuable asses, its 
information (Albrechtsen & Hovden, 2009; Alnatheer & Nelson, 2009; Ashenden, 
2008; NIST 800-50, 2003; NIST 800-16, 1998; ISO/IEC 27002, 2005). 
It was also highlighted in both information security specific literature studies and 
nationally and internationally accepted information security standards that the 
question of “What should be taught to the „learners‟?” was answered with the 
following answer:  
Information security educational programmes should be focused on an 
individual’s role(s) and responsibilities and aligned with the organisation’s 
information security policy.  Because there are such a vast range of different jobs 
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and different industries as well as different cultures across the globe, it can be 
perceived that each individual would have to be educated according to his/her 
specific job function, their section or department.  This information security 
educational programme should only be created after the organisation has done a 
thorough need assessment.  This need assessment can be seen as the 
identification process to determine what topics and concepts should be included 
for the identified specific target audience.  However, a need assessment would 
also have to go beyond just a “yes/no” answer with regards to the inclusion of a 
specific topic in an information security educational programme.  Not all users 
would always need to be taught the same topic to the depth, or “level” of 
knowledge (Albrechtsen & Hovden, 2009; Alnatheer & Nelson, 2009; Ashenden, 
2008; NIST 800-50, 2003; NIST 800-16, 1998; ISO/IEC 27002, 2005). 
 
The following section will cover the different levels of knowledge that information 
security educational programmes should be focused on. 
 
3.6. Awareness, Training and Education 
NIST 800-16 (1998), and NIST 800-50 (2003), describes the process of learning as a 
continuum.  This continuum can be described as different levels that users should 
complete, to obtain education.  The continuum comprises of three levels that are 
widely accepted as learning levels in many information security educational 
programmes.  These three levels are (in order): awareness, training and education. 
It should be noted that throughout this dissertation the term “education” will be used 
to describe information security awareness, training and education programmes.  
This is done only to express that the ultimate goal of information security 
programmes are to make the users knowledgeable in all topics and concepts related 
to information security.  The term education, as used in the dissertation thus will refer 
to the general concept of education, and not necessarily to the education level of the 
learning continuum defined by NIST 800-16 (1998), and NIST 800-50 (2003). 
The three learning continuum levels can be describes as follow: 
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3.6.1. Awareness 
The purpose of awareness is to focus the user‟s attention onto a specific topic, 
which in this case is information security.  This awareness process allows the 
users to recognise the importance of protecting the organisation‟s information 
assets and how to respond accordingly in certain circumstances.  Awareness 
forms part of the foundation when implementing information security into an 
organisation and therefore is needed before starting with training.  Awareness 
is an on-going process that should regularly be reviewed and implemented 
(NIST 800-16, 1998; NIST 800-50, 2003).   
Typical examples of awareness programmes are brochures, slogans, screen 
savers, fact sheets, tip cards, videos, presentations, event days etc.  
 
3.6.2. Training 
Training aims to produce relevant and needed security skills and competency 
by practitioners of functional specialties other than ICT security.  Training builds 
onto the user‟s awareness knowledge and produces the relevant skills needed 
to work in a secure manner (NIST 800-16, 1998; NIST 800-50, 2003).   
Typical examples of training programmes include physically operating 
technical-, physical- and operational controls; specific to the organisation‟s 
needs. 
 
3.6.3. Education 
Education combines all of the security skills and competencies of the various 
functional specialties into a common body of knowledge.  This in turn adds a 
multi-disciplinary study of concepts, issues, and principles (technological and 
social), and strives to produce ICT security specialists and professionals 
capable of vision and pro-active response.  Education builds onto the users 
training knowledge to produce practitioners, specialists, masters, officers, 
managers or professionals in security (NIST 800-16, 1998; NIST 800-50, 2003). 
A typical example of education is receiving a formal college or university degree 
in security. 
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The three learning continuum levels will be discussed in more detail in chapter 6.  
The following section will argue the importance of using a baseline for information 
security knowledge when educating users. 
 
3.7. Towards a Baseline for Information Security Knowledge 
All individuals should be educated according to their role(s) and responsibilities and 
aligned with the organisation‟s information security policy.  However, this process is 
easier said than done.  As mentioned earlier, the resources needed to design, 
develop, implement and maintain an information security educational programme are 
immense.  Specialised knowledge is needed on a continuous basis to maintain these 
information security educational programmes.  This type of specialised knowledge is 
not easy to come by and may require additional funding, a luxury that not all 
organisations may have.  A survey done by KPMG (2006), on 123 large Dutch 
organisations found that 53% of these organisations choose to outsource their 
information security needs as they lack in expertise (KPMG, 2006).  If the larger 
organisations struggle to dedicate internal resources towards information security, 
where does this leave smaller organisations?  Most of these organisations may not 
have the required resources to initiate, implementing, maintaining, and improving 
information security management (ISO/IEC 27002, 2005). 
The information security educational programmes target audience will primarily be 
focused on the end users.  The other staff in the organisation e.g. ICT Staff and Top 
Management will receive the basic foundation training as well as more advance 
education with precise topics and concepts, specific to their information security 
needs.  As mentioned earlier, an end user could be anybody from an entry-level staff 
member up to a CEO.  These end users can be classified as a user with a relatively 
low level computer expertise as well as having little or no technical experience.  This 
end user will only need to know the basic methods for securing information.  But, no 
matter what the business strategy is, what the organisational needs are, or what the 
security policy and procedures state, an end user with a low level of computer 
experience needs to be educated with the basic or foundation information security 
topics and concepts.  Figure 3.1 below illustrates the idea of a baseline for 
information security knowledge as discussed above.   
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Figure 3.1: Example of a Baseline for Information Security Knowledge. 
 
A typical example of a topic that may form part of this baseline for information 
security knowledge is Password Usage and Management.  All users need to know 
the proper use of their individual passwords as this allows them to access their given 
computer system and organisation‟s information resources.  Every person from an 
entry-level staff member up to a CEO will have their unique password.  Thus, 
Password Usage and Management could be identified as a topic that should be 
included as a topic when creating an information security educational programme.  
The same could be said for the topic of Virus, Worms, Trojan Horses and other 
Malicious Code.  No computer system is immune to virus attacks and, this may 
therefor also be included as a topic.  For the purpose of this Dissertation, the focus of 
“Who (precisely) should be taught?” will be focused on the “generic” end user. 
As mentioned in Chapter 1 under sub-section 1.3.1, a baseline for information 
security knowledge could serve as a foundation education programme when 
educating users.  This baseline for information security knowledge will consist of a 
selection of topics and concepts that are not specific to a particular organisation or 
industry, or to a particular employee‟s role and responsibilities.  These topics and 
concepts are focused on the general and common aspects that bind most 
organisations together.  This baseline for information security knowledge can be 
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characterised as a minimum standard that everybody should be educated on as an 
introductory or refresher course.  This baseline can serve as the foundation phase to 
educate end users with the basic topics and concepts that they must know to fulfil 
their responsibilities in order to work in a secure manner.  This baseline may also 
demonstrate that the organisation is complying with governmental and industry 
regulations regarding information security education.  For the purpose of this 
Dissertation, the focus of “What should be taught to the „learners‟?” will be on topics 
and concepts selected for the “generic” end user group. 
End users should receive the basic education and have the required knowledge 
surrounding information security.  Only after receiving the appropriate education 
would the end user will be able to do his/her work in a secure manner according to 
set organisational policies and procedures.  Educating end users with a strong basic 
foundation of information security will enable the end user to not only comply with the 
organisation‟s relevant security policies and procedures, but also to move on to more 
technical and advanced security training if the need arises. 
Organisations may choose to add more topics and concepts to this baseline to apply 
more focus on specific problem areas related to the company.  For example, in an 
organisation where security personnel have identified individuals walking into the 
organisation and going through unattended offices searching for information, the 
topic of Physical and Environmental Security should be added to the baseline to 
eliminate the threat.  The same could be done to provide education to specific user 
groups.  For example, Risk Management and/or Computer Auditing may be added to 
this baseline for education directed at Top Management.  This will ensure for a more 
focused and in-depth training session. 
A strong foundation provided by a baseline for information security knowledge with 
focus on the end users will ensure their primary skills, knowledge and values 
improve, and in so doing, will lay the foundation for further learning (Department of 
Education, 2003).  An end user with a strong foundation in basic information security 
will be able to protect the information and be able to identify any form of information 
security incident and/or breach.  A robust baseline for information security knowledge 
is paramount to ensure that end users understand the importance of the role(s) they 
play in protecting one of the organisation‟s most important assets (NIST 800-50, 
2003). 
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For this baseline for information security knowledge to be relevant to all end user 
groups in all organisations and free from specific role(s) and responsibilities, the end 
user group would have to be examined to determine what is currently identified as a 
“generic” end user.  The next chapter will determine what is currently recognised as a 
“generic” end user.  A profile will then be created as required. 
 
3.8. Conclusion 
This chapter examined the scope of an information security educational programme.  
Three questions were identified and examined in detail.  Information security specific 
literature studies and nationally and internationally accepted information security 
standards, were examined to determine what is stated regarding the scope of an 
information security educational programme. 
It was stipulated by the information security specific literature studies and standards 
that everyone within the organisation should be educated according to their specific 
role(s) and responsibilities in accordance to the organisation‟s information security 
policy.   
Not all organisations would be able to implement an information security educational 
programme as needed, and it was then argued that a baseline for information 
security knowledge could serve as a foundation education programme when 
educating users.  For this to be successful a “generic” end user first needs to be 
defined and thereafter a profile can be created.  The defining of such a “generic” 
profile will be examined in more detail in the next chapter. 
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Chapter 4 
4. RESEARCH INSTRUMENT DESIGN – DEFINING A PROFILE FOR 
A “GENERIC” END USER  
 
This chapter will focus on the creation of the research instrument to assist the researcher 
in collecting the necessary data.  Firstly, a ―generic‖ end user will be defined.  Thereafter, 
specific information security literature studies will be applied and nationally and 
internationally accepted information security standards will be incorporated to attain a 
broad perspective on what is currently defined as a ―generic‖ end user.  An attempt will 
then be made to create a profile of how an end user would use information systems.  
This will be done by cross-referencing information systems theory with information 
security topics and concepts and will lead to the creation of a profile which will serve as 
part of the research instrument.  An argument will then be made to why a Delphi Method 
is ideal to validate and complete this profile.  Thereafter, the chapter will outline the 
parameters of the Delphi Study, which was conducted as part of this research. 
 
4.1. Introduction 
It has been argued in the previous chapter that information security education is 
needed for most end users.  Such education gives users the necessary security 
knowledge and educates them in the proper use thereof.  This allows users to take 
full responsibility for their actions and understand the penalties associated with 
security violations.  However, creating an information security educational 
programme could be seen by many as a daunting task.  The overall implementation 
and maintenance of such an information security educational programme requires 
specialised knowledge, a luxury that is not available to all organisations.   
The use of a baseline for information security knowledge could serve as a foundation 
to which organisations may educate their users.  This will give all users within an 
organisation the required foundation knowledge to work with the organisation‟s 
information in a secure manner.  For the baseline for information security knowledge 
to be created, the target audience of the lower level or “generic” users within the 
organisation need to be identified first i.e. the end user.  With this “generic” end user 
the required target audience will be correctly linked with the knowledge levels 
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required.  In other words, the “generic” end user would have to be identified and only 
after this can the profile be created. 
 
4.2. Defining a “Generic” End User 
An end user in an organisational environment can be seen as the user that works 
with and uses a particular IT system product.  This end user has a relatively low level 
of knowledge regarding the IT systems as they are not the programmers or designers 
of the system.  They are also not necessarily the installers or administrators of the 
system.  They are only the users of the IT system.  Once installed, the end users are 
trained with enough knowledge to be able to operate an IT system correctly to fulfil 
their required role(s) and responsibilities.  Because of this specific training, end users 
need little or no technical knowledge regarding the system.  A typical example could 
be an end user working with reports.  After typing the report the end user needs only 
print the document to the central printer.  This end user will only be trained on the 
selection of the printer and pressing the print button.  He/she will not necessarily be 
educated in the proper procedure to replacing the ink cartridges or the servicing of 
the printer.  This might require technical knowledge that is not needed by the end 
user.  If an end user acquires additional knowledge above the specific knowledge it 
will fall outside the scope of what is needed by the “generic” end user. 
 
In summary, a “generic” end user adheres to the following criteria: 
 an user having access to a computer system; 
 an user having a relatively low level of computer expertise; 
 an user assume to having little or no technical experience; 
 an user requiring the same general knowledge about computers to perform their 
work related responsibility across the different national and international industry 
sectors. 
 
This definition of a “generic” end user would serve as a guideline when creating a 
profile.  This will allow the baseline for information security knowledge to be aimed at 
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all basic end users, not bound to their specific role(s) and responsibilities, as well as 
being applicable to any specific industry sector.  
As mentioned in chapter 2 under section 2.2, for the purpose of this dissertation, the 
focus will only be on end users using electronic-based information systems. 
The following sections will examine current information security specific literature 
studies and nationally and internationally accepted information security standards 
with the purpose to determine what is classified as a profile of a “generic” end user.  
The next section will examine what current information security specific literature 
studies state. 
 
4.3. An Assessment of Related Literature Studies 
After careful examination of numerous current literature studies focusing on the 
human aspect of the information security field of study, the researcher can conclude 
that no particular literature study could be found that specifically defines what the 
profile of a “generic” end user is.  Literature studies are available that highlight topics 
and concepts that may be seen as important in current economic circumstances.  
These identified topics and concepts may form part of the profile, but cannot be 
sufficient as a profile for these end users on its own. 
The following section will examine what current information security standards state 
regarding such a profile for a “generic” end user. 
 
4.4. An Assessment of Related Security Specific Standards 
As mentioned in chapter 3 under section 3.4, information security standards may be 
used as a guideline; and additionally, for the general principles in initiating, 
implementing, maintaining, and improving information security management in an 
organisation.  The main objective of an information security standard is to provide 
general guidance on a commonly accepted code of practice in the information 
security management in an organisation (ISO/IEC 27002, 2005). 
Information security standards are extremely valuable resources in the national and 
internationally accepted information security principles.  Standards like NIST 800-50, 
NIST 800-16 and ISO/IEC 27002 are widely known for the credibility they bring, and 
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for the immense role they play in implementing and maintaining information security 
within organisations on a worldwide basis.   
The following sub-sections briefly summarise the various viewpoints of current 
information security standards with regard to what an end user actually is: 
 
4.4.1. NIST 800-50: 2003 Building an Information Technology Security 
Awareness and Training Program 
According to NIST 800-50 (2003), security awareness and training should be 
focused on the “organisation’s entire user population‖ (NIST 800-50, 2003).  To 
do this, a needs assessment process should firstly be completed to determine 
the organisation‟s awareness and training needs.  Thereafter, different target 
audiences must be identified by the organisation, and an information security 
educational programme must be created for each of these needs accordingly 
(NIST 800-50, 2003). 
It should also be noted from the paragraph above, that any person could be 
labelled as an end user.  All users (End Users, ICT Staff and Top Management) 
need to know the foundation of an end user, in order to be able to build onto the 
required knowledge for the specific profession (NIST 800-50, 2003). 
The needs assessment process replaces the identification of an end user‟s 
profile in this standard.  By allowing the organisation to do a needs assessment, 
the organisation identifies the profile of the end user that is unique to that 
specific organisation.  This needs assessment process also aids the standard in 
shortening the review period of the standard.  A change in the end user‟s profile 
may not affect this standard, and therefore would not require any frequent 
updates.  This only confirms that a current profile of an end user is needed 
when creating an information security educational programme. 
 
4.4.2. NIST 800-16: 1998 Information Technology Security Training 
Requirements: A Role-and-Performance-Based Model 
NIST 800-16 (1998), has a section called “Security Basics and Literacy”, which 
concentrates on the transition between security awareness and training in the 
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learning continuum.  This “Security Basics and Literacy” section provides a 
foundation for subsequent training, by providing a universal baseline for key 
security terms and concepts in IT security.  According to NIST 800-16 (1998), 
“All individuals who use computer technology, or its output products, regardless 
of their specific job responsibilities, must know these IT security basics and be 
able to apply them” (NIST 800-16, 1998, p. 14).  These IT security basics 
consist of 26 items which relate to the English alphabet (ABCs).  According to 
NIST 800-16 (1998), all end users should know, and be able to apply these 26 
items (NIST 800-16, 1998).  However, these 26 items can only be used as 
guidelines when creating an information security educational programme.  
Selected items from this list may form part of an end user‟s profile, but these 
items alone do not define what the current profile of an end user should be. 
Because of the reasons listed above, the list of items may not be sufficient as 
the profile of an end user. 
 
4.4.3. ISO/IEC 27002: 2005 Information technology – Security techniques 
– Code of practice for information security management 
According to ISO/IEC 27002 (2005), “all employees of the organisation and, 
where relevant, contractors and third party users should receive appropriate 
awareness training and regular updates in organisational policies and 
procedures, as being relevant to the persons‟ roles, responsibilities and skills” 
(ISO/IEC 27002, 2005, p. 26).  This above mentioned security awareness 
training should be created after a methodical assessment of the security risks 
has been completed (ISO/IEC 27002, 2005).  This may be seen as a similar 
procedure to the needs assessment step explained in sub-section 4.3.1. 
As mentioned in sub-section 4.3.1 and again above, any person could be 
labelled as an end user.  All users (End Users, ICT Staff and Top Management) 
need to have the foundation of an end user to be able to build onto the required 
knowledge for the specific profession (ISO/IEC 27002, 2005; BS 7799-1, 1999). 
The methodical assessment of security risks replaces the identification of an 
end user‟s profile in this standard.  By allowing the organisation to do a 
methodical assessment of security risks on its own, the organisation identifies 
the profile of the end user that is “unique to that specific organisation‖.  This 
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methodical assessment of security risk processes also aids the standard in 
shortening the review period of the standard.  A change in the end user‟s profile 
may not affect this standard, and therefore would not require frequent updates.  
This once again confirms that a current profile of an end user is needed 
whenever an information security educational programme is created. 
 
After the examination of these nationally and internationally accepted information 
security standards, it is clear that there is currently no “generic” profile of an end user 
within these selected standards.  During this investigation, the need for such a profile 
has also been continuously emphasised by these standards.   
The following section will compare the findings from the more general literature 
studies with the finds from examining the information security specific standards. 
 
4.5. Overview of the Profile of a “Generic” End User 
Now that the current information security specific literature studies and the current 
national and internationally accepted information security standards have been 
examined, an overall summary is provided to determine the profile of the “generic” 
end user. 
It was clear from both information security specific literature studies and nationally 
and internationally accepted information security standards that no profile for a 
―generic‖ end user currently exists.  It should be noted that during the investigation 
into the profile of such a “generic” end user, its importance was continuously stressed 
by the examined resources. 
The following section will examine the role(s) of “generic” end users. 
 
4.6. Role of a “Generic” End User 
Over the years the end user‟s role has changed drastically.  In the early days of 
computers, end users used to operate only standalone mainframe computers.  These 
computers were protected by physical controls, leaving the end user with requiring 
little security knowledge.   
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Today‟s end users operate all aspects of computer systems, its storage devices, and 
the network infrastructures thereof.  Although the end user‟s role has changed 
dramatically, most standards today in information security education have not 
changed its requirements throughout the years.  A comparison made between BS 
7799-1:1999 – Information Security management – Part 1: Code of practice for 
information security management and ISO/IEC 27002:2005 - Information technology 
– Security techniques - Code of practice for information security management as 
seen in table 4.1 below supports this statement (ISO/IEC 27002, 2005, p. 26, BS 
7799-1, 1999, p. 18).  Although the layout and order of the content in these standards 
have changed, the same content related directly to who should be educated is still 
covered, only phrased differently. 
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EXTRACTS FROM BS 7799-1: 1999 (p. 
18) 
EXTRACTS FROM ISO/IEC 27002: 
2005 (p. 26) 
“6.2 User training 
Objective: To ensure that users are 
aware of information security threats and 
concerns, and are equipped to support 
organizational security policy in the 
course of their normal work. 
 
Users should be trained in security 
procedures and the correct use of 
information processing facilities to 
minimize possible security risks.” 
 
“Other Information 
 
The security awareness, education, and 
training activities should be suitable and 
relevant to the person‟s role, 
responsibilities and skills, and should 
include information on known threats, 
who to contact for further security advice 
and the proper channels for reporting 
information security incidents 
(see also 13.1). 
 
Training to enhance awareness is 
intended to allow individuals to 
recognize information security problems 
and incidents, and respond according to 
the needs of their work role.” 
“6.2.1 Information security education 
and training 
 
All employees of the organization and, 
where relevant, third party users, should 
receive appropriate training and regular 
updates in organizational policies and 
procedures.” 
“8.2.2 Information security 
awareness, education, and training 
 
Control 
 
All employees of the organization and, 
where relevant, contractors and third 
party users should receive appropriate 
awareness training and regular updates 
in organizational policies and 
procedures, as relevant for their job 
function.” 
 
 
“This includes security requirements, 
legal responsibilities and business 
controls, as well as training in the correct 
use of information processing facilities, 
e.g. log-on procedures, use of software 
packages, before access to information 
of services is granted. 
 
6.3 Responding to security incidents 
and malfunctions 
 
6.3.1 Responding security incidents 
Security incidents should be reported 
through appropriate management 
channels as quickly as possible.” 
 
 
“Implementation guidance 
 
Awareness training should commence 
with a formal induction process designed 
to introduce the organization‟s security 
policies and expectations before access 
to information or services is granted. 
Ongoing training should include security 
requirements, legal responsibilities and 
business controls, as well as training in 
the correct use of information processing 
facilities e.g. log-on procedure, use of 
software packages and information on 
the disciplinary process (see 8.2.3).” 
 
 
Table 4.1: Comparison between BS 7799-1: 1999 and ISO/IEC 27002: 2005 regarding the way end 
users are portrayed.  
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Even though risks associated with information have increased dramatically, the way 
standards portray the role of end users have not changed. 
The following section will focus on the profile of a “generic” end user in a research 
instrument.  The proposed profile was verified via a publication by Boshoff & Van 
Niekerk (2011).  This paper is added to the dissertation as Appendix A.  The 
remainder of this chapter will present arguments for the specific element contained in 
the profile.  
 
4.7. Creating a Profile of a “Generic” End User 
Today, all organisations make use of IS to survive and prosper.  IS are used by most 
users in an organisation in some way or another during their day-to-day activities.  
Because of the core function that IS plays in organisations worldwide, it would make 
sense to create the information security profile of end users from an IS perspective.  
According to O'Brien & Marakas (2010), an information system is “any organised 
combination of people, hardware, software, communication networks, data 
resources, policies and procedures that stores, retrieves, transforms, and 
disseminates information in an organisation.  Staff rely on IS to communicate with 
each other daily by using a divers set of physical devices (hardware), information-
processing instructions and procedures (software), communication channels 
(networks), and stored data (data resources).  These resources enable information to 
be input, processed, output and stored” (O'Brien & Marakas, 2010, p. 4).   
According to O'Brien & Marakas (2010), a basic IS model consists of five major 
resources whilst Whitman & Mattord (2012), adds a sixth resource.  This sixth 
resources named “procedures” are covered in O'Brien and Marakas (2010), definition 
of IS.  For the purpose of this study, Whitman & Mattord‟s (2012), sixth major 
resource will be used.  This will ensure that all areas of current organisational 
resources are covered.  These resources are people, hardware, software, networks, 
data and procedures, as illustrated in figure 4.1.   
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Figure 4.1: Basic information system resources common to all users and all organisations 
independently (illustration created according to definition by O’Brien & Marakas, 2010, p. 32 and 
Whitman & Mattord, 2012,  p. 16). 
 
4.8. Information Security Topics and Concepts to include in the Profile 
End users working across all industries rely on IS each day to complete their daily 
tasks.  IS are therefore, used by many available resources as the framework to help 
meet business requirements (O'Brien & Marakas, 2010; IT Governance Institute, 
2004; Whitman & Mattord, 2012).  For the purpose of creating a profile of the 
“generic” end users, these six IS resources need to be examined individually and 
cross-referenced with the available information security topics and concepts, as listed 
in relevant information security literature studies, ISO/IEC 27002:2005 - Information 
technology – Security techniques – Code of practice for information security 
management and NIST 800-50: 2003 Building an Information Technology Security 
Awareness and Training Program, whilst keeping information security in mind.  It 
should be noted that although there are many information security topics and 
concepts that fall into the end user‟s profile, only the most important topics and 
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concepts (in the view of the writer) have been highlighted as being vital by the 
researcher.  It should also be noted that if no important topics and concepts 
correspond to one of the six IS resources, the resource will be left out for that specific 
section. 
The following sub-sections will examine each of these IS resources individually 
followed by the identification of the needed information security topics and concepts 
relevant to the specific resource.  Note that the topics and concepts below will be the 
topics and concepts that will be presented to information security experts in the 
intended Delphi Study.  The Delphi Study will either confirm or reject the need for a 
specific topic.  As such the topics and concepts identified are not the “final version” of 
the profile, but rather the specific topics and concepts that were presented as 
suggested topics and concepts to the experts.  A second part of the study also 
presented the list of topics and concepts suggested for exclusion.  The experts had 
the opportunity to comment and reject or accept the topics and concepts on the 
second list as well. 
 
4.8.1. People Resources 
The human resources of an organisation are essential for the successful 
operation of all the IS resources.  People use IS to share personal and work-
related information with one another daily.  These methods of interaction can be 
via emails, face-to-face interviews, telephone calls, memos, video conferences, 
intranet, extranet, internet, printed materials etc. 
Human resources are labelled by many researches as the weakest link in the 
information security chain.  Because of this, hackers/crackers use these 
methods of communication to manipulate users into handing over sensitive 
information.  An end user‟s educational profile should thus cover the topic of 
Social Engineering.  This topic will thus form part of the list of suggested 
topics and concepts.  End users must also be educated in dealing with the 
aftermaths of such an incident, when it has been successfully executed.  End 
users should know the procedure to follow, as well as the appropriate person(s) 
to contact, if any suspicion is raised; and they should thus be educated 
regarding Incident Response.  This topic will thus form part of the list of 
suggested topics and concepts. 
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As most end users work in an office environment with users sharing space and 
office equipment etc., it is vital to educate users with the proper ethics in open 
shared office spaces.  This could involve simple principles, like making sure the 
screen is aligned properly to ensure that no other staff would be able to view 
the information displayed on the screen.  For this reason, Shoulder Surfing 
should be included in the end user‟s educational profile.  This topic will thus 
form part of the list of suggested topics concepts.  This can also be in making 
sure that the printed documents are shredded and not left in an office dustbin 
where other people could collect and read it.  An end user‟s profile should thus 
include the topic of Office Ethics.  This topic will thus form part of the list of 
suggested topics and concepts. 
 
4.8.2. Hardware Resources 
Hardware resources are the physical components that when assembled 
correctly, produce a computer system.  These computer systems are used to 
produce a required end-result (output).  An example of an output produced by a 
computer system could be in the form of a printed report. 
As mentioned earlier, computer systems have transformed from potentially 
strategic resources into commodity factors of production (Carr, 2003).  Most 
staff members in an organisation either have their own computer system or they 
have access to a shared computer system.  This entails that most end users 
could be seen as working in an ICT environment. 
Different shapes and sizes of computer systems or devices can have a 
significant impact on the security concerns related to that specific device.  This 
is known as the form factor.  The form factor plays a big role in the security 
features needed for a specific computer system. 
According to the 8th Annual 2010 BSI Computer Theft Survey of approximately 
20,000 Education and Corporate sector IT professionals, 68% of all computer 
thefts reported in the past three years in the United States of America (USA) 
comprised of mostly laptops.  Only 22% were PDA‟s, iPods, iPhones 
(Smartphones) etc.; while only 10% of all computer thefts consisted of desktop 
computers.  It should also be noted that 67% of these reported 10% desktop 
thefts occurred while the respondent was mobile (transported), rendering 
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physical controls virtually useless (Brigadoon Software, Inc., 2010).  These 
statistics, combined with the form factors, are illustrated in figure 4.2 below. 
 
Figure 4.2: Form Factors' Influences on Computer Systems 
 
In summary, the smaller the computer system or device is, the more likely it is 
to be mobile.  This in turn, requires the computer system or device to be more 
connected to the available networks in the specific region.  On the other hand, 
the bigger the computer system or device is, the more difficult it may be to 
transport, since this requires the computer system or device to merely be 
connected to the network where it is stationed.  This confirms that the smaller 
computer system or device pose a bigger security risk than their bigger 
counterparts. 
Small computer systems or devices like laptops, notebooks, netbooks, tablets, 
iPads and the ever-popular smartphones have various methods of accessing 
different networks quickly and easily.  When roaming (moving between 
networks), these computer systems or devices can automatically detect a new 
network (feature normally enabled by default) and connect to it, without the user 
being aware of the change.  These computer systems or devices are targeted 
by many thieves because of their size, as well as the unprotected business-
related information they contain.  Laptops and Mobile Device Security Issues 
should thus be included in the end user‟s profile.  This topic will thus form part 
of the list of suggested topics and concepts. 
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Many end users are using portable storage devices to store and transfer work 
related information.  End users use these storage devices to take work related 
information with them to view at a later period.  These storage devices can 
easily be misplaced or stolen, leaving the information readily available to the 
finder.  The information on these storage devices, as with laptops and hand 
held devices should be encrypted by the end user at all times.  Therefore, end 
users should be educated regarding Encryption.  This topic will thus form part 
of the list of suggested topics and concepts.  With encryption enabled, the 
confidentiality and integrity of the information could be maintained at all times. 
 
4.8.3. Software Resources 
Software resources refer to all applications, programs and operating systems 
installed on the computer systems.  This software is used to operate and 
manipulate these computer systems.   
There are two broad categories of software available on the market, namely: 
application software and system software.  These types of software depend on 
the type of computer system and network used by the individual, as well as the 
specific tasks that need to be accomplished. 
Figure 4.3 illustrates the different classes of computer software available on the 
market today. 
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Figure 4.3: An Overview of Computer Software (adapted from O'Brien & Marakas, 2010, p.  
127). 
 
Application software is created to perform certain information-processing tasks 
for the end users.  This type of software can be subdivided into two categories, 
namely: General-Purpose Application Programs and Application-Specific 
Programs.  These two categories will not be examined since these are typically 
specific (in house) to an organisation e.g. ITS software is specific to selected 
Higher Education Institutions and not to any other organisations.  It would 
therefore not form part of the list of suggested topics and concepts.  
System software includes the programs created to manage and support the 
computer systems and its information activities.  This is generally done via a 
Graphical User Interface (GUI) that tells the hardware what it is meant to do.  
This type of software can be subdivided into two categories, namely: System-
Management Programs and System-Development Programs.  These two 
categories will not be examined since these are typically more focused on ICT 
staff e.g. router configuration software etc.  It would therefore not form part of 
the list of suggested topics and concepts. 
The importance of protecting the organisation‟s information has been 
recognised by software designers in recent years.  Most application software 
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packages support some form of built-in authentication procedure.  Users only 
have to type in their unique username and password to gain access to the data 
and to be assigned the rights and privileges to use the software package.  It is 
thus necessary to educate the typical end user in the use of such authentication 
mechanisms.  Password Usage and Management should thus be included in 
the educational profile of an end user.  This topic will thus form part of the list of 
suggested topics and concepts. 
Software packages are downloadable and available in many stores worldwide.  
Hackers/crackers use technology to their advantage and create programs that 
remove software license requirements, thereby making the software illegally 
available, and sometimes embedding malicious code e.g. spyware.  
Organisations found with any of these illegal software packages installed on 
their computer systems could face heavy penalties or be legally prosecuted.  
End users should therefore, be properly educated in their role(s) and 
responsibilities in ensuring the legal use of software.  Software License 
Restriction Issues and Supported/Allowed Software on Organisational 
Systems should therefore, be included in the educational profile of the end 
users.  These topics would thus form part of the list of suggested topics and 
concepts. 
As these software packages become older, bugs are sometimes identified.  
Software designers classify these bugs and create patches to fix these 
problems.  Once completed, the software designers release these patches to 
the software users.  Software users should then install these patches, to ensure 
that the vulnerability is removed.  Hackers/crackers take note of these bugs and 
use the vulnerability identified to target the out-dated software package.  A 
typical example could be of the SQL Slammer virus (in fact it was a worm).  
This virus attacked the Microsoft SQL Servers in 2003 through a vulnerability 
that was well-known to the public for quite a while.  A patch was released to 
remove this vulnerability prior to the attack.  End users should be educated to 
timeously install these patches to ensure that the software is not out-dated.  
Therefore, the topic of the Timely Application of System Patches should be 
covered in the educational profile of the end users.  This topic will thus form 
part of the list of suggested topics and concepts.  This is particularly required 
for system management programs that can be used to manage the entire end 
user‟s computer system. 
63 
 
4.8.4. Network Resources 
Network resources are responsible for the interconnection between different 
computer systems and devices to allow for the sharing of information.  This 
could be in the form of a connection to another computer system or device, or a 
connection through the internet to another system on the other side of the 
globe.  But regardless of the method of connection, today‟s users‟ computer 
systems and devices are often connected in some way or another via a cable, 
wireless link, Bluetooth device or by other means. 
With the advantages of being connected, there are some disadvantages.  
Hackers/crackers can send destructive programs or information via email to 
intended or unintended victims.  These programs or information can also be 
posted onto the web or internet.  End users can purposely or accidentally click 
on the program or view the information and when activated, this malicious code 
can become destructive to the computer system and/or connected network.  
The time spent on visiting websites and attending to personal emails should 
also be addressed during education.  End users should therefore be educated 
in the dangers of being connected.  Consequently, topics that should be 
included in the profile are: Email Usage, Protection from Viruses, Worms, 
Trojan Horses, and Other Malicious Code and Web/Internet Usage.  These 
topics would thus form part of the list of suggested topics and concepts. 
 
4.8.5. Database Resources 
Data resources are the components of the ICT infrastructure that represent all 
the data available in an organisation.  Data can take many forms in an 
organisation; these include traditional alphanumeric data, text data, composed 
numbers, and other events and entities, consisting of sentences and letters, 
other characters that describe business transactions and paragraphs used in 
written communications, image data, such as graphic shapes and figures or 
photographs and video images, and audio data, including the human voice and 
other sounds (O'Brien & Marakas, 2010).   
These databases can be stored centrally (on a local machine or server) or 
distributed (website) across different organisations.  Mechanisms controlling 
access to information should always be in place to guarantee the integrity and 
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confidentiality of information.  End users should, therefore, be educated in the 
access methods and procedures in place.  Therefore, the topics of Access 
Control and Encryption should be included in the educational profile of an end 
user.  These topics would thus form part of the list of suggested topics and 
concepts.    
The information stored on the organisation‟s databases is vital for the success 
of the company.  Losing any of the information could be the downfall of even 
the most successful organisations.  Making regular backups of important 
information would ensure that the information is recoverable, if anything should 
go wrong.  End users should, therefore, be educated in the proper methods of 
Backup and Storage of Data.  This topic will thus form part of the list of 
suggested topics and concepts. 
 
4.8.6. Procedural Resources 
Procedures are written instructions on how to accomplish a specific task 
(Whitman & Mattord, 2012).     
Many organisations combine procedures with the organisational policies.  
Policies are implemented to guide the users to what is expected of them by 
Management.  The policies set the direction for the organisation, while the 
procedures translate the policies into easy steps, which the employees must 
follow, to be able to achieve the goal of the policy.  Procedures are in many 
organisations, seen as the “way things are done”, which is directly linked to, 
and greatly influences the organisation‟s culture (Yeats & Cadle, 1996).    
Information Security Policy and Procedures is thus an essential topic to 
include in the educational profile of an end user.  This topic will thus form part of 
the list of suggested topics and concepts.   
 
Examining these six resources of IS alone does not cover the entire spectrum of 
information security risks.  A seventh aspect must be included in the examination 
process to ensure that the full profile of a “generic” end user is defined.  This can be 
seen as the organisational aspect.  Although not included as an IS resource, this 
aspect overshadows IS; and therefore, should be included.   
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4.8.7. Organisational Aspects 
Organisational aspects can be classified as any characteristics of the 
organisation.  This organisational aspect covers all IS and could thus be used 
as miscellaneous  i.e. if an important topic or concept may present itself and is 
not relevant to the six identified IS resources, it will fall into this sub-section.   
Although there are numerous information security educational topics and 
concepts that fall under this section, currently, in the researcher‟s opinion, none 
of the examined topics and concepts is of utmost importance and must be 
included in the profile of a “generic” end user.  These aspects are considered to 
be non-relevant to a “generic” end user since they will primarily apply to users 
fulfilling a Managerial role in organisations.  Clearly not all end users are 
Managerial users. 
 
So at this time, as seen as important by the researcher, the profile of a “generic end 
user, for the purposes of providing a baseline information security education, consists 
of the following topics: 
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IS RESOURCES INFORMATION SECURITY TOPICS AND CONCEPTS 
People Resources: 
 Social Engineering 
 Incident Response 
 Shoulder Surfing 
Hardware 
Resources: 
 Laptop and Mobile Devices Security Issues 
 Encryption 
Software Resources: 
 Password Usage and Management 
 Software License Restriction Issues 
 Supported/Allowed Software on Organisational 
Systems 
 Timely Application of System Patches 
Network Resources 
 Email Usage 
 Protection from Viruses, Worms, Trojan Horses, 
and other Malicious Code 
 Web/Internet Usage 
Database Resources: 
 Account Control 
 Encryption (already included under Hardware 
above) 
 Backup and Storage of Data 
 
Procedural 
Resources: 
 
 Information Security Policy and Procedures 
 
Organisational 
Aspects: 
 
 None 
 
Table 4.2 Information security topics that should be included in the profile of a “generic” end 
user. 
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These highlighted information security topics form part of the most important ICT 
security basics; and they are relevant to all employees in any organisation.  It is 
these information security topics of which employees must be made aware and 
motivated to follow.  With these topics included in an information security educational 
programme, end users will receive the relevant information security basic knowledge 
that is needed to protect one of the organisation‟s most important assets. 
The following section highlights the topics and concepts which, in the researcher‟s 
opinion, should fall outside the scope of a “generic” end user. 
 
4.9. Information Security Topics and Concepts to exclude from the Profile 
A “generic” end user is a user term that is common to most organisations.  When 
creating an information security educational programme, there should be information 
security topics and concepts that would fall outside the boundaries of such a profile.  
These topics and concepts may be more focused on other users, namely: ICT Staff 
and Top Management. 
The following sub-sections will briefly explain some of these information security 
topics and concepts that may be excluded from the end user‟s profile, according to 
the IS resources and organisational aspect: 
 
4.9.1. People Resources 
It is the responsibility of Top Management to clearly define and acknowledge 
the end user‟s information security accountability and responsibility to 
information (although end users are still required to know the role they play in 
this process).  This aids in the ability to audit the actions of all the users that 
access the information.  Accountability and Responsibility should thus not 
be included as a concept in the end user‟s profile.  This concept will thus form 
part of the list of excluded topics and concepts.  With this in place, it should be 
clear who has access to, and at what level, to the organisation‟s sensitive and 
critical information. 
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4.9.2. Hardware Resources 
End users work with computer systems on a daily basis and only need to know 
how to operate them.  The technical aspects, like the physical hardware used or 
needed; with security features included, should not form part of the profile.  
Therefore, topics like Router, Switch, Server, Demilitarized Zone, Honey Pot 
etc. should be excluded from the end user‟s educational profile.  This topic will 
thus form part of the list of excluded topics and concepts.  Once the 
technological aspect of the hardware has become outdated and needs to be 
replaced, ICT Staff must step in to replace the equipment.  Therefore, Change 
Management need not be relevant to the end user‟s educational profile and 
should not be included.  This topic will thus form part of the list of excluded 
topics and concepts.  This ensures that security flaws are not available for 
hackers/crackers to exploit.  These aspects are a specialised field; and they 
need to be controlled by ICT staff. 
 
4.9.3. Software Resources 
End users access information on their local machines or otherwise distributed 
across the networks daily.  These users who accessed the information, with the 
changes made to the information need to be logged to ensure the users can be 
traced if any misshapes occur.  The topic of Computer Auditing is an auditing 
function, and should be directed by Top Management and performed by ICT 
and/or auditing staff.  Therefore, it should not be included in the educational 
profile of the end users.  This topic will thus form part of the list of excluded 
topics and concepts. 
 
4.9.4. Network Resources 
The data being transferred across the organisation‟s computer systems and 
networks need to be controlled.  This traffic needs to be monitored to ensure 
that only authorised communication is permitted, while unauthorised 
communication is discarded.  It is the duty of the ICT Staff to implement 
technical controls on each computer system or network, and to exercise control 
over these communications.  Thus, the topics of Firewalls, Intrusion 
Detection Systems (IDS) and Intrusion Prevention Systems (IPS) should be 
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excluded as topics for the profile.  These topics would thus form part of the list 
of excluded topics and concepts.   
 
4.9.5. Database Resources 
For an end user to gain access to a given system, authentication should firstly 
take place to ensure that the user is the person who he/she indicated.  
Implementation of such authentication methods is considered by many as an 
ICT staff function.  Private/Publics Keys and Server Authentication should, 
therefore, be excluded from the educational profile and end users should not be 
educated in this regard.  This topic will thus form part of the list of excluded 
topics and concepts. 
Information, like any other asset, must be uniquely identified and given a value 
to assess the risk associated with it.  This gives information a level of sensitivity 
and criticality; hence, helping with selecting a suitable set of controls to protect 
it.  Information Asset Management should thus not be included as a topic, as 
this procedure is purely a Top Management function.  This topic will thus form 
part of the list of excluded topics and concepts. 
 
4.9.6. Procedural Resources 
According to ISO/IEC 27002 (2005), an information security incident is 
“indicated by a single event, or a series of unwanted or unexpected information 
security events, with a significant probability of compromising business 
operations and threatening information security” (ISO/IEC 27002, 2005, p. 2).  
These can happen at any time; and Top Management and ICT Staff must be 
able to respond to and recover from such an incident or disaster.  Having an 
implemented plan is critical for the survival of the organisation.  These plans, 
such as Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP) 
are outside the scope of an end user.  End users may form part of the 
execution of these plans, but it is not their responsibility to draw up and 
implement such a plan.  These plans require complex strategies and technical 
elements to make them dependable.  Therefore, these topics should be 
excluded from the educational profile of the end users.  These topics would 
thus form part of the list of excluded topics and concepts.   
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All organisations, big or small, must follow the correct ICT Laws, regulations, 
governance and standards.  To successfully do this, Top Management and ICT 
Staff need to be informed of current ICT laws, regulations, governance and 
standards and to implement these, as and when required.  Therefore, ICT 
Laws, Regulations, Governance and Standards should be excluded as a 
topic from the profile.  This topic will thus form part of the list of excluded topics 
and concepts.   
 
4.9.7. Organisational Aspects 
Managing the risk in an organisation against threats is just as important as 
managing the risks associated with information.  To do this, Top Management 
needs to manage these threats associated with information.  The process, 
known as Risk Management, falls outside the knowledge required for a 
“generic” end user; and it should be excluded as a topic from the profile.  This 
topic will thus form part of the list of excluded topics and concepts.   
 
In summary, it is the opinion of the researcher that the following topics and concepts 
should be excluded from the profile of a “generic end user: 
  
71 
 
IS RESOURCES INFORMATION SECURITY TOPICS AND CONCEPTS 
 
People Resources: 
 
 Accountability and Responsibility 
Hardware 
Resources: 
 Router, Switch, Server, Demilitarized Zone, Honey 
Pot etc. 
 Change Management 
 
Software Resources: 
 
 Computer Auditing 
Network Resources 
 Firewalls 
 Intrusion Detection System (IDS) 
 Intrusion Prevention Systems (IPS) 
Database Resources: 
 Private/Public Keys and Server Authentication 
 Information Asset Management 
Procedural 
Resources: 
 Business Continuity Plan (BCP) 
 Disaster Recovery Plan (DRP) 
 ICT Laws, Regulations, Governance and 
Standards 
 
Organisational 
Aspects: 
 
 Risk Management 
 
Table 4.3: Information security topics and concepts that should be excluded from the profile of a 
“generic” end user. 
 
These highlighted information security topics and concepts fall outside the needed 
knowledge required to protect the organisation‟s information.  These topics and 
concepts are specific in nature to the required need of protection and require further 
insight into the relevant field of study (Information Technology or Business 
Management).  Such topics and concepts may be included in an information security 
educational programme designed for ICT staff and/or Top Management. 
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This concludes the construction of the profile of a “generic‟ end user as seen from the 
researcher‟s perspective.  The following sections are dedicated to validate the 
soundness of this research instrument. 
 
4.10. Research Process 
The content of the profile of the “generic” end user needs to be validated and 
considered reliable.  For this to happen, it needs to be accepted in the field of 
information security.   Once the profile of a “generic” end user has been accepted, its 
content can serve as a baseline for information security knowledge for end users.  
The following sub-section will describe the selected method for this validation 
process. 
 
4.10.1. Delphi Method 
A Delphi Method, also referred to as a Delphi Study,  is defined by Linstone & 
Turoff (1975), as “a method for structuring a group communication process so 
that the process is effective in allowing a group of individuals, as a whole, to 
deal with a complex problem” (Linstone & Turoff, 1975, p. 3). 
This Delphi Method is an easy and effective way of generating ideas among 
individuals with special knowledge to share.  These ideas will then be 
discussed to formulate consensus regarding the specific problem amongst all 
individuals participating.  This group of individuals does not necessarily have to 
be in the same room to participate, unlike focus groups.  Individuals 
participating are usually not aware of one another during the duration of the 
study.  The facilitator(s) of this study, who serves as the gateway, are the only 
person(s) with the knowledge of the true identity of the participants.  Anonymity 
of the participants ensures that they can express their opinions without criticism 
or pressure from other participants (Skulmoski, Hartman, & Krahn, 2007).  The 
selection process of these individuals is key to the success of the Delphi 
Method and will be covered later in this chapter.  The end result of this Delphi 
Method will include inputs from all relevant areas of expertise, regardless of 
how geographically dispersed the participants may be (Nehiley & McElreath, 
2007). 
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One of the main characteristics of the Delphi Method is there is no “typical” 
Delphi Method that should be followed; therefore a researcher can modify the 
Delphi Method to suite the circumstances and research questions (Skulmoski, 
Hartman, & Krahn, 2007).  A Delphi Method has various ways of being 
conducted.  These could be through mail, email, telephone conversations, 
interviews etc.  The facilitator(s) will forward the questions with relevant 
information to all participants.  These participants will work though these 
questions and reply with their thoughts on each topic.  The facilitator(s) will then 
analyse the feedback from these participants and develop a concrete proposal.  
This proposal contains the feedback from all participants.  The proposal will 
then be forwarded to the participants for reviewing.  The participants will then 
view what was responded by the other participants, and have the option to 
change and/or amend their response.  This process will continue until an 
agreement is reached.  Each process is known as a round (Linstone & Turoff, 
1975).  The typical numbers of rounds use by researchers are generally 3 
rounds; however 1 or 2 round Delphi Studies are not uncommon (Nehiley & 
McElreath, 2007).  The research questions in this dissertation are focused and 
structured, and for this reason a total of 2 rounds would be sufficient to collect 
the required data.  As the number of rounds increases, one may often see a 
drop in the participant‟s response rate and this is not desired by the researcher. 
The following section lists the advantages/strengths and 
disadvantages/weaknesses of a Delphi Method as defined by Nehiley & 
McElreath (2007). 
 
Advantages/Strengths: 
 Larger number of individuals allowed to participation because of no 
geographical boundaries; 
 Can facilitate complex problems; 
 Consensus decision easier to produce than other methods; 
 Participants remain anonymous;  
 Provides for a democratic and transparent method; 
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 Participants can work from the comfort of their own facilities i.e. office or 
home; 
 No time and cost wasted on traveling to meetings etc.  
 
Disadvantages/Weaknesses: 
 Process is time consuming and can become expensive to facilitate; 
 Facilitator(s) has large volumes of data to compile, distribute and analyse; 
 Participant may drop out as process becomes too long. 
 
It is clear from the comparisons highlighted above that the 
advantages/strengths outweigh the disadvantages/weaknesses.  It should also 
be noted that for the profile of a “generic” end user to truly be accepted into the 
information security field, feedback from diverse groups in the field of 
information security are needed.  The use of the Delphi Method would therefore 
be ideal to check for the reliability and validity of the profile of a “generic” end 
user.  As mentioned before, once the profile of a “generic” end user has been 
validated by experts, it will become a baseline for information security 
knowledge for end users. 
 
For the purpose of this dissertation, the Delphi Method was adapted and 
completed as follows: 
 Delphi Round 1 Design:  The research instrument was compiled.  This 
research instrument was created in section 4.7 and 4.8 above. 
 Delphi Round 1 Pilot:  A pilot study was completed for the purpose of 
testing the research content.  This ensured that the participants understood 
the research instrument and therefore provided appropriate 
input/comments/amendments.  This process was completed by means of 
publishing the research instrument at an international conference.  The 
research instrument was updated from the feedback received from the 
conference. 
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 Delphi Round 1 Survey and Analysis:  The research instrument was 
released to the experts and those willing to participate were allowed to give 
their comments and suggest amendments on the research instrument.  
Once completed, the data was submitted and automatically returned to the 
researcher.  The data was then analysed.  
 Delphi Round 2 Design:  The concrete proposal, also known as a set of 
guidelines or wording for an agreement, was compiled according to the 
input received from the participants from Round 1. 
 Delphi Round 2 Survey and Analysis:  The concrete proposal was then 
emailed to the participants.   This concrete proposal is added as Appendix 
B.  The participants were then allowed to view the other participant‟s 
comments.  The participants were then given the opportunity to verify 
whether their own comments given in Round 1 indeed reflected their 
opinion.  Care was taken not to release any participant‟s personal 
information.  Once completed, the data was returned to the researcher.   
 Results Documentation, Verification and Generation:  The findings were 
verified and the results were identified.  The profile of the “generic” end user 
was finalised as needed in the next chapter.  This profile of the “generic” 
end user was labelled as a baseline for information security knowledge. 
 
4.10.2. Delphi Method Pilot Study 
As discussed above, a pilot study was completed for the purpose of testing the 
research content.  The preferred method was to publish the research 
instrument at a national or international conference.  This was done to ensure 
the identified information security topics and concepts for the profile of a 
“generic” end user were indeed accurate.  This would then confirm that the 
questions asked in the Delphi Method would be deemed suitable.  
A paper of the profile of the “generic” end user was first submitted at the 
Information Security South Africa (ISSA) 2011, which is a peer-review national 
conference.  The paper was accepted in the “research in progress” stream.  
The changes recommended by reviewers were made and the new profile of the 
“generic” end user paper was submitted to a second conference, ICPCA 2011: 
6th International Conference on Pervasive Computing and Applications.  The 
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paper of the profile of the “generic” end user was accepted and presented at 
this peer-review international conference.  As previously mentioned, this paper 
is added to the dissertation as Appendix A.   
The following sub-section will examine the creation of a survey for the 
facilitation of the research instrument. 
 
4.10.3. Survey Design 
According to Hofstee (2006), a survey is essential to “elicit information from a 
limited number of individuals, who are presumed to have the information you 
seek, who are able and willing to communicate, and who are intended to be 
respresentative of a larger group” (Hofstee, 2006, p. 122).  Because the Delphi 
Method is aimed at a small group of experts scattered throughout the world, the 
use of a survey would seem fit. 
 
 Permission 
The survey was created by making use of the current Nelson Mandela 
Metropolitan University (NMMU) external survey creation program.  
Permission was first requested from NMMU‟s Senior Web Administrator for 
the use of the system.  The survey program that was implemented was “Our 
Web Survey”.  This is an Active Server Page (ASP) web survey and 
questionnaire system for access, SQL server and oracle.   
Access control was also implemented on the survey to ensure only a selected 
group was allowed to view the participant‟s data as well as make 
change/amend to the survey. 
The survey‟s Uniform Resource Locator (URL) was configured to be 
http://www.nmmu.ac.za/RynoBoshoff.  The website will be discussed later in 
this chapter. 
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 Design and Layout 
The survey was created according to the laytout of the published paper at the 
ICPCA 2011: 6th International Conference on Pervasive Computing and 
Applications.  It should be noted that since the paper was published, a new IS 
resources model was intruduced by Whitman & Mattord (2012).  This had an 
impact on the chosen IS resources but not on the topics and concepts, thus 
the layout would differ from the current profile of a “generic”  end user but the 
content stayed the same.  This change only had a minor impact on the layout.  
It should also be noted that the paper, and thus the survey, was created 
according to the IEEE referencing style and would therefore not be the same 
as the dissertation‟s referencing style.  A screenshot of the survey is added 
as Appendix C. 
 
The survey was split over 5 pages.  The first page collected the personal 
information from the participant.  This information included the following: 
 Title – radio selection box; 
 First Name – text box; 
 Last Name – text box; 
 Email Address – text box; 
 Affiliation – text box; 
 Years working in the Field of Information Security  – text box. 
 
Because an open invitation was given to a large pool of potential participants, 
the personal information entered was used for screaning purposes.  This 
information was also used for contacting the participants i.e. to continue with 
Round 2.  All fields on this page was compulsory and thus had to be 
complete. 
The second page contained all the relevant background information regarding 
the profile of a “generic” end user.  This could be classified as the information 
leading up to the actual profile.  This page was implemented to give the 
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participants the relevant background knowledge.  No information was 
required to be entered on this page.  This information on this page included 
the following: 
 Abstract; 
 Introducation; 
 A Brief History of the Role of an End User; 
 Current Information Security Specific Definitions; 
 NIST 800-50: 2003; 
 NIST 800-16: 1998; 
 ISO/IEC 27002: 2005; 
 Creating a Profile for End Users. 
 
The third page contained the information that should be included in the profile 
of a “generic” end user.  Each IS resource and brief description of the relevant 
topics and concepts were given.  At the end of each IS resource‟s paragraph 
the expert was given the opportunity to rate each topic and concept 
individually as mentioned in the paragraph.  This rating was done using a 5 
point scale.  The rating was presented with a radio selection box as follow: 
 1 - Strongly Disagree; 
 2 - Disagree; 
 3 - Neutral; 
 4 - Agree; 
 5 - Strongly Agree.   
 
A selection or answer was compulsory for each topic or concept. 
After each topic and concept was presented for evaluation, a comments text 
box was made available for any additional comments or explanations 
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regarding the topic or concept.  This was for the purpose of allowing the 
participant to express his/her opinions, clarifications etc. regarding the related 
topic or concept. These comments would be taken into account during 
analysis.  These comments boxes were made optional to complete. 
The fourth page contained the information that should be excluded from the 
profile of a “generic” end user.  Each IS resource and brief description of the 
relevant topics and concept was given.  At the end of each IS resource‟s 
paragraph the expert was given the opportunity to rate each topic or concept 
individually.  This rating was also done using a 5 point scale.  The rating was 
presented with a radio selection box as follow: 
 1 - Strongly Disagree; 
 2 - Disagree; 
 3 - Neutral; 
 4 - Agree; 
 5 - Strongly Agree.   
 
A selection or answer was compulsory for each topic or concept. 
After each topic and concept was presented for evaluation, a comments text 
box was made available for any additional comments or explanations 
regarding the topic or concept.  This was for the purpose of allowing the 
participant to express his/her opinions, clarifications etc. regarding the related 
topic or concept. These comments would be taken into account during 
analysis.  These comments boxes were made optional to complete. 
The fifth page contained a list of information security topics and concepts 
taken from NIST 800-50 (2003).  The participants were then asked if there are 
any additional topics and/or concepts that they would wish to include in the 
profile of a “generic” end user, as well as if there are any additional topics and 
concepts that they would wish to exclude.  This list as extracted from NIST 
800-50 (2003), provided the participants with a quick reference as to the 
available information security topics and concepts. 
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At any stage during the survey the participants were allowed to move 
between pages by using of the “<< Previous Page” and “Next Page >>” 
buttons found at the bottom of each page.  This allowed them to review any 
question if needed or read up on a specific area.  After the survey was 
completed and ready for submission, the participant would click on the 
“Submit Questionnaire” found at the bottom of page 5.  If any compulsory 
field(s) were left blank, the survey would take them to the open field(s) and 
force them to enter a value. 
The data was then saved onto the administrator‟s database categorised 
under the participants‟ personal information.  This kept the data group 
together according to the flow of the survey.  Only the researcher had 
permission to view the data.  The data could be viewed from the online survey 
or the data could be export to excel for offline viewing.   
 
The survey was published via a hyperlink on a webpage dedicated to the 
researcher‟s Delphi Study.  The following sub-section will explain the use of this 
website. 
 
4.10.4. Website Design 
A website dedicated to the researcher‟s Delphi Study was created to house the 
survey and other relevant information.  This website served as a central point of 
access for all participants.  The website was made available 24/7 to any 
computer system or device with an internet connection.  This made it possible 
for participants to gain access to the survey at their own convenience.  The 
website also kept participants up to date with matters regarding the Delphi 
Study and related processes.  The website is added as Appendix D. 
 
 Permission 
This website was created by making use of the current NMMU external 
Web Content Management System (WCMS).  Permission was first 
requested from NMMU‟s Senior Web Administrator for the use of the 
system.  
81 
 
Access control was also implemented on the website to ensure only a 
selected group was allowed to make change/amend to the website. 
The website‟s URL created is http://www.nmmu.ac.za/RynoBoshoff, which 
is much easier to remember and type than the survey URL, as mentioned 
earlier.   
 
 Design and Layout 
The website contains a brief welcome message with a short thank you 
message for participating in the Delphi Study.  It then continues by inviting 
participants to view the published paper, Defining a “generic” end-user: An 
Information Security perspective, which will assist with their overall 
experience as the paper contains figures, tables etc.  These figures, tables 
etc. are not available in the survey as the system does not allow this.  A 
warning message is displayed for those who choose to read the published 
paper as this paper argues towards topics and concepts that may be used 
in a profile of a “generic” end user.  These arguments made in the paper 
may influence the participant‟s opinion and thus the results of the study.   
Below the warning message is the hyperlink to the survey.  At the bottom of 
the website the researcher and Supervisor‟s personal information is 
displayed.  This information may be used if any enquiries or clarification is 
needed during the Delphi Study. 
 
The following sub-section will discuss the selection process of the experts for 
participation in the Delphi Study. 
 
4.10.5. Experts Selection Process 
The selection process is identified by many as one of the most important factors 
contributing towards the Delphi Study.  The correct experts in the specific field 
of study are needed; otherwise the Delphi Study may be a failure.  The 
selection and/or screening process needs to be thoroughly fine combed.  It is 
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because of these reasons that the number of participants is usually small 
(Gordon, 1994).   
According to Adler & Ziglio (1996), participants should be selected according to 
the four “expertise” requirements.  These four requirements are: 
 Knowledge and experience with regards to the problem; 
 High level of communication skills; 
 Time to participate; 
 Willingness and ability to participate (Adler & Ziglio, 1996). 
 
With the support of the researcher‟s Supervisor, also a well-known expert in the 
field of information security education, a list of experts in the specific field of 
information security education was compiled beforehand.  This list will not be 
displayed in this dissertation (as an Appendix) because it contains personal 
information regarding some of the participants.  This process is known as 
purposive sampling.  Purposive sampling is the selection of subjects because of 
some kind of characteristic(s) that it/they possess (Patton, 1990).  For the 
purpose of this study, the main characteristic required is their knowledge in 
information security education.   
It was also taken into account that the experts had to be widely dispersed to 
gain feedback from different countries, and thus cultures.  These experts were 
then approached at conferences, forms, via email etc. and asked to participate 
in the Delphi Study. 
During the researcher‟s presentation at conferences (Postgraduate Symposium 
@ South African Information Security Multi-Conference (SAISMC) and ICPCA 
2011: 6th International Conference on Pervasive Computing and Applications) 
audience members were also invited to participate.  The required “expertise” as 
highlighted by Adler & Ziglio (1996), was mentioned as a precaution to those 
who wish to participate. 
Recruited participants included members from 3 different countries.  All of them 
from a current academic background, however most also had industry 
experience, including one participant with a military background.   
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4.11. Conclusion 
This chapter focused on the creation of a research instrument for the data collection 
process.  Firstly, a “generic” end user was identified that would serve as the “target 
audience” for the baseline for information security knowledge.  A profile of a “generic” 
end user was introduced by examining current information security specific literature 
studies and nationally and internationally accepted information security standards.  It 
was shown that no such profile currently exists, and therefore one had to be created.  
A suggested profile was created by cross-referencing the six IS resources with 
information security topics and concepts.  Topics and concepts were then highlighted 
that could form part of such a profile.  Topics and concepts that needed to be 
excluded from the profile were also highlighted.   
A reliability and validity process was then identified to test the soundness of the 
research instrument.  A Delphi Method was examined and identified as a suitable 
method for this reliability and validity test.  For this Delphi Study to be initiated 
successfully, a study area was needed for the experts to work from.  It was argued 
that a survey accessible from a central website dedicated to the Delphi Study would 
be ideal.  The design and creation of the survey and website was then discussed.  
This chapter concluded with the ideal process for identifying experts that should 
participate in this Delphi Study.  This identification and selection process was then 
described in detail.   
The next chapter will describe the inauguration of the Delphi Study.  The processes 
will be examined and the findings will be discussed.   
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Chapter 5 
5. DATA PRESENTATION AND ANALYSIS 
 
This chapter will focus on the findings of the Delphi Study.  The implementation of the 
adapted Delphi Method used for this study will briefly be explained followed by an in 
depth description of the results for both rounds.  The findings for each topic and concept 
will be graphically illustrated and the comments of each participant will be listed and 
explained.  This chapter will conclude by providing the concrete baseline for information 
security knowledge for ―generic‖ end users as validated by these experts. 
 
5.1. Introduction 
In the previous chapter, a profile of a “generic” end user was identified.  The 
information security topics and concepts were selected as perceived as important to 
the researcher.  It was stipulated that for the profile of a “generic” end user to be 
accepted by the information security community, it needs to be deemed accurate.  
This initiated the reliability and validity process.  It was then argued that the most 
suited method would be that of a Delphi Method.  The profile of a “generic” end user 
was firstly published at an international conference to ensure the content of the 
profile was indeed accurate.  This was done as the pilot study that formed part of the 
first stage of the Delphi Study.  After this pilot study was completed, a research tool 
was created by firstly creating a website containing a brief summary of the purpose of 
the study.  A survey was then created and stored via a hyperlink on this website.  
This survey was created to capture feedback regarding the selected information 
security topics and concepts for the profile of a “generic” end user.   
This concludes the overall design process.  The next step was to publish the 
research instrument on the above listed website and thus making the Delphi Study 
“live”.  These experts that confirmed their participation as well as the experts 
identified on the list of experts were contacted via email.  This email contained the 
relevant background information with the website address.  The following section will 
discuss the Delphi Study process after the email was sent. 
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5.2. Delphi Study Process 
In the early stage, just when the Delphi Study went “live”, it was brought to the 
researcher‟s attention that the implemented research instrument might be biased.  
This was due to the fact that the research instrument was arguing towards the 
acceptance of the topics and concepts selected in the profile of the “generic” end 
user.  The research instrument was immediately amended and re-published.  
Arguments towards the information security topics and concepts were amended to 
only define the selected information security topics and concepts.   A warning was 
also published on the website which identified the attached conference paper 
(Defining a “generic” end-user: An Information Security perspective) as being biased 
towards the acceptance of specific topics and concepts and that participants should 
be aware of this should they choose to read it.  The paper was still provided in case 
any participants wanted additional context for the study.  No experts completed the 
survey in Round 1 whilst the research instrument was biased. 
A total of five experts answered the call to participate in the Delphi Study.  Initial aims 
were to recruit about ten.  These participants were all identified on the defined list of 
experts and therefore all adhered to the stringent requirements to participate in the 
Delphi Study.  As mentioned in the previous chapter, this process is known as 
purposive sampling.  These five experts completed the survey and submitted the 
data for both rounds.  The following section will briefly cover the needed 
interpretation of the results.  This will aid the reader whilst examining the findings. 
 
5.3. Delphi Study Interpretation of Results 
This section provides a brief overview of how the results of the individual‟s topics and 
concepts were interpreted.  The first section will highlight the weighting of the results 
to determine if the discussed topics and concepts should be included or excluded for 
the profile of a “generic” end user.  The second part of the interpretation will highlight 
the legends used in the illustrations. 
 
5.3.1. Interpretation of Data 
As mentioned above, a total of five experts participated in the Delphi Study.  
The number of participants, however small, was still considered as sufficient 
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due to their relatively high level of expertise in the field of study.  Because of the 
small size, it was felt that the overall rating method should be confirmed by 
experts in the statistics field.  Therefore, the NMMU Statistical Department 
recommended that the use of figures would best suit the results.  Because the 
participants are less than 10, the use of percentage (%) would not be deemed 
reliable (Mahoney, 2008).  Statistics like Mean (Average), Median and Mode 
were reported to respondents during the duration of the study.  However, after 
consultation with the NMMU Statistics Department as discussed above, it was 
decided that it will not be used in the final interpretation because the data was 
ordinal in nature. 
The final decision regarding the inclusion and exclusion of the information 
security topics and concepts for the profile of a “generic” end user will be rated 
according to figures.  It is recommended by Ulschak (1983), that for consensus 
to be achieved, at least 80 percent (%) or four out of five of the participant‟s 
votes needs to correspond (Ulschak, 1983).   
The following will therefore be used as guidelines: 
 
Topics and concepts to be included in the profile of a “generic” end user 
section: 
 four out of five, or more positive responses = included in profile; 
 four out of five, or more negative responses = excluded from profile; 
 If the results are positive and negative according to a pattern (e.g. three out 
of five  positive and two out of five negative with no neutral responses), the 
topic may fall into the additional recommended topics and concepts 
category; 
 If the results are positive and negative not according to a pattern (usually 
contains two out of five or more neutral responses), the topic or concept will 
be excluded. 
 
Topics and concepts to be excluded from the profile of a “generic” end user 
section: 
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 four out of five, or more positive responses = excluded from profile; 
 four out of five, or more negative responses = included in profile; 
 If the results are indecisive (not according to a pattern), the topic or concept 
would automatically be excluded from the “generic” profile for end users.  It 
is important to remember that the main objective of this study is to find 
topics and concepts that should definitely be included in the baseline for 
information security knowledge. 
 
Comments made during the Delphi Study will also have a vast impact on 
the concluding decision.  These comments may elaborate/interpret the given 
answer(s) and thus guiding it to a more decisive answer.  The comments could 
thus overrule the given result.  It should also be noted that because this profile 
of the “generic” end user was accepted at an international conference, the 
highlighted topics and concepts cannot just be discarded and would therefore 
be added to an additional section called “additional recommended topics and 
concepts”.  This however will not be valid when all participants agree that the 
identified topic or concept is not acceptable.   
 
The following sub-section will briefly cover the legends used to illustrate the findings 
in the charts. 
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5.3.2. Interpretation of Charts 
Please take note of the following when working from the charts: 
INDICATORS DESCRIPTION 
 
Indicates participant‟s negative response 
i.e. Disagree or Strongly Disagree 
 
Indicates participant‟s positive response 
i.e. Agree or Strongly Agree 
 
Indicates participant‟s answer from Round 1. 
NB! If not indicated, it means that the participant 
left his/her answer unchanged during the 
rounds. 
 
Table 5.1: Chart’s legends indications 
 
It should also be noted that the comments found in the following listed tables 
from the participants were not altered in any way.  Spelling, grammar etc. 
mistake were left as entered by the participants and should not be identified as 
the researcher‟s errors.  
 
The following sections will highlight results for each question that was asked and 
discuss the findings received in more detail.   
 
  
89 
 
5.4. Do you agree that Social Engineering should be included? 
 
Figure 5.1: Social Engineering 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
People are the greatest threat, 
and social engineering takes 
advantage of their access and 
(usually) knowledge to gain 
access. Thus, it effectively turns 
unwilling people into `insiders` 
No Comment 
Participant 2 
This is a broad term and users 
should be informed that this 
approach can be disguised in 
many forms. The attackers 
change their ways every nwo and 
then. 
No Comment 
Participant 3 
However it should be taught from 
a criminological or victomology 
perspective and not an IS 
perspective. To often we have 
security specialist using pocket 
book psychology to teach. 
No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.2: Comments received from the information security topic of Social Engineering 
 
All the participants had a positive response to the topic of Social Engineering.  From 
all these positive responses, four out of five participants strongly agreed whilst one 
out of five participants only agreed that the topic of Social Engineering should be 
included in the profile of a “generic” end user.  The participants all left their answer 
unchanged during Round 2, which indicates that the participants were confident with 
their original answers. 
During Round 1, three out of five participants commented that they agree it has 
become a problem and thus should be taught.  It was also mentioned by one 
participant that it should be “taught from a criminological or victomology perspective 
and not an IS perspective”.  The levels of the learning continuum will be discussed in 
the next chapter.  No comments were made during Round 2 of the Delphi Study. 
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For the information security topic of Social Engineering, consensus has been 
reached and this topic would thus be included in the baseline for information 
security knowledge for end users.  
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5.5. Do you agree that Incident Response should be included? 
 
Figure 5.2: Incident Reponse 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
How you respond to an incident 
can either weaken a system 
strengthen it, or maintain the 
status quo. So people need to 
know what to do, even if only 
whom to notify. 
No Comment 
Participant 2 
Users should not keep quiet after 
the fact, but must know how to 
react, and whom to approach. 
May move to 5 
 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.3: Comments received from the information security topic of Incident Response 
 
All the participants had a positive response to the topic of Incident Response.  From 
all these positive responses, four out of five participants strongly agreed whilst one 
out of five participants agreed that the topic of Incident Response should be included 
in the profile of a “generic” end user.  One of the participants changed his/her answer 
from 4 (Agree) to 5 (Strongly Agree) during Round 2.  This change remained in the 
positive area.  The other participants left their answers unchanged and thus were 
confident with their original answers. 
During Round 1 of the Delphi Study, two out of five participants commented that they 
agree it has become a problem.  Three out of five participants had no comments 
during Round 1.  Another comment was made by one participant in Round 2 which 
indicated that he/she would like to move his/her answer to 5 (Strongly Agree).  No 
other comments were made in Round 2 of the Delphi Study. 
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For the information security topic of Incident Response, consensus has been 
reached and this topic would thus be included in the baseline for information 
security knowledge for end users.  
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5.6. Do you agree that Shoulder Surfing should be included? 
 
Figure 5.3: Shoulder Surfing 
  
96 
 
PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
It's an attack that again takes 
advantage of a user's access 
and/or knowledge to gain access 
equivalent to that user. 
No Comment 
Participant 2 
Especially where office 
space/resources are shared. 
May be 5 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
I do not agre that shoulder surfing 
should be included as a topic, like 
social engineering. It is merely 
something that the end-user 
should be aware of. It is like; 
making back-ups is a topic, but 
storing it in another building is 
part of the way to do it properly. 
Therefore I still think it should not 
be a topic, but must be addressed 
somewhere. 
 
Table 5.4: Comments received from the information security topic of Shoulder Surfing 
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Three out of five participants had a positive response to the topic whilst the remaining 
two out of five participants had a negative response to the topic of Shoulder Surfing.  
From all these positive responses, all the participants selected strongly agree.  From 
all these negative responses, all the participants selected disagree.  One participant 
changed his/her answer from 4 (Agree) to 5 (Strongly Agree) during Round 2.  This 
change remained in the positive area.  The other participants left their answers 
unchanged and thus were confident with their original answers. 
Three out of five participants had no comments during Round 1 whilst the other two 
participants highlighted the importance of Shoulder Surfing as a topic.  During Round 
2, one participant commented that his/her was concerns regarding the topic being 
included.  It should be noted that this is not because of the topic itself, but that of the 
level of education that it should be taught at.  It should be noted that he/she states it 
should be taught “someplace”; however during the rating he/she rated a negative 
response.  It can thus be argued that the topic should be included in the profile of a 
“generic” end user, but only at the awareness level of the learning continuum.  The 
levels of the learning continuum will be discussed in the next chapter.  Another 
comment was made which indicated that he/she would like to move his/her answer to 
5 (Strongly Agree).  No other comments were made in Round 2 of the Delphi Study. 
The following decision was made by taking into account the last participants 
awareness concern relating to the topic.  It should also be noted that because of this 
comment the overall rating toward the inclusion or exclusion of this topic should not 
be seen in isolation.     
For the information security topic of Shoulder Surfing, four out of five participants 
agreed that it should be included as a topic.  The topic of Shoulder Surfing would 
thus form part of the baseline for information security knowledge for end 
users. 
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5.7. Do you agree that Office Ethics should be included? 
 
Figure 5.4: Office Ethics 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Ethics is the cornerstone of 
security because without ethics, 
security officers and users 
perceive one another as the 
enemy. 
I understand exactly where 
participant 3 is coming from By 
“ethics” I do not mean a formal 
study of how Plato and Aristotle 
compare to Hume and 
Wittgenstein. I mean exactly what 
that participant is talking about: 
how to decide what actions are 
correct, incorrect, or do the least 
harm (I don‟t believe actions are 
always correct or incorrect; 
circumstance modify cases). 
Participant 2 
Again a broad term, this has to do 
with profesionalism and 
responsible behaviour and should 
be linked to the standards and 
policies of the company. 
No Comment 
Participant 3 
The is no such think as office 
ethics. Ethics is a branch of 
philosophy. Again as with the 
social engineering questions to 
often in the security education field 
we have security specialist 
teaching taking words like ethics 
out of context. What is needed to 
be teach is correct and incorrect 
behavior. 
No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.5: Comments received from the information security topic of Office Ethics  
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Four out of five participants had a positive response to the topic whilst the remaining 
one out of five participants had a negative response to the topic of Office Ethics.  
From all these positive responses, all the participants selected strongly agreed.  
From the negative response, the participant selected strongly disagrees.  The 
participants all left their answer unchanged during Round 2, which indicates that the 
participants were confident with their original answers. 
During Round 1 of the Delphi Study, two out of five participants commented that they 
agree it has become a problem.  One participant commented that “there is no such 
thing as office ethics”.  However, it was also stipulated by the same participant that 
ethics should be taught in what is the correct and incorrect way when working with 
information and not from a philosophy perspective.  This was interpreted by the 
researcher to mean that the participant agrees that the topic should be included, but 
the level of education and the specific educational focus is his/her main concern.  It 
was also stipulated by another participant that the topic should be taught in line with 
the organisation‟s standards and policies.  During Round 2 a participant expressed 
his/her agreement with the level of education concern as stipulated in the previous 
comments made from Round 1.  The levels of the learning continuum will be 
discussed in the next chapter.   
The topic of Office Ethics was reviewed by the researcher and the following was 
noted:   
The researcher did not specifically define the topic of Office Ethics during the 
implementation of the Delphi Study.   As mentioned in section 5.2 earlier, only a 
definition was given for each topic and concept.  However in the published paper 
(Defining a “generic” end-user: An Information Security perspective) the argument 
that was made was directed at etiquette in an office environment and not ethics.  
Ethics is a moral, while etiquette is good manners or the correct behaviour in a given 
environment i.e. the organisation.  The argument made by the participant above 
confirms this statement.  The participant‟s comment would therefore be adopted for 
this study.  Thus, the topic of Office Ethics would be renamed to Office 
Etiquette. 
The following decision was made by taking into account the participant‟s concern 
relating to the naming of the topic.  It should also be noted that because of these 
comments the overall rating toward the inclusion or exclusion of this topic should not 
be seen in isolation.   
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For the information security topic of Office Etiquette, all the participants agreed that it 
should be included as a topic.  The topic of Office Etiquette would thus form part 
of the baseline for information security knowledge for end users. 
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5.8. Do you agree that Laptop and Mobile Device Security Issues should be 
included? 
 
Figure 5.5: Laptop and Mobile Device Security Issues 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Mobile devices present different 
security issues because of the 
unpredictabiity of the 
environments in which they are 
used. 
No Comment 
Participant 2 More and more a problem No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.6: Comments received from the information security topic of Laptop and Mobile Device 
Security Issues 
 
All the participants had a positive response to the topic of Laptop and Mobile Device 
Security Issues.  From all these positive responses, three out of five participants 
strongly agreed whilst two out of five participants agreed that the topic of Laptop and 
Mobile Device Security Issues should be included in the profile of a “generic” end 
user.  The participants all left their answer unchanged during Round 2, which 
indicates that the participants were confident with their original answers. 
During Round 1 of the Delphi Study, two out of five participants commented that they 
agree it has become a problem.  The remainder of the participants had no comments 
during Round 1.  No comments were made during Round 2 of the Delphi Study. 
For the information security topic of Laptop and Mobile Device Security Issues, 
consensus has been reached and this topic would thus be included in the 
baseline for information security knowledge for end users.  
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5.9. Do you agree that Encryption should be included? 
 
Figure 5.6: Encryption 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Yes, but not simply as a topic for 
mobile computing; as a basis for 
much security work in general. 
Also, focus on its use rather than 
its mathematical underpinnings 
(unless this is a university class, in 
which case please do focus on 
the underpinnings; they are great 
for teaching assumptions!) 
Participant 2 
Not all levels of users will be able 
to implement this control correctly. 
Much care should be taken to 
educate novice users. And not on 
a too deep level. 
2 – awareness level – e.g 
applying it 
 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
No, do not agree that end-users 
use encryption and should not be 
educated on it. EUs should know 
the principles of 'password 
protecting' a document or 
something like that, but encryption 
seems too technical. 
 
Table 5.7: Comments received from the information security topic of Encryption 
 
One out of five participants had a positive response, two out of five participants had a 
neutral response and two out of five participants had a negative response to the topic 
of Encryption.  From this positive response, the participant agreed that the topic of 
Encryption should be included in the profile of a “generic” end user.  From all these 
negative responses, all participants disagreed that the topic of Encryption should not 
be included in the profile of a “generic” end user.  One participant changed his/her 
answer from 4 (Agree) to 2 (Disagree) during Round 2.  This change moved the 
participant‟s answer from the positive area to the negative area.  The other 
participants left their answers unchanged and thus were confident with their original 
answers. 
106 
 
During Round 1 of the Delphi study, the participants had various views on the topic.  
One participant commented that it should be included not only in a specific area such 
as mobile computing, but as an overall security topic in general, covering all aspects 
of security.  Another participant commented that it may be taught at a very low level 
because novice end users may not be able to fully understand and thus implement it.  
The other participants had no comments during this round.  During Round 2 the 
same participants who commented in Round 1 added to their comments.  These 
participants added that the focus should be on its use whilst the other participant 
stated it should be on awareness.  This could be argued to be the same statement.  
The levels of the learning continuum will be discussed in the next chapter.  Another 
participant added to the comments and stated is it is too technical and should not be 
taught.  
The following decision was made by taking into account the rating as well as the 
comments.  It should also be noted because of these comments the overall figure 
rating toward inclusion or exclusion of this topic may not be considered as accurate.     
For the information security topic of Encryption, consensus has not been reached.  
This topic would thus not be included in the baseline for information security 
knowledge for end users.  It will however be added as an additional 
recommended topic, but only on a low level of awareness were the end users are 
not novice users.  
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5.10. Do you agree that Password Usage and Management should be 
included? 
 
Figure 5.7: Password Usage and Management 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 
One of the main ways of protecting 
access resources - thus very 
important.But with the many 
passwords one has to face, I think 
the procedures make it difficult to 
choose different passowrds and 
people still use easy to remember 
or the same password on more 
platforms. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.8: Comments received from the information security topic of Password Usage and Management 
 
All the participants had a positive response to the topic of Password Usage and 
Management.  From all these positive responses, three out of five participants 
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strongly agreed whilst two out of five participants agreed that the topic of Password 
Usage and Management should be included in the profile of a “generic” end user.  
The participants all left their answer unchanged during Round 2, which indicates that 
the participants were confident with their original answers. 
During Round 1, one participant commented that he/she agreed it is an important 
topic to be taught.  He/she also raised a concern regarding the procedures related to 
Password Usage and Management.  No other comments were made during Round 
1.  No other comments were made during Round 2 of the Delphi Study. 
For the information security topic of Password Usage and Management, consensus 
has been reached and this topic would thus be included in the baseline for 
information security knowledge for end users.  
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5.11. Do you agree that Software License Restriction Issues should be 
included? 
 
Figure 5.8: Software License Restriction Issues 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
I see this more as a matter of 
contract law, not security in a 
technical sense. It's really an 
ethical question whether the rules 
are agreed to. 
Part of this may be cultural; there 
is considerable question as to how 
enforceable those licenses are 
under US law (look up “contract of 
adhesion” or “yellow dog contract” 
to see why). It is indeed a 
management issue. 
Participant 2 
This lies more with management 
(IT) - and the choices they make 
regarding the software they want 
to have in a company. Users must 
be made aware of illegal copies 
and downloads. 
May move down 2 
 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
Should not be done as topic. 
Should be done as part of etics or 
legal issues. I am willing to move 
to a 3. 
 
Table 5.9: Comments received from the information security topic of Software License 
Restriction Issues 
 
One out of five participants had a positive response, two out of five participants had a 
neutral response and two out of five participants had a negative response to the topic 
of Software License Restriction Issues.  From this positive response, the participant 
agreed that the topic of Software License Restriction Issues should be included in the 
profile of a “generic” end user.  From all these negative responses, all participants 
disagreed that the topic of Software License Restriction Issues should not be 
included in the profile of a “generic” end user.  During Round 2, one participant 
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changed his/her answer from 4 (Agree) to 3 (Neutral).  This change was from a 
positive response to a neutral response.  Another participant changed his/her answer 
from 2 (Disagree) to 3 (Neutral).  This change was from a negative response to a 
neutral response.  Another participant changed his/her answer from 3 (Neutral) to 2 
(Disagree).  This change was from a neutral response to a negative response.  It 
should be noted that the majority of the participants changed their answer during 
Round 2. 
During Round 1 of the Delphi Study, two out of five participants stated that it is not 
ideal for end users.  They continued by saying it lays more with ICT and/or Top 
Management.  The other participants had no comments during Round 1. During 
Round 2, one participant asked to be moved to the rating of 2 (Disagree).  Two more 
participants commented that this should not be included as a topic and if the need 
arise for end user to be taught, it should be covered in another topic.  It should be 
noted that more than half of the participants commented that the topic of Software 
License Restriction Issues should not be included. 
The following decision was made by taking into account the rating as well as the 
comments.  It should also be noted that because of these comments the overall 
rating toward the inclusion or exclusion of this topic should not be seen in isolation.    
For the information security topic of Software License Restriction Issues, consensus 
has not been reached.  This topic would thus not be included in the baseline 
for information security knowledge for end users.  It will however be added as 
an additional recommended topic, but the focus of this topic should be on the 
download and use of illegal software etc.  
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5.12. Do you agree that Support/Allowed Software on Organisational 
Systems should be included? 
 
Figure 5.9: Support/Allowed Software on Organisational Systems 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
If part of the security policy, yes; 
else, no. 
Given the environment in which this 
question is posed  I‟m happy to 
change my answer to a 4 
Participant 2 No Comment Awareness level 2 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
Cannot see that it should form a 
core part of EU education. 
 
Table 5.10: Comments received from the information security topic of Support/Allowed Software 
on Organisational Systems 
 
Two out of five participants had a positive response, one out of five participants had a 
neutral response and two out of five participants had a negative response to the topic 
of Support/Allowed Software on Organisational Systems.  From all these positive 
responses, one participant strongly agreed whilst the other participant agreed that 
the topic of Support/Allowed Software on Organisational Systems should be included 
in the profile of a “generic” end user.  From all these negative responses, all 
participants disagreed that the topic of Support/Allowed Software on Organisational 
Systems should not be included in the profile of a “generic” end user.  During Round 
2, one participant changed his/her answers from 3 (Neutral) to 4 (Agree).  This 
change was from a neutral response to a positive response.  Another participant 
changed his/her answer from 4 (Agree) to 2 (Disagree).  This change was from a 
positive response to a negative response.  The other participants left their answers 
unchanged and thus were confident with their original answers. 
During Round 1 of the Delphi Study, one participant stated that it should only be 
taught if it is part of the security policy.  No other comments were made during Round 
1.  During Round 2, the same participant changed his comment to a positive 
response as to include it in the profile of the “generic” end user.  This is mainly 
because of the given environment.  One participant commented that he/she would 
like to move his/her rating to 2 (Disagree) and should be taught at the level of 
awareness.  Another commented that it should not be included at all. 
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The following decision was made by taking into account the figure rating as well as 
the comments.  It should also be noted that because of these comments the overall 
rating toward the inclusion or exclusion of this topic should not be seen in isolation.     
For the information security topic of Support/Allowed Software on Organisational 
Systems, consensus has not been reached.  This topic would thus not be 
included in the baseline for information security knowledge for end users.  It 
will however be added as an additional recommended topic, but only at the 
awareness level and in conjunction with the organisation‟s security policy.  
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5.13. Do you agree that Timely Application of System Patches should 
be included? 
 
Figure 5.10: Timely Application of System Patches 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Good idea to get users sensitive to 
this. Imperative for sysadmins and 
owners/maintainers of their own 
systems. 
Seems obvious to me – if you don‟t 
put in patches involving security, 
you‟re less secure than if you do! 
Participant 2 
I think this resides more with the IT 
infrastructure people, they should 
prescibe what pathces to run - or let 
in be done automatically. Else 
users will do it in their own time or 
not. 
4 – if only on awareness level else 
lower 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
From a persoanl point of view it 
might e important, but from a 
corporate point of view this should 
be done by the ICT Services dept, 
therefore it is not applicable to 
EUs. 
 
Table 5.11: Comments received from the information security topic of Timely Application of 
System Patches 
 
Three out of five participants had a positive response, one out of five had a neutral 
response and one out of five participants had a negative response to the topic of 
Timely Applications of System Patches.  From all these positive responses, all 
participants strongly agreed that the topic of Timely Applications of System Patches 
should be included in the profile of a “generic” end user.  From this negative 
response, the participant disagreed that the topic of Timely Applications of System 
Patches should not be included in the profile of a “generic” end user.  During Round 
2, one participant changed his/her answers from 3 (Neutral) to 4 (Agree).  This 
change was from a neutral response to a positive response.  The other participants 
left their answers unchanged and thus were confident with their original answers. 
During Round 1 of the Delphi Study, one participant stated that the topic resides 
more with the ICT Staff.  Another participant commented that it would be a good idea 
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to add to the education programme as it will make the users sensitive regarding 
Timely Applications of System Patches.  He/she continued by stating that it is a must 
for System Administrators and Owner/Maintainers of systems, however this is then 
directed at specialised end users or ICT Staff.  During Round 2, the same respondent 
continued to add to the importance of the topic.  The same participant from the first 
commented asked to move his/her answer from 3 (Neutral) to 4 (Agree).  Another 
participant commented that from a personal point of view it may be important, but 
when working in an organisation, its responsibilities should be with ICT Staff.  The 
other participants had no comments. 
The following decision was made by taking into account the figure rating as well as 
the comments.  It should also be noted that because of these comments the overall 
rating toward the inclusion or exclusion of this topic should not be seen in isolation.     
For the information security topic of Timely Applications of System Patches, 
consensus has not been reached.  This topic would thus not be included in the 
baseline for information security knowledge for end users.  It will however be 
added as an additional recommended topic, but only at the level of awareness 
and where no dedicated ICT department exists.  
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5.14. Do you agree that Email Usage should be included? 
 
Figure 5.11: Email Usage 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.12: Comments received from the information security topic of Email Usage 
 
All the participants had a positive response to the topic of Email Usage.  From all 
these positive responses, two out of five participants strongly agreed whilst three out 
of five participants agreed that the topic of Email Usage should be included in the 
profile of a “generic” end user.  The participants all left their answer unchanged 
during Round 2, which indicates that the participants were confident with their original 
answers. 
No comments were made during Round 1 or during Round 2 of the Delphi Study. 
For the information security topic of Email Usage, consensus has been reached 
and this topic would thus be included in the baseline for information security 
knowledge for end users.  
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5.15. Do you agree that Protection from Viruses, Worms, Trojan Horses, 
and other Malicious Code should be included? 
 
Figure 5.12: Protection from Viruses, Worms, Trojan Horses, and other Malicious Code 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.13: Comments received from the information security topic of Protection from Viruses, 
Worms, Trojan Horses, and other Malicious Code 
 
All the participants had a positive response to the topic of Protection from Viruses, 
Worms, Trojan Horses, and other Malicious Code.  From all these positive 
responses, three out of five participants strongly agreed whilst two out of five 
participants agreed that the topic of Protection from Viruses, Worms, Trojan Horses, 
and other Malicious Code should be included in the profile of a “generic” end user.  
The participants all left their answer unchanged during Round 2, which indicates that 
the participants were confident with their original answers. 
No comments were made during Round 1 or during Round 2 of the Delphi Study. 
For the information security topic of Protection from Viruses, Worms, Trojan Horses, 
and other Malicious Code, consensus has been reached and this topic would 
thus be included in the baseline for information security knowledge for end 
users.  
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5.16. Do you agree that Web/Internet Usage should be included? 
 
Figure 5.13: Web/Internet Usage 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 
All of these should be included 
because this is teh sources of 
most of the problems. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
It is unclear what is mean tby Web 
/ internet Usage. Obviously it is 
important to teach the EUs how 
the Web or Internet can be used 
in a secure manner, but merely 
Web or Internet Usage is unclear. 
 
Table 5.14: Comments received from the information security topic of Web/Internet Usage 
 
Four out of five participants had a positive response whilst one out of five participants 
had a neutral response to the topic of Web/Internet Usage.  From all these positive 
responses, two out of five participants strongly agreed whilst the remaining two out of 
five participants agreed that the topic of Web/Internet Usage should be included in 
the profile of a “generic” end user.  The participants all left their answer unchanged 
during Round 2, which indicates that these participants were confident with their 
original answers. 
During Round 1, one participant commented that they agreed it is an important topic 
to be taught.  He/she stated that it should be included as this is the source of most 
information security problems today.  No other comments were made during this 
round.  During Round 2, one participant commented that this topic can be interpreted 
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in many ways.  The participant does mention that the topic is important and end 
users should know how to use the Web/Internet in a secure manner.  End users 
should thus be made aware of the proper use thereof.  This participant gave the 
rating of 3 (Neutral), however his/her comment indicated that the topic is important to 
end user.  His/her concern mainly resides with the level of education.  The levels of 
the learning continuum will be discussed in the next chapter.  No other comments 
were made during this round. 
The following decision was made by taking into account the participant‟s level of 
education concern relating to the topic.  It should also be noted that because of these 
comments the overall rating toward the inclusion or exclusion of this topic should not 
be seen in isolation.   
For the information security topic of Web/Internet Usage, consensus has been 
reached and this topic would thus be included in the baseline for information 
security knowledge for end users.  
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5.17. Do you agree that Access Control should be included? 
 
Figure 5.14: Access Control 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 
One of the biggest problem is that 
end user have a hard time 
understand the different rules of 
access control. 
No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.15: Comments received from the information security topic of Access Control 
 
All the participants had a positive response to the topic of Access Control.  From all 
these positive responses, three out of five participants strongly agreed whilst two out 
of five participants agreed that the topic of Access Control should be included in the 
profile of a “generic” end user.  The participants all left their answer unchanged 
during Round 2, which indicates that the participants were confident with their original 
answers. 
During Round 1, one participant commented that he/she agrees it is an important 
topic to be taught.  He/she commented that end users find it hard to understand the 
different rules of Access Control.  No other comments were made during Round 1.  
No comments were made during Round 2 of the Delphi Study. 
For the information security topic of Access Control, consensus has been reached 
and this topic would thus be included in the baseline for information security 
knowledge for end users.  
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5.18. Do you agree that Backup and Storage of Data should be 
included? 
 
Figure 5.15: Backup and Storage of Data 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Common way to attack: get to the 
backups or stored data. 
No Comment 
Participant 2 
Each user should be responsible 
for their own backup, but there 
must be companywide 
responsibility as well, seeing that 
the company will face the 
consequences of data loss. Policy 
should describe backup 
procedures 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.16: Comments received from the information security topic of Backup and Storage of 
Data 
 
All the participants had a positive response to the topic of Backup and Storage of 
Data.  From all these positive responses, three out of five participants strongly 
agreed whilst two out of five participants agreed that the topic of Backup and Storage 
of Data should be included in the profile of a “generic” end user.  The participants all 
left their answer unchanged during Round 2, which indicates that the participants 
were confident with their original answers. 
During Round 1, two out of five participants commented that they agreed it is an 
important topic to be taught.  One commented that it was a common way for 
hackers/cracker to attack the backup data.  Another commented that end users 
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should be responsible for their own backup, however it should be implemented from 
an organisational perceptive as well via policies.  Procedures would then be provided 
on the proper manner to implement Backup and Storage of Data.  No other 
comments were made during Round 1.  No comments were made during Round 2 of 
the Delphi Study. 
For the information security topic of Backup and Storage of Data, consensus has 
been reached and this topic would thus be included in the baseline for 
information security knowledge for end users.  
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5.19. Do you agree that Information Security Policy and Procedure 
should be included? 
 
Figure 5.16: Information Security Policy and Procedure 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
In general, if you don't know these, 
you could violate the security 
policy unintentionally. 
No Comment 
Participant 2 
Some/many of the previous topics 
should be included in the security 
policy. Testing/evaluating policies 
should not be forgotten. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.17: Comments received from the information security topic of Information Security 
Policy and Procedure 
 
All the participants had a positive response to the topic of Information Security Policy 
and Procedure.  From all these positive responses, three out of five participants 
strongly agreed whilst two out of five participants agreed that the topic of Information 
Security Policy and Procedure should be included in the profile of a “generic” end 
user.  The participants all left their answer unchanged during Round 2, which 
indicates that the participants were confident with their original answers. 
During Round 1, two out of five participants commented that they agreed it is an 
important topic to be taught.  One participant commented that if end users don‟t 
familiarise themselves with these policies and procedures, they may unintentially 
violate these rules.  Another participant commented that the topics listed in this 
chapter should mostly be covered in the security policy.  The participant continued by 
stating that the testing and evaluating these policies should also be reviewed and 
tested on a regular basis.  No other comments were made during Round 1.  No 
comments were made during Round 2 of the Delphi Study. 
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For the information security topic of Information Security Policy and Procedure, 
consensus has been reached and this topic would thus be included in the 
baseline for information security knowledge for end users.  
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5.20. Are there any additional topics you would like to add to the 
profile? 
PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 
physical security and ohow it 
relate to information security how 
computer systems work, The user 
need better mental models of both 
how computer work and how 
security works 
No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.18: Comments received for the request for any additional topics to add to the profile of a 
“generic” end user.  
 
During Round 1, the additional topic of Physical Security was brought to the table, 
but during the next round no other participant concurred with the added topic.  The 
participant who added the topic had no additional feedback regarding the topic. 
The topic of Physical Security would thus not be added to the profile of a 
“generic” end user. 
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5.21. Do you agree that Accountability and Responsibility should be 
excluded? 
 
Figure 5.17: Accountability and Responsibility 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Users should know this exists, 
and be able to find out what their 
responsibility is. I'd incude it, or at 
least a brief description of how to 
find out. 
No Comment 
Participant 2 
I think a certain level of 
ACCOUNTABILITY AND 
RESPONSIBILITY issues must be 
shared with end users. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.19: Comments received from the information security concept of Accountability and 
Responsibility 
 
One out of five participants had a positive response whilst four out of five participants 
had a negative response to the concept of Accountability and Responsibility.  From 
this positive response, the participant strongly agreed that the concept of 
Accountability and Responsibility should be excluded from the profile of a “generic” 
end user.  From all these negative responses, two out of five participants disagreed 
and two out of five participants strongly disagreed.  The participants all left their 
answer unchanged during Round 2, which indicates that the participants were 
confident with their original answers. 
During Round 1, two out of five participants commented that they disagree with the 
researcher‟s decision.  These participants commented that this concept should at 
least be shared with the users on some level.  No other comments were made during 
Round 1.  No comments were made during Round 2 of the Delphi Study. 
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For the information security concept of Accountability and Responsibility, consensus 
has been reached.  This however is not to exclude the concept but that it should 
be included in the profile of the “generic” end user.  The concept of 
Accountability and Responsibility will thus be included in the baseline for 
information security knowledge for end users.  
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5.22. Do you agree that Router, Switch, Server, Demilitarized Zone, 
Honey Pot etc. should be excluded? 
 
Figure 5.18: Router, Switch, Server, Demilitarized Zone, Honey Pot etc. 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
These are infrastructure matters, 
and usually not important to end 
users. 
No Comment 
Participant 2 
These terms may be above the 
'average' user's head. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.20: Comments received from the information security topic of Router, Switch, Server, 
Demilitarized Zone, Honey Pot etc. 
 
Three out of five participants had a positive response whilst one out of five 
participants had a neutral response to the topic of Router, Switch, Server, 
Demilitarized Zone, Honey Pot etc.  From all these positive responses, one out of five 
participants strongly agreed and two out of five participants agreed that the topic of 
Router, Switch, Server, Demilitarized Zone, Honey Pot etc. should be excluded from 
the profile of a “generic” end user.  The participants all left their answer unchanged 
during Round 2, which indicates that the participants were confident with their original 
answers. 
During Round 1, two out of five participants commented that they agree that the topic 
of Router, Switch, Server, Demilitarized Zone, Honey Pot etc. is not important to end 
users.  It was also commented that it is part of infrastructure and thus over and above 
the user‟s knowledge requirements.  No other comments were made during Round 1.  
No comments were made during Round 2 of the Delphi Study. 
For the information security topic of Router, Switch, Server, Demilitarized Zone, 
Honey Pot etc., consensus has not been reached.  The topic of Router, Switch, 
Server, Demilitarized Zone, Honey Pot etc. will definitely not be included in the 
baseline for information security knowledge for end users as the results may lean 
more to excluded.  The topic of Router, Switch, Server, Demilitarized Zone, Honey 
Pot etc. would thus be excluded from the baseline for information security 
knowledge for end users. 
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5.23. Do you agree that Change Management should be excluded? 
 
Figure 5.19: Change Management 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 Again, this is infrastructure. No Comment 
Participant 2 No Comment 2 - exclude 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
Do not think from a corporate point 
of view this is important for EUs. 
 
Table 5.21: Comments received from the information security topic of Change Management 
 
One out of five participants had a positive response, two out of five participants had a 
neutral response and two out of five participants had a negative response to the topic 
of Change Management.  From this positive response, the participant agreed that the 
topic of Change Management should be excluded from the profile of a “generic” end 
user.  From all these negative responses, all participants disagreed that the topic of 
Change Management should be excluded from the profile of a “generic” end user.  
During Round 2, one participant changed his/her answers from 4 (Agree) to 2 
(Disagree).  This change was from a positive response to a negative response.  
Another participant changed his/her answer from 1 (Strongly Disagree) to 2 
(Disagree).  This change remained in the negative area.  The other participants left 
their answers unchanged and thus were confident with their original answers. 
During Round 1, one participant commented that he/she agreed that the topic of 
Change Management should not be included in the profile and stated it again that it 
falls under infrastructure.  No other comments were made during Round 1.  During 
Round 2, one participant changed his/her answer to 2 (Disagree), which he/she 
interpreted as to exclude the topic.  This change however means that the topic of 
Change Management should be included in the profile as it now falls under the 
negative response category.  The participant‟s answer would thus be interpreted to a 
positive response to reflect his/her comment made.  Another participant commented 
that he/she thinks from a corporate point of view this is not important to end users.  
This participant previously gave a neutral response, which does not reflect in the 
comment made.  The participant‟s answer would thus be interpreted to a positive 
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response to reflect his/her comment made.  No comments were made during Round 
2 of the Delphi Study. 
The following decision was made by taking into account the participant‟s concerns 
highlighted in the comments received relating to the topic.  It should also be noted 
that because of these comments the overall rating toward the inclusion or exclusion 
of this topic should not be seen in isolation.     
For the information security topic of Change Management, consensus has not been 
reached.  The topic of Change Management will definitely not be included in the 
baseline for information security knowledge for end users as the results may lean 
more to be excluded.  The topic of Change Management would thus be excluded 
from the baseline for information security knowledge for end users. 
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5.24. Do you agree that Computer Auditing should be excluded? 
 
Figure 5.20: Computer Auditing 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
They should know a bit about 
auditing -- not much, but enough to 
know what it is and what people 
can do with it (because of privacy 
issues). 
No Comment 
Participant 2 
The term as such can be 
explained so that they know there 
are such activities possible and 
necessary. 
May be 4 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.22: Comments received from the information security topic of Computer Auditing 
 
Two out of five participants had a positive response whilst three out of five 
participants had a negative response to the topic of Computer Auditing.  From all 
these positive responses received, all participants agreed that the topic of Computer 
Auditing should be excluded from the profile of a “generic” end user.  From all these 
negative responses received, all participants disagreed that the topic of Computer 
Auditing should be excluded from the profile of a “generic” end user.  During Round 
2, one participant changed his/her answers from 3 (Neutral) to 4 (Agree).  This 
change moved the response from the neutral response to a positive response.  
Another participant changed his/her answer from 5 (Strongly Agree) to 2 (Disagree).  
This change was from a positive response to a negative response.  All other 
participants left their answers unchanged and thus were confident with their original 
answers. 
During Round 1, two out of five participants commented that they disagree that the 
topic of Computer Auditing should be excluded from the profile and stated that end 
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users should at least be aware of the topic, however on a low level.  No other 
comments were made during Round 1.  During Round 2, one of the participants that 
made the previous comment changed his/her answer to 4 (Agree), which he/she 
interpreted as to include the topic.  This change however means that the topic of 
Computer Auditing should be excluded from the profile as it now falls under the 
positive response category.  The participant‟s answer would thus be interpreted to a 
negative response to reflect his/her comment made.  No comments were made 
during Round 2 of the Delphi Study. 
The following decision was made by taking into account the participant‟s concerns 
highlighted in the comments received relating to the topic.  It should also be noted 
that because of these comments the overall rating toward the inclusion or exclusion 
of this topic should not be seen in isolation.     
For the information security topic of Computer Auditing, consensus has been 
reached.  This however is not to exclude the topic, as was originally suggested, 
but rather that it should be included in the profile of the “generic” end user.  
The topic of Computer Auditing will thus be included in the baseline for 
information security knowledge for end users.  
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5.25. Do you agree that Intrusion Detection Systems (IDS) should be 
excluded? 
 
Figure 5.21: Intrusion Detection Systems (IDS) 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.23: Comments received from the information security topic of Intrusion Detection 
Systems (IDS) 
 
Three out of five participants had a positive response whilst two out of five 
participants had a negative response to the topic of IDS.  From all these positive 
responses, one out of five participants strongly agreed and two out of five 
participants agreed that the topic of IDS should be excluded from the profile of a 
“generic” end user.  From all these negative responses, one out of five participants 
disagreed and one out of five participants strongly disagreed that the topic of IDS 
should be excluded from the profile of a “generic” end user.  The participants all left 
their answer unchanged during Round 2, which indicates that the participants were 
confident with their original answers. 
No comments were made during Round 1 or during Round 2 of the Delphi Study. 
For the information security topic of IDS, consensus has not been reached.  The 
topic of IDS will definitely not be included in the baseline for information security 
knowledge for end users as the results may lean more to be excluded.  The topic of 
IDS would thus be excluded from the baseline for information security 
knowledge for end users. 
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5.26. Do you agree that Intrusion Prevention Systems (IPS) should be 
excluded? 
 
Figure 5.22: Intrusion Prevention Systems (IPS) 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.24: Comments received from the information security topic of Intrusion Prevention 
Systems (IPS) 
 
Four out of five participants had a positive response whilst one out of five participants 
had a negative response to the topic of IPS.  From all these positive responses, two 
out of five participants strongly agreed and two out of five participants agreed that the 
topic of IPS should be excluded from the profile of a “generic” end user.  From all 
these negative responses, all the participants disagreed that the topic of IPS should 
be excluded from the profile of a “generic” end user.  The participants all left their 
answer unchanged during Round 2, which indicates that the participants were 
confident with their original answers. 
No comments were made during Round 1 or during Round 2 of the Delphi Study. 
For the information security topic of IPS, consensus has been reached.  The topic 
of IPS will be excluded from the baseline for information security knowledge 
for end users. 
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5.27. Do you agree that Firewalls should be excluded? 
 
Figure 5.23: Firewalls 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Users need to know how the 
infrastructure is protecting them 
when those protections are active, 
and firewalls may interfere with 
some of their work (such as 
sending certain types of 
attachments). 
No Comment 
Participant 2 
Eat least Firewalls are necessary 
because they are used at home as 
well - and often users do formal 
work there also. Else they will 
cahnge settings without knowing 
the implications. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No, it should not. Changed to 2. 
 
Table 5.25: Comments received from the information security topic of Firewalls 
 
All the participants had a negative response to the topic of Firewalls.  There were no 
positive responses.  From all these negative responses, three out of five participants 
disagreed whilst two out of five participants strongly disagreed that the topic of 
Firewalls should be excluded from the profile of a “generic” end user.  During Round 
2, one participant changed his/her rating from 4 (Agree) to 2 (Disagree).  This change 
was from a positive response to a negative response.  The remaining participants all 
left their answer unchanged during Round 2, which indicates that these participants 
were confident with their original answers. 
During Round 1, two out of five participants commented that users should at least be 
aware of its implementation; otherwise they may accidentally disable it.  It may also 
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interfere with the user‟s work, such as forwarding and receiving emails etc.  It was 
also commented that they may use it at their homes.  Therefore users must be aware 
of Firewalls.  No other comments were made during Round 1.  During Round 2, one 
participant commented that Firewalls should not be excluded and would like to 
change his/her answer to 2 (Disagree).  No comments were made during Round 2 of 
the Delphi Study. 
For the information security topic of Firewalls, consensus has been reached.  This 
however is not to exclude the topic, as was originally suggested, but rather that it 
should be included in the profile of the “generic” end user.  The topic of 
Firewalls will thus be included in the baseline for information security 
knowledge for end users. 
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5.28. Do you agree that Private/Public Keys and Server Authentication 
should be excluded? 
 
Figure 5.24: Private/Public Keys and Server Authentication 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
If the use of the keys are 
*completely* hidden from the end 
user, then I agree. Otherwise I 
strongly disagree. 
Assuming the use of the keys is 
hidden, make this a 4. The 
question is unclear, though. 
Participant 2 No Comment 5 - exclude 
Participant 3 
This should be taught when 
access control is taught 
No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No, it should not be included. 
 
Table 5.26: Comments received from the information security topic of Private/Public Keys and 
Server Authentication 
 
Two out of five participants had a positive response, one out of five participants had a 
neutral response and one out of five participants had a negative response to the topic 
of Private/Public Keys and Server Authentication.  From all these positive responses, 
one out of five participants strongly agreed and one out of five participants agreed 
that the topic of Private/Public Keys and Server Authentication should be excluded 
from the profile of a “generic” end user.  From this negative response, the participant 
disagreed that the topic of Private/Public Keys and Server Authentication should be 
excluded from the profile of a “generic” end user.  During Round 2, one participant 
changed his/her answers from 3 (Neutral) to 4 (Agree).  This change moved the 
response from the neutral response to a positive response.  Another participant 
changed his/her answer from 4 (Agree) to 5 (Strongly Disagree).  This change 
remained in the positive area.  Another participant changed his/her answers from 5 
(Strongly Agree) to 2 (Disagree).  This change was from a positive response to a 
negative response.  The other participants left their answers unchanged and thus 
were confident with their original answers. 
During Round 1, one participant commented that if the controls are hidden, it should 
be excluded; otherwise it should be included in the profile of a generic end user.  
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Another participant commented that it should be taught when the topic of access 
control is taught.  During Round 2, the first participant added to his/her previous 
comment made regarding the keys being hidden, he/she then added that the 
question was unclear.  Another participant asked to move his answer to 5 (Strongly 
Agree), which is to exclude the topic.  Another participant commented that the topic 
should not be included in the profile of a “generic” end user.  This participant however 
gave the rating of 2 (Disagree), which means it should not be excluded.  The 
participants answer would thus be interpreted to a positive response to reflect the 
comment made.  No additional comments were made during Round 2 of the Delphi 
Study 
The following decision was made by taking into account the rating as well as the 
comments.  It should also be noted that because of these comments the overall 
rating toward the inclusion or exclusion of this topic should not be seen in isolation.    
For the information security topic of Private/Public Keys and Server Authentication, 
consensus has not been reached.  The topic of Private/Public Keys and Server 
Authentication will definitely not be included in the baseline for information security 
knowledge for end users as the results may lean more to be excluded.  The topic of 
Private/Public Keys and Server Authentication would thus be excluded from 
the baseline for information security knowledge for end users. 
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5.29. Do you agree that Information Asset Management should be 
excluded? 
 
Figure 5.25: Information Asset Management 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment 5 exclude 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.27: Comments received from the information security topic of Information Asset 
Management 
 
Two out of five participants had a positive response, two out of five participants had a 
neutral response and one out of five participants had a negative response to the topic 
of Information Asset Management.  From all these positive responses, all the 
participants strongly agreed that the topic of Information Asset Management should 
be excluded from the profile of a “generic” end user.  From this negative response, 
the participant disagreed that the topic of Information Asset Management should be 
excluded from the profile of a “generic” end user.  During Round 2, one participant 
changed his/her answers from 4 (Agree) to 5 (Strongly Agree).  This change 
remained in the positive area.  The other participants left their answers unchanged 
and thus were confident with their original answers. 
No comments were made during Round 1.  During Round 2, one participant 
commented that he/she would like to amend their answer to 5 (Strongly Agree), 
which is to exclude the topic from the profile.  No other comments were made during 
Round 2 of the Delphi Study. 
For the information security topic of Information Asset Management, consensus has 
not been reached.  The topic of Information Asset Management will definitely not be 
included in the baseline for information security knowledge for end users as the 
results may lean more to be excluded.  The topic of Information Asset 
Management would thus be excluded from the baseline for information 
security knowledge for end users. 
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5.30. Do you agree that Business Continuity Plan (BCP) should be 
excluded? 
 
Figure 5.26: Business Continuity Plan (BCP) 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment 2 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
It depends on which aspects of 
BCPs are referred to. From an 
EUs point of view there might be 
important aspects to cover. But not 
from creating or maintaining it. 
 
Table 5.28: Comments received from the information security topic of Business Continuity Plan 
(BCP) 
 
One out of five participants had a positive response, one out of five participants had a 
neutral response and three out of five participants had a negative response to the 
topic of BCP.  From this positive response, the participant strongly agreed that the 
topic of BCP should be excluded from the profile of a “generic” end user.  From all 
these negative responses, all participants disagreed that the topic of BCP should be 
excluded from the profile of a “generic” end user.  During Round 2, one participant 
changed his/her answers from 3 (Neutral) to 2 (Disagree).  This change moved the 
response from the neutral response to a negative response.  Another participant 
changed his/her answer from 1 (Strongly Disagree) to 2 (Disagree).  This change 
remained in the negative area.  The other participants left their answers unchanged 
and thus were confident with their original answers. 
No comments were made during Round 1.  During Round 2, one participant indicated 
that he/she would like to change the answer given in Round 1 to 2 (Disagree).  
Another participant raised his/her concern regarding the level of education.  This 
160 
 
participant argued that “from an end user‟s point of view there might be important 
aspects to cover”.   This could be in the form of what is expected of them during this 
procedure.  The participant continued to argue that it should be excluded from the 
profile of a “generic” end user if from a creating and/or maintaining perspective.  This 
is clearly Top Management‟s responsibility.  The participant‟s answer would thus be 
interpreted to a negative response to reflect the comment made.  The levels of the 
learning continuum will be covered in the next chapter.  No comments were made 
during Round 2 of the Delphi Study. 
The following decision was made by taking into account the participant‟s level of 
education concern relating to the topic.  It should also be noted that because of these 
comments the overall rating toward the inclusion or exclusion of this topic should not 
be seen in isolation.   
For the information security topic of BCP, consensus has been reached.  This 
however is not to exclude the topic, as was originally suggested, but rather that it 
should be included in the profile of the “generic” end user.  The topic of BCP 
will thus be included in the baseline for information security knowledge for end 
users.  
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5.31. Do you agree that Disaster Recovery Plan (DRP) should be 
excluded? 
 
Figure 5.27: Disaster Recovery Plan (DRP) 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment 
By “disaster”, I‟m thinking of a hard 
disk failure. I gather that is not 
what the others interpreted it to 
mean – from Participant #2, I think 
they thought along the lines of a 
natural disaster. Given that, I am 
changing my answer to a 1. 
Participant 2 
Users must know what to do, how 
to respond in case of a disaster 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
Again, depends on which aprects 
of DR are referred to. 
 
Table 5.29: Comments received from the information security topic of Disaster Recovery Plan 
(DRP) 
 
One out of five participants had a neutral response and four out of five participants 
had a negative response to the topic of DRP.  There were no positive responses.  
From all these negative responses, three out of five participants strongly disagreed 
whilst one out of five participants disagreed that the topic of the participants should 
be excluded from the profile of a “generic” end user.  During Round 2, one participant 
changed his/her rating from 5 (Strongly Agree) to 1 (Strongly Disagree).  This change 
moved the response from the positive response to a negative response.  The 
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remaining participants all left their answer unchanged during Round 2, which 
indicates that the participants were confident with their original answers. 
During Round 1, one participant commented that users should at least be aware of 
what to do in case a disaster happens.  No other comments were made during 
Round 1.  During Round 2, one participant highlighted that the view of the topic may 
be vague, he/she viewed it as “hard disk failure”.  The participant continued by 
stating that if from a natural disaster point of view, he/she would like to change the 
given answer to 1 (Strongly Disagree).  Another participant raised his/her concern 
regarding the level of education as with the topic of BCP.  The participant‟s previous 
argument was that “from an end user‟s point of view there might be important 
aspects to cover”.   This could be in the form of what is expected of them during this 
procedure.  The participant continued to argue that it should be excluded from the 
profile of a “generic” end user if from a creating and/or maintaining perspective.  This 
is clearly Top Management‟s responsibility.  The participants answer would thus be 
interpreted to a negative response to reflect the comment made.  No comments were 
made during Round 2 of the Delphi Study. 
The following decision was made by taking into account the participant‟s concerns 
highlighted in the comments received relating to the topic   It should also be noted 
that because of these comments the overall rating toward the inclusion or exclusion 
of this topic should not be seen in isolation.   
For the information security topic of DRP, consensus has been reached.  This 
however is not to exclude the topic, as was originally suggested, but rather that it 
should be included in the profile of the “generic” end user.  The topic of DRP 
will thus be included in the baseline for information security knowledge for end 
users.  
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5.32. Do you agree that ICT Laws, Regulation, Governance and 
Standards should be excluded? 
 
Figure 5.28: ICT Laws, Regulations, Governance and Standards 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment 
I agree with Participant #2. 
Changing my answer to reflect 
this. 
Participant 2 
They should be made aware of 
Laws and regulations. No 
knowledge is no excuse. Where 
else will they learn about it? 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
Depends on which aspects are 
referred to. 
 
Table 5.30: Comments received from the information security topic of ICT Laws, Regulations, 
Governance and Standards 
 
One out of five participants had a neutral response whilst four out of five participants 
had a negative response to the topic of ICT Laws, Regulations, Governance and 
Standards.  There were no positive responses.  From all these negative responses, 
two out of five participants strongly disagreed whilst two out of five participants 
disagreed that the topic of the participants should be excluded from the profile of a 
“generic” end user.  During Round 2, one participant changed his/her rating from 5 
(Strongly Agree) to 2 (Disagree).  This change moved the response from the positive 
response to a negative response.  The remaining participants all left their answer 
unchanged during Round 2, which indicates that the participants were confident with 
their original answers. 
During Round 1, one participant commented that users should at least be made 
aware of ICT Laws, Regulations, Governance and Standards.   They need to have 
the relevant knowledge.  No other comments were made during Round 1.  During 
Round 2, one participant agreed with the previous comment made by the other 
participant.  He/she changed his/her answer from 5 (Strongly Agree) to 2 (Disagree) 
to reflect this comment.  Another participant commented that the aspect of the topic 
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should play a big role.  No comments were made during Round 2 of the Delphi 
Study. 
The following decision was made by taking into account the participant‟s concerns 
highlighted in the comments received relating to the topic   It should also be noted 
that because of these comments the overall rating toward the inclusion or exclusion 
of this topic should not be seen in isolation.   
For the information security topic of ICT Laws, Regulations, Governance and 
Standards, consensus has been reached.  This however is not to exclude the 
topic, as was originally suggested, but rather that it should be included in the 
profile of the “generic” end user.  The topic ICT Laws, Regulations, Governance 
and Standards will thus be included in the baseline for information security 
knowledge for end users.  
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5.33. Do you agree that Risk Management should be excluded? 
 
Figure 5.29: Risk Management 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment 
Topic too wide, Not clear to which 
aspects of RM is referred to. 
 
Table 5.31: Comments received from the information security topic of Risk Management 
 
Two out of five participants had a positive response, one out of five participants had a 
neutral response and two out of five participants had a negative response to the topic 
of Risk Management.  From all these positive responses, one participant strongly 
agreed and one participant agreed that the topic of Risk Management should be 
excluded from the profile of a “generic” end user.  From all these negative responses, 
one participant disagreed and one participant strongly disagreed that the topic of 
Risk Management should be excluded from the profile of a “generic” end user.  
During Round 2, one participant changed his/her answers from 1 (Strongly Disagree) 
to 2 (disagree).  This change remained in the negative area.  The other participants 
left their answers unchanged and thus were confident with their original answers. 
No comments were made during Round 1.  During Round 2, one participant 
commented that the topic of Risk Management is too wide and it is not clear which 
aspect of Risk Management should be covered.  This clearly supports the 
researcher‟s decision to exclude this topic from the “generic” end users profile.  No 
other comments were made during Round 2 of the Delphi Study. 
For the information security topic of Risk Management, consensus has not been 
reached.  The results received from the participants are indecisive with no direct 
patterns.  The topic of Risk Management would thus be excluded from the 
baseline for information security knowledge for end users. 
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5.34. Are there any additional topics or concepts you would like to 
exclude from the profile from the list above? 
PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 No Comment No Comment 
Participant 2 No Comment No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 5.32: Comments received for the request for any additional topics and concepts to add to 
be excluded from the profile of a “generic” end user. 
 
During Round 1 and during Round 2 no additional topics or concepts were added to 
the list of excluded topics and concepts. 
 
5.35. Baseline for Information Security Knowledge for End Users 
It is imperative to keep in mind that the baseline for information security knowledge is 
common to all “generic” end users.  As previously mentioned, a “generic” end user is 
a user across different industry sectors with a relatively low level of computer 
expertise and with little or no technical experience, see chapter 4 section 4.2.  Any 
special needs can be seen as specific to the organisation and would thus be above 
the required knowledge needed for a “generic” end user. 
 
Based on the feedback from the experts, the baseline for information security 
knowledge for end users consists of the following topics and concepts: 
 Social Engineering; 
 Incident Response; 
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 Shoulder Surfing; 
 Office Etiquette; 
 Laptop and Mobile Device Security Issues; 
 Password Usage and Management; 
 Email Usage; 
 Protection from Viruses, Worms, Trojan Horses, and other Malicious Code; 
 Web/Internet Usage; 
 Access Control; 
 Backup and Storage of Data; 
 Information Security Policy and Procedure; 
 Accountability and Responsibility; 
 Computer Auditing; 
 Firewalls; 
 BCP; 
 DRP; 
 ICT Laws, Regulations, Governance and Standards. 
 
The following topics are additional recommended topics: 
 Encryption; 
 Software License Restriction Issues; 
 Support/Allowed Software on Organisational Systems; 
 Timely Applications of System Patches. 
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The following topics should be excluded from the baseline for information security 
knowledge for end users: 
 Router, Switch, Server, Demilitarized Zone, Honey Pot etc.; 
 Change Management; 
 IDS; 
 IPS; 
 Private/Public Keys and Server Authentication; 
 Information Asset Management; 
 Risk Management. 
 
It should be noted that the topics and concepts listed above were identified as 
important to the researcher.  There are still a vast number of information security 
topics and concepts available that may be included in an information security 
educational programme.  However, these will be included in the topics and concepts 
that should be excluded from the baseline for information security knowledge for end 
users section. 
These identified information security topics and concepts should form the baseline for 
any information security educational programme.  However, the depth that each 
information security topic would be covered at is vital, as highlighted by most 
participants during the Delphi Study.  A typical example of a topic could be Firewalls.  
This topic of Firewalls has been identified by the participants as important to the 
baseline for information security knowledge for end users.  However, end users 
should only be aware of its present and its role.  This will ensure that the end users 
do not de-active the firewall while going about their daily obligations.  The overall 
implementation and maintenance of the firewall is in most cases the responsibility of 
the ICT department.  In these cases, the level of education for end users regarding 
Firewalls should thus be awareness.  On the other hand, the level of education for 
ICT Staff regarding Firewalls would be training and/or education. 
Each topic or concept covered as part of the baseline for information security 
knowledge for end users and the list of additional recommended topics will be 
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discussed in depth and assigned with a level of the learning continuum in the next 
chapter. 
 
5.36. Conclusion 
This chapter presented the analysis of the data gathered during both rounds in the 
Delphi Study.  The topics and concepts that should be included and excluded from 
the profile of a “generic” end user have been identified and discussed.  This included 
a discussion of the given figure rating, comments made during each round and the 
final placements of each topic or concept.  In many cases comments were viewed as 
more important than the value according to the likert scale as the participants were 
able to express their thought more clearly in this manner.  The level of education was 
also included when participants raised a comment regarding its importance.  A full 
examination of each topic and concept will be included in the next chapter to 
determine the assigned level of the learning continuum.  The results of this chapter 
will be used to construct a baseline for information security knowledge for end users.   
The next chapter will attempt to assign a required level of the learning continuum to 
each of the identified topics and concepts in the baseline for information security 
knowledge for end users. 
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Chapter 6 
6. RESULTS AND DISCUSSIONS 
 
This chapter will define and discuss the three levels of the information security learning 
continuum in detail.  Thereafter, each topic or concept from the baseline for information 
security knowledge will be examined and a short argument will be compiled to determine 
to what extent the topic or concept should be covered with regards to the level of the 
continuum. 
 
6.1. Introduction 
In the previous chapter, topics and concepts that should form part of the baseline for 
information security knowledge for end users were identified.  Over and above this 
baseline for information security knowledge topics and concepts, additional 
recommended topics and concepts were also identified as well as topics that should 
not form part of the baseline. 
This baseline for information security knowledge should be used to educate end 
users with the importance of information security.  This could be used to educate new 
users as well as to provide them with a refresher course.  However, these topics and 
concepts alone do not comprise of a complete information security educational 
programme.  An information security educational programme should also represent 
the correct levels of the learning continuum.   
As realised during the Delphi Study, some participants agreed on the inclusion of 
certain topics and concepts on the sole condition that these are presented on a 
specific level.  Each topic or concept in a programme should thus be examined 
beforehand to determine the depth of which the topics and concepts should be 
conveyed.  For example, the topic of BCP has to be educated to “generic” end users.  
End users should be aware of such a plan and what is expected of them when this 
plan is initiated.  This could be in the response and recovery strategy.  End users 
should be made aware of crisis communications, their accountability, the building 
evacuation plan etc.  End users that will play a leading role during the plan‟s 
execution will require additional training on this topic.  However, this end user will not 
174 
 
form part of the “generic” end user as they require a particular skill.  Training would 
thus be optional, depending on the organisation. 
Each identified topic and concept would require a different level of education as each 
topic and concept would be unique.  It would be important to accurately link the level 
of education to the specific topic and concept.  This chapter will argue which level of 
the learning continuum would be suitable for each identified topic or concept.  The 
actual levels were not determined directly by the Delphi Study but will now be argued 
by the researcher.   
The following section will examine the three different levels of the information security 
continuum. 
 
6.2. Awareness, Training and Education 
As mentioned in chapter 3 section 3.6, awareness, training and education is 
described by NIST 800-16 (1998), and NIST 800-50 (2003), as the process of 
learning as a continuum.  This learning continuum can be described as different 
levels that users should complete in the specific order, to obtain education.  
Awareness is the first phase of the learning continuum, building up to training and 
evolving into education (NIST 800-50, 2003).  This continuum is widely accepted as 
learning levels in not only information security educational programmes, but 
throughout the world in most educational environments. 
The following sub-section will describe the first level of the continuum, awareness. 
 
6.2.1. Awareness 
Awareness is identified as the first level of the learning continuum.  This forms 
the foundation of the learning continuum which serves the purpose of shifting 
ones attention to the specific topic or concept at hand.  In general, a user must 
first be aware that a concept exists before he/she can understand it fully.  If a 
user is educated in a specific topic or concept without fully knowing or 
understanding the concept, the user will not follow the required behaviour as 
stated in the organisational policies (Wilson & Hash, 2003).   
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The main aim of awareness is thus to make a user pay attention to the specific 
topic or concept.  The focus of awareness would be on the “what”.  In 
information security, it usually tries to focus user‟s attention on the known 
threats and the role users play in the protection of the information against these 
threats.  For example, users cannot protect their computer against viruses if 
they do not know of their existence, how to identify it or who to contact once a 
virus is detected. 
Awareness is in many circumstances used as a reminder service to users that 
are already familiar with the information security policies and procedures of the 
organisation.  This could be in the form of newsletters or posters reminding staff 
that social engineering is an on-going threat.   
Awareness uses marketing and attractive packaging techniques to reach 
widespread audiences through the use of material such as newsletters, 
booklets, emails, videos, brochures etc.   
The level of awareness precedes training, which is more formal and having set 
goals of building knowledge and skills in the specific topic or concept (Wilson & 
Hash, 2003).   
The next sub-section will describe the second or middle level of the continuum, 
training. 
 
6.2.2. Training 
The training level of the learning continuum strives to produce the knowledge 
and skills needed by practitioners of functional specialties other than ICT 
security.  As mentioned before, awareness focuses ones attention on a specific 
topic or concept.  Now training takes it to the next level, which allows the user 
to participate in the activities and therefore building onto the required skill for 
the topic or concept.  This shifts the user into playing an active role, whereas 
previously they were playing a passive role.  This in turn will create the skill 
needed by the user to facilitate the job performance and enables people to 
perform more effectively.  The focus of training would thus be on the “how”   
(SANS Institute, 2003). 
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The level of training required may differ from person to person or group to 
group.  An end user working on specific computer systems or software will 
receive different training from a person or group that is not required to work on 
the computer systems of software.  The information security needs would thus 
differ as well.  However, it is still possible to create a baseline for information 
security knowledge that will form part of everybody‟s educational needs. 
The next sub-section will describe the third or last level of the continuum, 
education. 
 
6.2.3. Education 
Education is focused on the “deeper meaning” behind a topic or concept.  
Whereas training is focused on receiving the practical experience, education is 
focused on understanding the “why” behind the topics or concepts.  This will 
allow the users to understand why they need to perform the required duty or in 
the specific manner with their new acquired skill.  Education could thus be 
classified as an advance form of training (SANS Institute, 2003). 
Education allows the users to become more motivated to do the required task.  
By knowing the reasoning behind a topic or concept, users would perform the 
required task more willingly/easily because they have a deeper understanding.  
Users without the knowledge or the reasoning behind a topic or concept would 
most likely not think carefully about the situation and in many cases overlook or 
ignore the topic or concept. 
As mentioned in chapter 3 under sub-section 3.6.3, education combines all of 
the security skills and competencies of the various functional specialties into a 
common body of knowledge.  This in turn adds a multi-disciplinary study of 
topics and concepts, issues, and principles (technological and social), and 
strives to produce ICT security specialists and professionals capable of vision 
and pro-active response.  Education builds onto the users training knowledge to 
produces practitioners, specialists, masters, officers, managers or professionals 
in security.  A typical example of education is receiving a formal college or 
university degree in security (NIST 800-16, 1998; NIST 800-50, 2003). 
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The following table was taken from SANS Institute (2003).  This comparative 
framework summarises the most important key characteristics that differentiate each 
level of the learning continuum.   
 
COMPARISON 
ELEMENTS 
AWARENESS TRAINING EDUCATION 
Attribute “What” “How” “Why” 
Level Information Knowledge Insight 
Learning 
Objective 
Recognition and 
Retention 
Skill Understanding 
Example 
Teaching Method 
Media 
 Videos 
 Newsletters 
 Posters 
Practical 
Instruction 
 Lecture/demo 
 Case study 
 Hands-on-
practice 
Practical 
Instruction 
 Seminar/ 
discussion 
 Reading and 
study 
 Research 
Test Measure 
True/False 
Multiple Choice 
 
 
(identify learning) 
Problem Solving 
i.e., Recognition 
and Resolution 
 
(apply learning) 
Essay 
 
 
 
(interpret learning) 
Impact Timeframe Short-term Intermediate Long-term 
 
Table 6.1: Comparative Framework of the learning continuum as illustrated by SANS Institute, 
2003. p. 9. 
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It is clear from the section and table 6.1 that the levels of the learning continuum is of 
utmost importance, and should be correctly linked to the selected information security 
topics and concepts.  It is of no use educating a user with the full extent of what a 
firewall can offer if the user would not even work on a computer system connected to 
the network or internet.  The same could be said for making a user from Top 
Management (Executive Director, Dean, CEO, CIO etc.) only aware of a BCP whilst 
he/she is expected to draft an in depth BCP for the entire organisation. 
This statement was clearly supported throughout the Delphi Study by almost all 
participants.  It was clear that the selected topics and concepts were not a major 
issue to rate, but the level at what it should be covered in an information security 
educational programme was of great concern to them.  For example, some experts 
even went as far as to write in the comments field, stating that he/she would agree to 
include the topic or concept in the baseline for information security knowledge, but 
only at the specific level.  If not on this level, then the topic or concept should be 
excluded from the baseline. 
The following section will determine the level of the learning continuum for each topic 
and concept as found in the baseline for information security knowledge for end 
users. 
   
6.3. Level of Continuum for Baseline for Information Security Knowledge  
Each identified topic and concept as included in the baseline for information security 
knowledge will be examined and a short motivation will be written to argue at what 
level of the learning continuum the topic or concept should be pitched.  This will be 
done by taking into consideration the comments made by the experts regarding the 
level of education and where none was made; the researcher will motivate by doing 
the relevant research.  
 
6.3.1. Social Engineering  
Social Engineering is one form of social technique, which in general forms part 
of acceptable human behaviour towards other individuals or in a certain setting.  
Hackers/crackers use this social technique to their advantage to exploit 
vulnerabilities.   
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Social techniques cannot be taught to any person, they can only be made 
aware of the methods that may be used against them.  Therefore, training end 
users with regard to Social Engineering would require extensive simulation 
exercises, thus training is not always feasible.  End users should also 
understand why it is important to understand Social Engineering because this 
topic overshadows various other topics.  For example, an end user receives a 
phone call from an unknown individual asking for a confidential report.  End 
users should know what the consequences may be if the requestor is not 
authorised to view this report (Access Control); or when an unknown individual 
wonders into the office and stand behind them while he/she is working on a 
computer (Shoulder Surfing).  Thus, it would be sufficient to cover this topic in 
conjunction with the topics of Shoulder Surfing, Office Etiquette and Access 
Control. 
Awareness would thus be sufficient but from an educational (“why”) point of 
view for the topic of Social Engineering. 
 
6.3.2. Incident Response 
Incident Response is the procedure to follow once an incident is identified.  It 
involves identifying or recognising an incident, and then, if needed, who to 
contact.  In most organisations the end user‟s role is to identify or recognise the 
incident and then to notify the Incident Response Team.  For example, if a virus 
is detected on a computer system the ICT department would be contacted and 
they would ensure the incident is corrected.  This would be the norm in most 
organisations, and awareness would thus be the required level needed.  
In other situation an end user may form part of the Incident Response Team.  
Such a role would beyond the scope a “generic” end user.  In these cases the 
end users are trained in the procedure to follow.  This could be when minimal 
downtime is allowed.  This could be in the case of where less than the number 
of five nines is required (five nines is an expression of system downtime, in this 
case less than 99,999% or less than 9.05 seconds per week).  For example, 
Financial Service Providers are not allowed to be offline for a long period of 
time.  It could also be where no official ICT department exists that would be 
able to provide quick assistance.  In these cases end users are trained on the 
specific procedures to follow to fix certain faults.  Otherwise the Incident 
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Response Team would be notified.  In these cases the end users need to 
receive training.  It would be ideal to cover this topic in conjunction with topics 
like BCP and DRP. 
Awareness would thus be sufficient for all end users and training will be 
necessary for the end user that will play a part in the Incident Response Team.   
 
6.3.3. Shoulder Surfing and Office Etiquette 
Shoulder Surfing and Office Etiquette, like Social Engineering, is one form of 
social technique, which in general forms part of acceptable human behaviour 
towards other individuals or in a certain setting, in this case - an office.  
Hackers/crackers use this social technique to their advantage to exploit 
vulnerabilities.  In most situations, a policy and procedure will be implemented 
to guide accepted behaviour or best practices. 
Social techniques cannot be taught to any person, they can only be made 
aware of the methods that may be used.  Therefore end users cannot really be 
educated with regards to Shoulder Surfing or Office Etiquette.  This statement 
was also confirmed by a participant during the Delphi Study.  It would be ideal 
to cover these topics in conjunction with the topics of Social Engineering. 
Awareness would thus be sufficient for the topic of Shoulder Surfing and Office 
Etiquette.   
 
6.3.4. Laptop and Mobile Device Security Issues 
Laptop and Mobile Device Security Issues have become a problem for 
organisations as these devices are made to be portable, and thus may be 
removed from the organisation‟s premises.  The security controls that are in 
place inside the organisation‟s premises are thus redundant when entering a 
cloud network, leaving the Laptop or Mobile Device vulnerable.  For example, a 
Laptop or Mobile device connects automatically to a network at the airport or in 
a coffee shop. 
End users should be made aware of these security issues and in some cases 
may require additional training for basic security issues.  End users would thus 
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be able to identify problem as they arise when ICT staff are not readily 
available.  This will also encourage end users not to deactivate security settings 
or controls once outside the organisation‟s premises, just to be able to connect 
to their favourite social network site.   
Awareness would thus be appropriate for all end users and training will be 
necessary for end users that are removing their Laptops and Mobile Devices 
Issues from the organisation‟s premises on a regular basis.  It would be ideal to 
cover this topic in conjunction with topics like Backup and Storage of Data, 
Firewalls and Encryption. 
It is important to note that training should only be provided on the organisation‟s 
implemented security controls and settings.  These security controls and setting 
will thus be managed by the ICT department when on site. 
 
6.3.5. Password Usage and Management 
Password Usage and Management has become a vital part in most 
organisations today.  Passwords are the most used access control system in 
the world and therefore most systems rely heavily on this mechanism to control 
access to given systems and networks.  Some systems rely on usernames and 
passwords whilst others rely on already implemented information.  For 
example, access to an Enterprise Content Management (ECM) system can 
require a new username and password whereas the organisation‟s intranet 
relies on the already in place username and password from the Operating 
System. 
End users need to be made aware, trained on, and educated with regards to 
Password Usage and Management.  End users need information, knowledge 
and insight into the correct usage and management of passwords and therefore 
understand why selecting a strong password is so important to protecting the 
organisation‟s information.  They also need to be able to change these 
passwords on a regular basis and not use the same password on multiple 
systems.  This statement was also confirmed by a participant during the Delphi 
Study.  It would be ideal to cover this topic in conjunction with a topic like 
Access Control.  It could also be offered in conjunction with Accountability and 
Responsibility. 
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Awareness, training and education would thus be required for the topic of 
Password Usage and Management. 
 
6.3.6. Email Usage 
Organisations today have realised the importance of the use of emails and 
therefore have implemented email as either a primary or secondary means of 
communication.  The use of a business email account should be limited to the 
use from business communication only.  And above this, an email account 
should be properly managed because of all its known vulnerabilities. 
End users should thus be made aware of the exposures or risks when it comes 
to the use of a business email account.  They should also be made aware of 
known vulnerabilities because these vulnerabilities may be exploited by 
hackers/crackers.  At the end of the day, the organisation may be held 
accountable for any misuse of its email accounts and end users should be 
aware of this. 
End users should also be trained to be able to identify threats as they arise.  
They should also be able to work with the activated settings or implemented 
controls to protect an email account.  End users should know that the settings 
and controls implemented by the ICT department should always be active when 
accessing an email account.  These controls are not normally active at home or 
on other devices.  It would be ideal to cover this topic in conjunction with topics 
like Web/Internet Usage and Protection from Viruses, Worms, Trojan Horses, 
and other Malicious Code. 
Awareness and training would thus be appropriate for all end users with 
regards to the topic of Email Usage.   
 
6.3.7. Protection from Viruses, Worms, Trojan Horses, and other 
Malicious Code 
Viruses, Worms, Trojan Horses, and other Malicious Code, have become a 
well-known threat to most organisations.  Organisations need to invest in 
making all end users aware of the consequences of a successful virus, worm 
etc. attack.   End users need to be able to identify Viruses, Worms, Trojan 
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Horses, and other Malicious Code before they enter a computer system or 
network or during the early stages of infection.  Before un-repairable or very 
expensive damages are found on the organisation‟s systems or networks.   
In some cases the end users are trained in the procedure to remove a virus, 
worm, trojan horse and other malicious code.  This could be when minimal 
downtime is allowed.  In these cases end users are trained on the specific 
procedures to remove most viruses, worms, trojan horses, and other malicious 
code - otherwise ICT staff would be notified.  In these cases the end users need 
to receive training.  It would be ideal to cover this topic in conjunction with 
topics like Email Usage and Web/Internet Usage. 
Awareness would thus be sufficient for most end users and training would be 
necessary for end users that will play a part in removing a Virus, Worm, Trojan 
Horses and other Malicious Code from their computer systems or networks. 
 
6.3.8. Web/Internet Usage 
The use of the web/internet has become popular in all organisations.  Almost all 
the databases are connected throughout the organisation‟s network and/or 
throughout the world.  Organisations spent enormous amounts of money to 
secure these networks to prevent for the misuse of the web/internet. 
End users should be made aware of the correct use of the web/internet and be 
informed of the dangers that lurk in the unknown (web/internet).  This will also 
guide end users when accessing the web/internet from outside the 
organisation.  This will ensure they do not deactivate security settings or 
controls by mistake. 
End users could also be trained with regards to the settings and controls 
implemented by the organisation to secure the web/internet.  In many cases 
end users are required to work from home, thus leaving the organisation‟s 
information vulnerable.  These end users should be required to receive 
additional training on how to activate basic security settings and controls.  This 
will ensure the information is not completely vulnerable.  This statement was 
also confirmed by a participant during the Delphi Study.  It would be ideal to 
cover this topic in conjunction with topics like Email Usage and Protection from 
Viruses, Worms, Trojan Horses, and other Malicious Code. 
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Awareness would thus be sufficient for all end users.  In special circumstances 
as indicated above, end users must receive training.   
 
6.3.9. Access Control 
Access to the organisation information needs to be finely control to make sure 
only the correct end users have access to the correct information.  With this, 
different levels of access should be implemented to these end users.   If this is 
not done, the information will not maintain its confidentiality, integrity and 
availability.   
End users should be made aware of the different roles they interpret with 
regards to access control.  They should also be made aware of the reason 
behind this.  This will ensure end users do not hand out information to 
unauthorised requestors (Social Engineering).  This statement was also 
confirmed by a participant during the Delphi Study.  It would be ideal to cover 
this topic in conjunction with topics like Social Engineering, Office Etiquette and 
Shoulder Surfing.  It could also go with topics like Password Usage and 
Management and Accountability and Responsibility. 
Awareness would thus be necessary for the topic of Access Control as 
indicated in the organisation‟s policies and procedures. 
 
6.3.10. Backup and Storage of Data 
When an incident or disaster strikes, the only peace of mind could be that the 
information is backed up safely and this will ensure that the BCP could be 
initiated successfully.  But without having the correct and up to date backups 
stored the recovery time will be very long, if at all. 
The organisation as a whole is responsible for implementing the necessary 
controls for backing up and the storage of data.  This is usually done by the ICT 
department and Records Management.  It is then the responsibility of the end 
user to ensure that the information is stored onto these systems e.g. End users 
should save all their work related information on the drive that is backed up 
daily and not on their external hard drive, flash disk, mobile devices etc.  The 
ICT department and Records Management will not have access to these 
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devices.  Policies and procedures should be implemented to guide end users 
with this matter.  This statement was also confirmed by a participant during the 
Delphi Study.   
End users should be aware of these systems, policies and procedures and 
should receive training on how to correctly backup and store data, and also on 
the implemented databases that they need to store data in.  The backing up of 
information should not be bound to the organisation‟s premises only.  End users 
should be able to follow this through even from their home, internet cafés etc.  It 
would be ideal to cover this topic in conjunction with topics like Laptop and 
Mobile Device Security Issues and Encryption. 
Awareness and training would thus be suggested to all end users with regards 
to the topic of Backup and Storage of Data. 
 
6.3.11. Information Security Policy and Procedure 
Organisations create and implement Information Security Policies and 
Procedures to inform staff what is expected of them from Management and how 
to achieve this.  These policies and procedures overshadow most of the topics 
as identified in the baseline for information security knowledge.  It would thus 
be a necessity to align all the topics and concepts as presented in the baseline 
for information security knowledge for end users with the specific organisation‟s 
policies and procedures before educating the users. 
End users should be aware of these policies and procedures, otherwise they 
will not know if they are violating these implemented rules.  End users should 
also receive the relevant training with regards to these procedures as needed to 
complete their daily tasks.  This will allow them to effectively and efficiently 
complete these given tasks in a secure manner.  These statements were also 
confirmed by participants during the Delphi Study.  It would be ideal to cover 
this topic in conjunction with a topic like ICT Laws, Regulations, Governance 
and Standards.  It will also go well with a topic like Computer Auditing. 
Awareness would thus be adequate for all end users and additional training in 
the procedures linked to the specific end user‟s tasks or duties would suffice. 
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6.3.12. Accountability and Responsibility 
All staff within an organisation needs to know what they are accountable for, 
and what they are responsible for.  This will ensure they know the role(s) they 
need to portray and the responsibilities they have towards protecting the 
organisation‟s information.  This should be covered in the organisation‟s 
policies and procedures.  These statements were also confirmed by participants 
during the Delphi Study.  It would be ideal to cover this concept in conjunction 
with the topic of Access Control.  It will also go well with a topic like Password 
Usage and Management. 
Awareness would thus be acceptable for the concept of Accountability and 
Responsibility as described in the organisation‟s policies and procedures. 
 
6.3.13. Computer Auditing 
Computer Auditing is seen by many as a relatively new area in all 
organisations.  With the ever evolving technology, it has become a necessity to 
ensure that all technological systems are always up to date.  This also includes 
all risks associated with current implemented ICT systems and networks are 
identified and removed.  The continuous review of computer hardware, software 
and sometimes procedures are therefore important to all organisations.  This 
will ensure that high standards of control and security are upheld to minimise 
the potential impact on the organisation. 
End users must be aware of this process.  Although they may not be involved in 
the overall process, end users must know that the computer hardware, software 
and procedures are constantly under investigation.  If the Computer Auditing 
Team do make changes to the systems or procedures, end users may receive 
additional training with regards to the new ICT system(s) or procedure(s).  In 
some cases the end users will be responsible for their own, the Sections‟ or 
Departments‟ computer systems or procedures.  This could be when the 
computer system was bought by the department and not by the ICT 
department.  The same could be argued for when a procedure was 
implemented by the end user, section or department.  End users will also be 
responsible for Computer Auditing when no Computer Auditing Team is 
available.  In these cases end users would have to be trained with regards to 
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Computer Auditing.  It would be ideal to cover this topic in conjunction with the 
topic of Timely Applications of System Patches.  It will also go well with topics 
like Information Security Policy and Procedure and ICT Laws, Regulations, 
Governance and Standards. 
Awareness would thus be suggested to all end users with regards to the topic 
of Computer Auditing.  Additional training may be given to end users only if they 
are responsible for their own unique systems and procedures or when no 
Computer Auditing Team exists. 
 
6.3.14. Firewalls 
Firewalls are classified by many as the first line of defence to the organisation‟s 
computer systems and networks.  These controls monitor all traffic entering and 
leaving a computer system or network in the organisation (depends on where it 
is implemented).   
End users should be made aware of these implemented firewalls and the 
reason they are implemented.  This will ensure that end users do not 
intentionally or unintentionally disable these controls. 
End users that are working off the organisation‟s premises need to receive 
additional training regarding Firewalls.  When work related information is 
removed from the organisation‟s computer system or network, and copied onto 
another computer system or network, the same controls implemented to protect 
the information would not necessarily be active or available.  This leaves the 
information vulnerable.  These end users would have to install and/or activate 
these basic features of the firewalls on these computer systems and networks.  
These statements were also confirmed by participants during the Delphi Study.  
It would be ideal to cover this topic in conjunction with the topic of Laptops and 
Mobile Devices Issues. 
Awareness would thus be sufficient for all end users and training would be 
necessary for end users that are required to work with the organisation‟s 
information from non-organisational computer systems and networks, or when a 
computer system is removed from behind the firewall and connected to another 
network. 
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6.3.15. Business Continuity Plan (BCP) 
A BCP is the procedure to follow once an incident or disaster is identified.  It 
involves initiating the procedure to follow to ensure business continues as 
usual.  In normal circumstances, end users will be required to return only when 
the BCP has been completed.   Thus, end users should only be aware that 
such a plan exists.  
In other circumstances, end users may form part of the BCP.  This may include 
relocating some of the resources to other sites e.g. computer systems etc.  In 
these cases the end users need to receive the relevant training.  It would be 
ideal to cover this topic in conjunction with topics like Incident Response and 
DRP. 
Awareness would thus be sufficient for all end users and training would be 
necessary for end user that will play a role in the BCP.   
 
6.3.16. Disaster Recovery Plan (DRP) 
A DRP is the procedure to follow once an incident escalates into a disaster.  It 
involves initiating the procedure to follow to ensure the recovering of all 
resources.  For examples, during a rain storm, all the computer systems are 
damaged by a leak in the ceiling.  The DRP would thus be initiated and all 
computer systems would be fixed or where necessary, replaced.  In normal 
circumstances, end users will be required to return when the DRP has been 
completed.   Thus, end users should only be aware that such a plan exists.  
In other circumstances, end users may form part of the DRP.  By using the 
example from earlier, end users may be asked to remove the computer 
systems that are not damaged.  ICT would thus only remove and replace the 
computer systems that are damaged.  In these cases the end users need to 
receive the relevant trained.  It would be ideal to cover this topic in conjunction 
with topics like Incident Response and BCP. 
Awareness would thus be ideal for all end users and training would be 
necessary for end user that will play a role in the DRP.   
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6.3.17. ICT Laws, Regulations, Governance and Standards 
ICT Laws, Regulations, Governance and Standards are there to guide 
organisations and therefore, its staff on best practices.  Without this knowledge, 
there will be no standardisation amongst organisations and their Section, 
Departments, Units etc. 
Although it is not the end users responsibility to implement these ICT Laws, 
Regulations, Governance and Standards, they are expected to be aware of it - 
otherwise they will be violating these rules, as with the topic of Information 
Security Policies and Procedures.  These statements were also confirmed by 
participants during the Delphi Study.  It would be ideal to cover this topic in 
conjunction with a topic like Information Security Policies and Procedures.  It 
will also go well with a topic like Computer Auditing. 
Awareness would thus be satisfactory for the topic of ICT Laws, Regulations, 
Governance and Standards. 
 
This concludes the section covering the levels of the learning continuum for all the 
information security topics and concepts that should be included in the baseline for 
information security knowledge for end users.  The following section will examine the 
levels of the information security learning continuum for the additional information 
security topics and concepts that were additionally recommended for the baseline for 
information security knowledge for end users.  
 
6.4. Additional Recommended Topics 
The following sub-sections will examine the additional recommended topics that may 
form part of the baseline for information security knowledge for end users.  These are 
topics that did not quite reach the formal requirements set out in chapter 5, sub-
section 5.3.1, but was approved by more than half of the participants.  These topics 
may be used in the baseline for information security knowledge for end users only 
when they meet the set requirements as indicated in the discussions for each topic.  
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6.4.1. Encryption 
Encryption is the process of making information unreadable to unauthorised 
individuals or systems.  Thus, encryption is a very technical term when not 
addressed correctly, especially to novice end users.  End users should be 
made aware of what encryption entails, when to make use of it and then how to 
use the already implemented encryption settings and controls.  This should 
include all areas of encryption that will be general to all computer systems and 
devices.  These statements were also confirmed by participants during the 
Delphi Study.  It would be ideal to cover this topic in conjunction with topics like 
Laptop and Mobile Device Security Issues and Backup and Storage of Data. 
Awareness would thus be sufficient for the additional recommended information 
security topic of Encryption but only when encryption is implemented as a 
control within the organisation. 
 
6.4.2. Software License Restriction Issues 
The software to be installed onto an organisation‟s computer systems and 
networks should be covered in the organisation‟s information security policies 
and procedures.  End users should be made aware of these software license 
restrictions and the consequences if not followed by means of the information 
security policies and procedures.  End users must be made aware of these 
illegal copies and downloads and the impact it may bring to the organisation 
(viruses, legal actions etc.).  These statements were also confirmed by 
participants during the Delphi Study.  It would be ideal to cover this topic in 
conjunction with topics like Support/Allowed Software on Organisational 
Systems and Timely Applications of System Patches. 
Awareness would thus be appropriate for the additional recommended 
information security topic of Software License Restriction Issues, but only if this 
has become a known issue within the organisation and/or when it is not the 
responsibility of the ICT department to control this issue. 
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6.4.3. Support/Allowed Software on Organisational Systems 
The software supported/allowed to be installed onto an organisation‟s computer 
systems and networks should be covered in the organisation‟s information 
security policies and procedures.  End users should be made aware of 
supported/allowed software.  The focus of this topic should be on what is 
allowed to be copied and/or installed on the organisation‟s computer systems 
and networks, and what the consequences are if not followed.  This statement 
was also confirmed by a participant during the Delphi Study.  It would be ideal 
to cover this topic in conjunction with topics like Software License Restriction 
Issues and Timely Applications of System Patches. 
Awareness would thus be adequate for the additional recommended 
information security topic of Support/Allowed Software on Organisational 
Systems, but only if this has become a known issue within the organisation 
and/or when it is not the responsibility of the ICT department to control this 
issue. 
 
6.4.4. Timely Applications of System Patches 
Keeping the organisation‟s computer systems and networks up to date will 
ensure that all known vulnerabilities are fixed or removed.  End users should be 
aware of this and should know that when the time arises and the system 
prompts to update the program, the answer should be “Yes”.  This is especially 
true in circumstances where the end users are working with important systems 
that do not cater for downtime and/or where there is no ICT department to take 
full responsibility for this process.  These statements were also confirmed by 
participants during the Delphi Study.  It would be ideal to cover this topic in 
conjunction with topics like Software License Restriction Issues and 
Support/Allowed Software on Organisational Systems.  It could also go well 
with Computer Auditing. 
Awareness would thus be acceptable for the additional recommended 
information security topic of Timely Applications of System Patches, but only if 
the end users are “administrators” to their own computer systems, and 
networks that house vital information and/or when it is not the responsibility of 
the ICT department to control this issue. 
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The following table summarises the information security topics and concepts and its 
relevant level of the information security learning continuum for the baseline for 
information security knowledge for end users as discussed throughout this chapter.  
TOPICS AWARENESS TRAINING EDUCATION 
Social Engineering    
Incident Response    
Shoulder Surfing    
Office Etiquette    
Laptop and Mobile Device 
Security Issues   
 
Password Usage and 
Management    
Email Usage    
Protection from Viruses, Worms, 
Trojan Horses, and other 
Malicious Code 
   
Web/Internet Usage    
Access Control    
Backup and Storage of Data    
Information Security Policy and 
Procedure   
 
Accountability and Responsibility    
Computer Auditing    
Firewalls    
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Business Continuity Plan (BCP)    
Disaster Recovery Plan (DRP)    
TOPICS AWARENESS TRAINING EDUCATION 
ICT Laws, Regulations, 
Governance and Standards  
  
Encryption – ADDITIONAL 
RECOMMENDED TOPIC    
Software License Restriction 
Issues – ADDITIONAL RECOMMENDED 
TOPIC 
   
Support/Allowed Software on 
Organisational Systems – 
ADDITIONAL RECOMMENDED TOPIC 
   
Timely Applications of System 
Patches – ADDITIONAL RECOMMENDED 
TOPIC 
   
 
Table 6.2: Level of information security educational continuum that would be appropriate for 
identified topics and concepts in the Baseline for Information Security Knowledge for End Users. 
 
An additional publication stemming from this work has been prepared for submission 
to the HAISA 2013: Seventh International Symposium on Human Aspects of 
Information Security & Assurance Conference.  This paper will be submitted in 
January 2013.  The preliminary paper is included in this dissertation as Appendix E. 
 
6.5. Conclusion 
This chapter attempted to further refine the results of the Delphi Study as presented 
in the previous chapter.  During the Delphi Study certain topics and concepts were 
identified by the respondents as being appropriate for inclusion, but only if they were 
presented at the “awareness level”.  This awareness level forms part of an 
information security learning continuum described by NIST 800-16 (1998).  This 
chapter discussed the information security educational learning continuum as 
described by NIST 800-16 (1998), and NIST 800-50 (2003), in detail.  The purpose of 
each level was explained in details, which in most cases included examples.  As 
realised during the Delphi Study from chapter 5, some participants agreed on the 
inclusion of certain topics and concepts on the sole condition that it is presented on a 
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specific level.  This was highlighted by the participants throughout the Delphi Study 
rounds.  It was also clearly noticeable that the selected level of the learning 
continuum will have a massive impact on the amount of information to be included for 
each topic and concept.  The correct level will also ensure that the programme is 
created with the target audience in mind.   
In order to ensure a consistent level of detail in the proposed Baseline for Information 
Security Knowledge for End User, each topic and concept from the baseline was 
examined and an appropriate level of the learning continuum was motivated to suit 
the “generic” end user‟s needs.  It should be noted that this proposed level of the 
learning continuum at which each topic and concept should be taught was not 
verified as part of the Delphi Study.  The researcher used the available research 
material (internet, journals, publications etc.) to assign a correct level to each topic 
and concept.  To verify the appropriateness of each assigned level of the learning 
continuum could form part of future research. 
The next chapter concludes this study.      
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Chapter 7 
7. CONCLUSION 
 
This chapter concludes the dissertation. 
 
7.1. Introduction 
All users within an organisation should receive information security education to be 
able to fulfil their individual role(s) and responsibilities towards the protection of the 
organisation‟s information.  This includes everybody from a general office clerk to the 
CEO of a company.  The diverse nature of the day-to-day activities of this target 
group for information security education also means that the information security 
related educational needs of this target group would be very diverse. 
 
In order to cater for the diverse educational needs of organisational staff, it is usually 
recommended to divide these users into different target groups, and then create an 
information security educational programme for each group.  This should be done 
after a needs assessment process was completed to determine what outcome 
knowledge is required for each specific group.  In such a wide range of information 
security educational programmes there would be selected topics and concepts that 
would appear across all programmes.  These topics and concepts would be known 
as the foundation that all users should know before receiving more advance or 
specific education. 
 
A baseline for information security knowledge could serve as this foundation 
education programme.  This baseline for information security knowledge may consist 
of a selection of topics and concepts that are not specific to a particular organisation 
or industry sector, or to a particular employee‟s role(s) and responsibilities.  These 
topics and concepts are focused on the general and common aspects that bind most 
users and organisations together.  Such a baseline for information security education 
can be characterised as a minimum standard that everybody should be educated on 
as an introductory or refresher course.   
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This dissertation showed that all major information security standards recommend 
that all users within an organisation, and where relevant, contract workers, third 
parties etc. should be educated via an information security educational programme.  
These information security standards provide organisations with lists of topics and 
concepts that may form part of an information security educational programme, but 
these standards do not highlight the specific needs for each target audience.  This 
leaves organisations with the tremendous burden of selecting topics and concepts for 
each specific target audience group and then creating an information security 
educational programme for each.  This process requires resources, a luxury that 
most organisation do not have. 
Therefore, the objective of this study was to develop a baseline for information 
security knowledge for end users.  This baseline for knowledge consists of various 
information security topics and concepts specifically selected for a “generic” end 
user, which is a user with a lower level of computer expertise as well as little or no 
technical experience.  These information security topics and concepts would not be 
linked to any specific organisation or job responsibility. 
As mentioned before, this baseline for information security knowledge can be 
characterised as a minimum standard that everybody should be educated on as an 
introductory or refresher course.  This can also serve as the foundation phase to 
educate end users with the basic topics and concepts that they must know to fulfil 
their responsibilities in order to protect the organisation‟s information.  If needed, 
topics and concepts could be added to the baseline for information security 
knowledge for specialised target audiences (e.g. specialised End Users, ICT Staff or 
Top Management).   
 
As discussed in chapter 1, this baseline for information security knowledge for end 
users was created by addressing the following sub-objectives: 
 Identify what is the correct classification of a “generic” end user; 
 Identify what information security topics and concepts could form part of a 
baseline for information security knowledge for a “generic” end user; 
 Identify the exact level of the learning continuum that each identified information 
security topic and concept could be pitched at as part of the education to a 
“generic” end user. 
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As far as could be established, no other information security educational 
programmes which covered the same scope and study methods exists.  The baseline 
for information security knowledge for end users presented in this dissertation could 
thus make a meaningful contribution towards the available knowledge in the field of 
information security. 
 
7.2. Summary of Results 
The primary objective of this dissertation was to create a baseline for information 
security knowledge for end users.  This section discusses the results of the research 
with reference to the overall process that was followed in order to meet this objective. 
Chapter 2 discussed information security in general.  The roles and responsibilities of 
end users were discussed throughout history with regards to the information they 
work with on computer systems.  Information security was then defined and a 
discussion was made according to each different element and service.  This chapter 
concluded by examining the impact such people have on information security. 
Chapter 3 discussed the need for information security education in today‟s 
organisations.  This included the scope needed when creating an information security 
educational programme.  Information security specific literature studies and widely 
accepted information security standards were examined to determine what the 
recommended scope is of information security educational programmes. 
Chapter 4 focused on the creation of a research instrument that assisted the 
researcher with regards to the collecting of the necessary data for this study.  This 
process was done by firstly identifying what was currently classified as a “generic‟ 
end user.  This achieved the first secondary objective of this dissertation as 
mentioned in chapter 1, section 1.5.   
Once the dissertation established what an end user is, an examination of information 
security specific literature studies and nationally and internationally accepted 
information security standards took place to attain a broad perspective on what was 
currently identified as a usage profile for such a “generic” end user.  An attempt was 
then made to create a profile based on information systems theory.  It should be 
noted that the definition used during initial phases of the research was continuously 
revised and updated during the course of this study, thus the publication that was 
based on this profile of a “generic” end user (Defining a “generic” end-user: An 
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Information Security perspective) reflects a slight difference from the one presented 
in chapter 4.  The profile of the “generic” end user was created by cross-referencing 
the information system‟s resources with information security topics which may serve 
as the research instrument.  An argument was then made to motivate why a Delphi 
Method was ideal to validate the research instrument.  This chapter concluded by 
creating a suitable environment that would include the creation and use of a survey 
and a website to house the research instrument for the Delphi Study. 
Chapter 5 focused on the findings of the Delphi Study.  The launch of the adapted 
Delphi Method was briefly explained followed by an in depth description of both 
rounds.  The findings for each topic or concept were graphically illustrated and 
comments made by each participant were listed and explained.  This concluded the 
second secondary objective of this dissertation as mentioned in chapter 1, section 
1.5.  This chapter concluded by summarising all the information security topics and 
concepts that will form part of the baseline for information security knowledge for end 
users.     
Chapter 6 defined and discussed the process of the three levels of the learning 
continuum in detail as described by NIST 800-16 (1998), and NIST 800-50 (2003).  
Thereafter, each topic and concept from the identified baseline for information 
security knowledge for end users was examined and a short argument was made to 
determine to what extent each topic and concept should be covered in regards to the 
levels of the learning continuum.  This concluded the third secondary objective of this 
dissertation as mentioned in chapter 1, section 1.5.  The combined achievements of 
the three secondary objectives lead to achieving the primary research objective, 
namely: ―To propose a baseline for information security knowledge that a "generic" 
end user should have‖.  This chapter concluded by summarising the information 
security topics and concepts with the required level of information security education 
needed that will form part of the baseline for information security knowledge for end 
users. 
The next section will elaborate on limitations and possible future enhancements. 
 
7.3. Limitations and Possible Further Enhancements 
This study did have some limitations, which included a lack of experts willing to 
participate at the beginning of the study.  A larger group of participants would have 
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led to more trustworthy results.  However, the relatively high level of expertise of the 
actual participants countered this lack of available experts to a large degree.  The 
stringent requirements for acceptance to this study also contributed to the size of the 
participants.   Secondly, the level of the information security learning continuum at 
which each topic should be taught was not included in the formal Delphi Study.  As 
such this still lacks formal validation.  It is recommended that an enhanced marketing 
strategy be created to recruit experts.  It would also have been ideal to add another 
round to the Delphi Study to include a validation round for the level of the learning 
continuum assigned to each topic and concept. 
 
7.4. Conclusion 
Information security is a crucial component of any organisation and when 
implemented correctly, will help ensure the organisation‟s continued existence.  
Humans play a significant role in this process and are only able to fulfil their role(s) 
and responsibilities towards information security if they have sufficient knowledge to 
do this.  It is thus imperative to educate such users via an information security 
educational programme.  With an active information security educational programme, 
users will be able to understand their information security role and be able to 
continuously participate in the protection of the organisation‟s information.   
This dissertation presented a baseline for information security knowledge as needed 
by “generic” end users.  Information security educational programmes based on this 
baseline for information security knowledge will assist in addressing the information 
security knowledge needed for end users in any organisation. 
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The following appendixes are listed in the order of first mention in the dissertation. 
Appendix A - Defining a “generic” end-user: An Information Security perspective 
Ryno Boshoff and Johan van Niekerk.  Accepted and presented as a full paper at the 
ICPCA: 6th International Conference on Pervasive Computing and Applications 2011, Port 
Elizabeth, South Africa. 
 
The following appendices are located on the attached DVD. 
Appendix B – Concrete Proposal 
The concrete proposal emailed to specific experts containing all the information from round 1 
and the specific participant‟s answers for re-evaluation.  For the use in round 2 only! 
Appendix C – Surveys: Defining a “generic” end-user: An Information Security 
perspective 
The survey published on the website which experts used to validate the profile of a “generic” 
end user.  For the use in round 1 only! 
Appendix D – Website: Ryno Boshoff‟s Delphi Study 
The website published for the purpose of creating a central access point for experts to 
access the survey and related information regarding the Delphi study. 
 
Appendix E (as listed in the dissertation) – A Baseline for Information Security 
Knowledge for End Users 
Ryno Boshoff and Johan van Niekerk.  Full paper prepared for and submitted to the HAISA 
2013: Seventh International Symposium on Human Aspects of Information Security & 
Assurance Conference, Lisbon, Portugal.  
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Abstract—“If you know the enemy and know yourself, you need 
not fear the results of a hundreds battles"  
Sun Tzu – Art of War. 
Security educators should start by knowing the target audience 
first; and then only should they create and prepare an 
information-security educational program. Unfortunately, 
information-security educational programs are often 
implemented without getting to know the target audience first. 
This results in programs that are not linguistically appropriate; 
or else they are not on the same knowledge level as that of the 
target audience. This could leave end-users bored or confused – 
without successfully changing the behaviour and knowledge of 
these end-users. This paper examines the role(s) of information-
security end-users, in order to provide a profile of the ―generic‖ 
end-user. 
Keywords-component; Information Security Education; Profile; 
End user; Awareness. 
1. Introduction 
The information-security education “battle” can be won by 
“knowing the enemy” first – and then only “knowing 
ourselves” [1]. Information is a valuable resource within all 
organizations and should be protected like all other resources. 
Information supports every part of an organization, from the 
operational level to the managerial level, where information is 
used for directing and controlling the organization and all its 
functions [2]. 
Information security is the process of implementing controls 
to reduce the risks associated with information to an 
acceptable level. With suitable controls in place, the 
information would be well protected against threats and 
vulnerabilities [3]. 
These implemented controls are directly linked to – and 
greatly influenced by humans. Human error, and ignorance or 
omission are nearly always the reasons why this resource loses 
its confidentiality, integrity and availability [4]. Humans 
should therefore have the requisite information-security 
knowledge and attitude – to behave in the proper way when 
working with information. This can be done by educating end- 
users through an information-security educational program.   
According to NIST 800-50 [5], and SANS 27002 [3], an 
information-security educational program should be focused 
on all the end-users within an organization [5, p. 7] [3, p. 26]. 
However, with Information Technology (IT) being a vast and 
endlessly evolving field, the term end-user has become very 
broad – in the sense that most end-users have their own unique 
resources with which they work. Many of these resources are 
uniquely created for the specific job function or industry 
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section; and they may have different needs in terms of 
information security. The definition of an end-user has, 
consequently, become very broad. From an information- 
security education point of view, this requires information- 
security education programs to be created for the specific 
needs of each possible target audience. 
The purpose of this paper is to identify “common ground”, 
for which all end-users are suited, no matter what the job title 
or industry section may be. The remainder of this paper will, 
firstly, examine the various aspects of end-user activities, in 
order to identify the common information-security needs.  A 
“generic” profile of an end-user will then be highlighted – 
based on these common needs. The Delphi method will then 
be used to generate ideas, and to facilitate consensus among 
experts in this specific field of study, as regards this profile. 
It is hoped that such a profile would allow for the creation 
of information-security education programs that can address 
the “generic” needs of the end-users. 
2. A Brief history of the role of an 
end-user 
Over the years, the end-user’s profile has changed 
dramatically. In the early days of computers, end-users used to 
operate only standalone mainframe computers. These 
computers were protected by physical controls, leaving the 
end-user requiring little security knowledge [6].   
Today’s end-user operates all the aspects of computer 
systems, their storage devices, as well as the network 
infrastructures thereof. These computer systems have to 
transform from potentially strategic resources into commodity 
factors of production [7, p. 6]. Consequently, most end-users 
of today may be seen as working in an IT environment. 
Although the end-user’s role has changed dramatically, 
most standards today in information-security education have 
not changed their requirements over the years. A comparison 
made between the BS 7799-1:1999 – Information Security 
management – Part 1: Code of practice for information 
security management and the SANS 27002-2:2008 - 
Information technology – Security techniques - Code of 
practice for information security management clearly supports 
this statement (Refer to section III part C for additional 
details). Even though all the risks associated with information 
have increased dramatically, the ways in which standards 
portray and evaluate them have not changed.   
3. Current information security-
specific definitions of end-users 
Although there are in existence numerous current literature 
studies focusing on the human aspect of the information-
security field of study, no exact literature study could be found 
that specifically defines the current “profile” of an end-user. 
The following section will examine what current 
information- security standards state regarding such a 
“profile”. 
An information security standard may be used as a 
guideline; and additionally, for the general principles in 
initiating, implementing, maintaining, and improving 
information-security management in an organization. The 
main objective of an information-security standard is to 
provide general guidance on a commonly accepted code of 
practice in the information-security management in an 
organization [3, p. 1]. 
Information-security standards, therefore, comprise 
extremely valuable resources in the national and 
internationally accepted information-security principles. 
Information-security standards, like NIST 800-50, NIST 800-
16 and SANS 27002 are widely known for the credibility they 
bring, and for the immense role they play in implementing and 
maintaining information security within organizations on a 
worldwide basis..   
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The following sub-sections briefly summarize the various 
viewpoints of current information-security standards with 
regard to what an end-user actually is: 
3.1. NIST 800-50: 2003 Building an 
Information Technology Security 
Awareness and Training Program. 
According to NIST 800-50 [5], security awareness and 
training should be focused on the organization’s entire user 
population [5, p. 7]. To do this, a needs-assessment process 
should, firstly, be completed to determine the organization’s 
awareness and training needs. Thereafter, the different target 
audiences must be identified by the organization, and an 
information-security educational program must be created for 
each of these needs accordingly [5, p. 16]. 
It should also be noted from the paragraph above, that 
anybody could be labelled as an end-user. All users (end- 
users, Information and Communication Technology [ICT] 
staff and Top Management) need to know the foundation of an 
end-user, in order to be able to build onto the required 
knowledge for the specific profession [5, p. 7]. 
The needs-assessment process replaces the identification of 
an end-user’s profile in this standard. By allowing the 
organization to do a need assessment, the organization 
identifies the profile of the end-user (target audience) that is 
unique to that specific organization. This needs-assessment 
process also aids the standard in shortening the review period 
of the standard. A change in the end-user’s profile may not 
affect this standard, and therefore would not require any 
frequent updates. This statement only confirms that a current 
profile of an end-user is needed when creating an information- 
security educational program. 
3.2. NIST 800-16: 1998 Information 
Technology Security Training 
Requirements: A Role-and-Performance-
Based Model. 
NIST 800-16 [8], has a section called “Security Basics and 
Literacy”, which concentrates on the transition between 
security awareness and training in the learning continuum. 
This “Security Basics and Literacy” section provides a 
foundation for subsequent training, by providing a universal 
baseline for key security terms and concepts in IT security. All 
individuals who use computer technology, or its output 
products, regardless of their specific job responsibilities, must 
know these IT security basics and be able to apply them [8, p. 
14]. These IT security basics consist of 26 items which relate 
to the English alphabet (ABCs). According to NIST 800-16 
[8], all end-users should know, and be able to apply these 26 
items [8, p. 25]. However, these 26 items can only be used as 
guidelines when creating an information-security educational 
program. Selected items from this list may form part of an 
end-user’s profile, but these given items alone do not define 
what the current profile of an end-user should be. 
Because of the reasons listed above, the list of items may 
not be sufficient as the profile of an end-user. 
3.3. SANS 27002: 2008 Information 
technology – Security techniques – Code 
of practice for information-security 
management. 
According to SANS 27002 [3], all employees of the 
organization and, where relevant, contractors and third party 
users should receive appropriate awareness training and 
regular updates in organizational policies and procedures, as 
being relevant to the persons’ roles, responsibilities and skills. 
This above-mentioned security awareness training should be 
created after a methodical assessment of the security risks has 
been completed [3, p. 26] [9, p. 18]. This may be seen as a 
similar procedure to the needs-assessment step explained 
210 
 
earlier (in section III part A - NIST 800-50: 2003 Building an 
Information-Technology Security Awareness and Training 
Program standard). 
As mentioned in the section “NIST 800-50 Building an 
Information-Technology Security Awareness and Training 
Program” and again above, anybody could be labelled as an 
end-user. All users (end-users, Information and 
Communication Technology [ICT] staff and Top 
Management) need to have the foundation of an end-user to be 
able to build onto the required knowledge for the specific 
profession [3, p. 26] [9, p. 18]. 
The methodical assessment of security risks replaces the 
identification of an end-user’s profile in this standard. By 
allowing the organization to do a methodical assessment of 
security risks on its own, the organization identifies the profile 
of the end-user (target audience) that is unique to that specific 
organization. This methodical assessment of security-risk 
processes also aids the standard in shortening the review 
period of the standard. A change in the end-user’s profile may 
not affect this standard, and therefore would not require 
frequent updates. This once again confirms that a current 
profile of an end-user is needed whenever an information- 
security educational program is created. 
After the examination of these nationally – and 
internationally – accepted information-security standards, it is 
clear that there is currently no “generic” profile of an end-user 
within these selected standards. 
The following section argues towards an information- 
security profile of a current “generic” end-user. The aim of 
this profile is to aid organizations in the construction of 
information-security educational programs. 
4. Creating a profile for end-users 
Today, all organizations make use of information systems to 
survive and prosper. Information Systems (IS) are used by 
most users in an organization in some way or another during 
their day-to-day activities. Because of the core function that IS 
plays in organizations worldwide, it would make sense to 
create the information-security profile of end-users from an IS 
perspective.  
According to O'Brien and Marakas [10], an Information 
System is any organized combination of people, hardware, 
software, communication networks, data resources, policies 
and procedures that stores, retrieves, transforms, and 
disseminates information in an organization. Staff rely on IS 
to communicate with each other by using a variety of physical 
devices (hardware), information-processing instructions and 
procedures (software), communication channels (networks), 
and stored data (data resources). Although today’s ISs are 
typically thought of as a link to computer systems, the 
basic IS resources have been used since the dawn of 
civilization [10, p. 4]. 
A basic IS model thus consists of five major resources. 
These resources are people, hardware, software, networks and 
data, as indicated in Fig 1 below.   
 
Figure 1: Basic information-system resources common to all users and 
organizations independently: adapted from O'Brien and Marakas [10, p. 32]. 
5. Information-Security Topics to 
include in the Profile 
End-users working across all industries or at home rely on 
IS each day to complete their daily tasks. IS’s are therefore, 
used by many available resources as the framework to help 
Information 
Systems 
People 
Hardware 
Software Networks 
Data 
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meet business requirements [10] [11]. For the purpose of 
creating a profile of the “generic” end-user, these five 
information-system resources need to be examined 
individually and cross-referenced with the available 
information-security topics, as listed in SANS 27002-2:2008 - 
Information technology – Security techniques – Code of 
practice for information security management and NIST 800-
50: 2003 Building an Information-Technology Security 
Awareness and Training Program, whilst keeping information 
security in mind. It should be noted that although there are 
many information security topics that fall into the end-user’s 
profile, only the most important topics have been highlighted 
as being vital by the researcher. 
The following section examines each of these information-
system resources individually; and it then identifies the needed 
information-security topic(s) relevant to the specific resource. 
5.1. People Resources 
The human resources of an organization are essential for the 
successful operation of all the IS resources. People use IS to 
share personal and work-related information with one another 
daily. These methods of interaction can be via emails, face-to-
face interviews, telephone calls, memos, video conferences, 
intranet, extranet, internet, printed materials etc. 
Human resources are labelled by many researches as the 
weakest link in the information-security chain. Because of 
this, hackers/crackers use these methods of communication to 
manipulate users into handing over sensitive information. An 
end-user’s educational profile should thus cover the topic of 
Social Engineering. End-users must also be educated in 
dealing with the aftermaths of such an incident, when it has 
been successfully executed. End-users should know the 
procedure to follow, as well as the appropriate person(s) to 
contact, if any suspicion is raised; and they should thus be 
educated regarding Incident Response. 
As most end-users work in an office environment with users 
sharing space and office equipment etc., it is vital to educate 
users with the proper ethics in open shared office spaces.  This 
could involve simple principles, like making sure the screen is 
aligned properly to ensure that no other staff would be able to 
view the information displayed on the screen.  For this reason, 
Shoulder Surfing should be included in the end-user’s 
educational profile. This can also be in making sure that the 
printed documents are shredded and not left in an office 
dustbin where other people could collect and read them. An 
end-user’s profile should thus include the topic of Office 
Ethics.   
5.2. Hardware Resources 
Hardware resources are the physical components that when 
assembled correctly, produce a computer system.  These 
computer systems are used to produce a required end-result 
(output). An example of an output produced by a computer 
system could be in the form of a printed report. 
As mentioned earlier, computer systems have transformed 
from potentially strategic resources into commodity factors of 
production [7, p. 6]. Most staff members in an organisation 
either have their own computer system or they have access to 
a computer system. This entails that most end-users could be 
seen as working in an IT environment. 
Different shapes and sizes of computer systems can have a 
vast impact on the security concerns related to that specific 
device. This is known as the form factor. The form factor 
plays a big role in the security features needed for a specific 
computer system. 
According to the 8th Annual 2010 BSI Computer Theft 
Survey of approximately 20,000 Education and Corporate 
sector IT professionals [12], 68% of all computer thefts 
reported in the past three years in the United States of America 
(USA) comprised laptops. Only 22% were PDA’s, iPods, 
iPhones (Smartphones) etc.; while only 10% of all computer 
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thefts consisted of desktop computers. It should also be noted 
that 67% of these reported 10% desktop thefts occurred while 
the respondent was mobile (transported), rendering physical 
controls virtually useless [12]. These statistics, combined with 
the form factors, are illustrated in Table 1 below. 
TABLE I.  FORM FACTORS’ INFLUENCES ON COMPUTER SYSTEMS 
Form Factor 
 Smaller Bigger 
Portability Higher Lower 
Connectivity Higher Lower 
= 
Security risk Higher Lower 
 
In summary, the smaller the device is, the more likely it is to 
be mobile. This, in turn, requires the device to be more 
connected to the available networks in the specific region. On 
the other hand, the bigger the computer system is, the harder it 
may be to transport, since this requires the device to merely be 
connected to the network where the device is stationed. It is 
clear that the smaller devices pose a bigger security risk than 
their bigger counterparts. 
Small devices like laptops, notebooks, netbooks and the 
ever-popular smartphones have various methods of accessing 
different networks quickly and easily. When roaming (moving 
between networks), these devices can automatically pick up a 
new network and connect to it, without the user being aware 
of the change. These mobile devices are targeted by many 
thieves because of their size, as well as the unprotected 
business-related information they contain. Laptops and 
mobile-device security issues should thus be included in the 
end-user’s profile. 
Many end-users are using portable storage devices to store 
and transfer work-related information. End-users use these 
storage devices to take work with them to view at a later 
period. These devices can easily be misplaced or stolen, 
leaving the information readily available to the finder. The 
information on these devices, as with laptops and hand-held 
devices should be encrypted by the end-user at all times. 
Therefore, end-users should be educated regarding 
Encryption. With encryption enabled, the confidentiality and 
integrity of the information could be maintained at all times. 
5.3. Software Resources 
Software resources refers to all applications, programs and 
operating systems installed on the computer system.  This 
software is used to operate and manipulate these computer 
systems.   
There are two broad categories of software available on the 
market, namely: application software and system software. 
These types of software depend on the type of computer 
system and network system used by the individual, as well as 
the specific tasks that need to be accomplished. 
Fig.2 below illustrates the different classes of computer 
software available on the market today. 
 
Figure 2: An Overview of Computer Software adapted from O'Brien & 
Marakas [10, p. 127]. 
 
Application software is created to perform certain 
information-processing tasks for the end-users. This type of 
software can be subdivided into two categories, namely: 
General-Purpose Application Programs and Application-
Specific Programs. 
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System software includes the programs created to manage 
and support the computer system and its information activities. 
This is done via a Graphical-user Interface (GUI) that tells the 
hardware what it is meant to do. This type of software can be 
subdivided into two categories, namely: System-Management 
Programs and System-Development Programs. 
The importance of protecting the organization’s information 
has been recognized by software designers in recent years. 
Most application software packages support some form of 
built-in authentication procedure. Users only have to type in 
their unique user name and password to gain access to the data 
and to be assigned the rights and privileges to use the software 
package. It is thus necessary to educate the typical end-user in 
the use of such authentication mechanisms. Password usage 
and management should thus be included in the education 
profile of an end-user. 
Software packages are downloadable and available in many 
stores worldwide. Hackers/Crackers use technology to their 
advantage and create programs that remove software license 
requirements, thereby making the software illegally available 
and sometimes embedding malicious codes e.g. spyware. 
Organizations found with any of these illegal software 
packages installed on their computer systems could face heavy 
penalties or be legally prosecuted. End-users should, therefore, 
be properly educated in their role(s) and responsibilities in 
ensuring the legal use of software. Software License 
Restriction Issues and Supported/Allowed Software on 
Organizational Systems should, therefore, be included in the 
education profile of the end-users. 
As these software packages become older, bugs are 
sometimes identified. Software designers classify these bugs 
and create patches to fix these problems. Once completed, the 
software designers release these patches to the software users. 
Software users should then install these patches, to ensure that 
the vulnerability is removed. Hackers/Crackers take note of 
these bugs and use the vulnerability identified to target the 
outdated software package. End-users should be educated to 
timeously install these patches to ensure that the software is 
not outdated. Therefore, the topic of the Timely Application 
of System Patches should be covered in the education of the 
end-users.  This is particularly required for system- 
management programs that can be used to manage the entire 
end-user’s computer system. 
5.4. Network Resources 
Network resources are responsible for the interconnection 
between different computer systems – to allow for the sharing 
of information. This could be in the form of a connection to 
another computer system, or a connection through the internet 
to a computer system on the other side of the globe. But 
regardless of the method of connection, today’s users’ 
computer systems are often connected in some way or another 
via a cable, wireless link, Bluetooth device or by other means. 
With the advantages of being connected, there come some 
disadvantages. Hackers/Crackers can send destructive 
programs or information via email to intended or unintended 
victims. These programs or information can also be posted 
onto the web or internet. End-users can purposely or 
accidentally click on the program or view the information and 
when activated this malicious code can become destructive to 
the computer system and/or connected network. The time 
spent on visiting websites and attending to personal emails 
should also be addressed during education. End-users should 
therefore be educated in the dangers of being connected. 
Consequently, topics that should be included in the profile are: 
Email usage, Protection from viruses, worms, Trojan 
horses, and other malicious code and Web/Internet usage.   
5.5. Database Resources 
Data resources are the components of the IT infrastructure 
that represent all the data available in an organization. Data 
can take many forms in an organization; these include 
traditional alphanumeric data, composed numbers, letters and 
other characters that describe business transactions and other 
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events and entities, text data, consisting of sentences and 
paragraphs used in written communications, image data, such 
as graphic shapes and figures or photographs and video 
images, and audio data, including the human voice and other 
sounds [10, p. 33].   
These databases can be stored centrally (on a local machine 
or server) or distributed (website) across different 
organizations. Mechanisms controlling access to information 
should always be in place to guarantee the integrity and 
confidentiality of information. End-users should, therefore, be 
educated in the access methods and procedures in place. 
Therefore, the topics of Access Control and Encryption 
should be included in the education profile of an end-user.  
The information stored on the organization’s databases is 
vital for the success of the company. Losing any of the 
information could be the downfall of even the most successful 
organization. Making regular backups of important 
information would ensure that the information is recoverable 
if anything should happen to it. End-users should, therefore, 
be educated in the proper methods of Backup and storage of 
data. 
Examining these five resources of IS alone does not cover 
the entire spectrum of information security risks. A sixth 
aspect must be included in the examination process to ensure 
that the full profile of an end-user is defined. This can be seen 
as the organizational aspect. Although not included as an IS 
resource, this aspect overshadows IS; and therefore, it must be 
included.   
5.6. Organizational Aspect 
This organizational aspect requires end-users to be vigilant 
regarding what is expected of them by management on 
information security. This is, in many organizations, seen as 
the “way things are done”, which is directly linked to, and 
greatly influences the organization’s culture [13]. These 
organizational aspects are usually implemented in the form of 
policies and procedures. The policies set the direction for the 
organization, while the procedures translate the policies into 
easy steps, which the employees must follow, to be able to 
achieve the goal of the policy. Information-Security Policy 
and Procedures is thus an essential topic to include in the 
education profile of an end-user. 
These highlighted information-security topics form part of 
the most important IT security basics; and they are relevant to 
all employees in any organization. It is these information 
security topics of which employees must be made aware and 
motivated to follow. With these topics included in an 
information-security education program, end-users will 
receive the relevant information-security basic knowledge that 
is needed to protect one of the organization’s most important 
assets. 
The following section highlights the topics which, in the 
author’s opinion, should fall outside the scope of a “generic” 
end-user. 
6. Information Security Topics to 
exclude from the Profile 
A “generic” end-user is a user term that is common to most 
organizations. When creating an information-security 
educational program, there should be information-security 
topics that would fall outside the boundaries of the profile. 
These topics may be more focused on other users, namely: 
Information and Communication Technology (ICT) staff and 
Top Management. 
The following section will briefly explain some of these 
information-security topics that may be excluded from the 
end-user’s profile, according to the IS resources and 
organizational aspect: 
6.1. People Resources 
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It is the responsibility of top management to clearly define 
and acknowledge the end-user’s information-security 
accountability and responsibility to information (although end- 
users are still required to know the role they play in this 
process). This aids in the ability to audit the actions of all the 
people that access the information. Accountability and 
Responsibility should thus not be included as a topic in the 
end-user’s profile. With this in place, it should be clear who 
has access to, and at what level, to the organization’s sensitive 
and critical information. 
6.2. Hardware Resources 
End-users work with computer systems on a daily basis and 
only need to know how to operate them. The technical aspects, 
like the physical hardware used or needed; with security 
features included, should not be part of the profile. Therefore, 
topics like Router, Switch, Server, Demilitarized Zone, 
Honey Pot etc. should be excluded from the end-user’s 
educational profile. Once the technological aspect of the 
hardware has become outdated and needs to be replaced, the 
ICT staff must step in to replace the equipment. Therefore, 
Change Management need not be relevant to the end-user’s 
educational profile and should not be included. This ensures 
that security flaws are not available for hackers/crackers to 
exploit. These aspects are a specialized field; and they need to 
be controlled by ICT staff. 
6.3. Software Resources 
End-users access information on their local machines or that 
which is distributed across the networks daily. These users 
who accessed the information with the changes made to the 
information need to be logged to ensure the users can be 
traced if any misshapes occur. The topic of Computer 
Auditing is an auditing function, and should be directed by 
top management and performed by ICT and/or auditing staff. 
Therefore, it should not be included in the education profile of 
the end-users. 
6.4. Network Resource 
The data being transferred across the organization’s 
computer systems and networks need to be controlled. This 
traffic needs to be monitored to ensure that only authorized 
communication is permitted, while unauthorized data is 
discarded. It is the duty of the ICT staff to implement 
technical controls on each computer system or network, and to 
exercise control over these communications. Thus, the topics 
of Firewalls, Intrusion-Detection Systems (IDS) and 
Intrusion-Prevention Systems (IPS) should be excluded as 
topics for the profile.   
6.5. Database Resources 
For an end-user to gain access to a given system, 
authentication should firstly take place to ensure that the user 
is the person who he/she indicated. Implementation of such 
authentication methods is considered by many as an ICT staff 
function. Private/publics keys and server authentication 
should, therefore, be excluded from the profile and end-users 
should not be educated in this regard. 
Information, like any other asset, must be uniquely 
identified and given a value to assess the risk associated with 
it. This gives information a level of sensitivity and criticality; 
hence, helping with selecting a suitable set of controls to 
protect it. Information-Asset Management should thus not 
be included as a topic, as this procedure is purely a top 
management function. 
6.6. Organizational Aspects 
According to SANS 27002 [3], an information-security 
incident is indicated by a single event,  or a series of unwanted 
or unexpected information-security events, with a significant 
probability of compromising business operations and 
threatening information security. These can happen at any 
time; and top management and ICT staff must be able to 
respond to and recover from such an incident. Having a plan 
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in place is critical for the survival of the organization. 
Implemented plans, such as Business Contingency Plans and 
Disaster-Recovery Plan are outside the scope of an end- user. 
End-users may form part of the execution of these plans, but it 
is not their responsibility to draw up and implement such a 
plan. These plans require complex strategies and technical 
elements to make them dependable. Therefore, these topics 
should be excluded from the education profile of the end- 
users. 
Managing the risk in an organization against threats is just 
as important as managing the risks associated with 
information. To do this, top management needs to manage 
these threats associated with information. The process, known 
as Risk Management, falls outside the knowledge required 
for a “generic” end-user; and it should be excluded as a topic 
from the profile. 
All organizations, big or small, must follow the correct ICT 
Laws, regulations, governance and standards. To successfully 
do this, top management and ICT staff need to be informed of 
current ICT laws, regulations, governance and standards – and 
to implement these, as and when required. Therefore, ICT 
laws, regulations, governance and standards should be 
excluded as a topic from the profile. 
These highlighted information-security topics fall outside 
the needed knowledge required to protect the organization’s 
information. These topics are specific in nature to the required 
need of protection and require further insight into the relevant 
field of study (Information Technology or Business 
Management). These topics may be included in an 
information-security educational program topic designed for 
top management and ICT staff. 
7. Conclusion 
Information-security education programs are a valuable 
resource in educating end-users to become more security 
aware. Covering the correct topics relevant to the specific 
target audience is vital to the successful implementation of an 
information-security culture.   
This paper highlights the information-security topics 
focused at the end-user level, common to all industries. These 
identified topics may not assist organizations in creating an 
information-security educational program from scratch, but to 
build on these topics and, therefore, to eliminate a lengthy 
process that requires time, money and specialized knowledge, 
luxuries that most organizations do not have [2].  
The general idea of a “generic” end-user’s profile, as 
identified in this paper, still needs to be validated. This 
ongoing research project is currently in the validation stage. 
This is done by means of a Delphi study. Being able to present 
this paper at a conference may strengthen this study, as 
additional feedback from peers may yet be received. 
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Appendix B 
 
Concrete Proposal 
The concrete proposal emailed to specific experts containing all the information from round 1 
and the specific participant‟s answers for re-evaluation.  For the use in round 2 only! 
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Appendix C 
 
Survey: Defining a “generic” end-user: An Information Security perspective 
The survey published on the website which experts used to validate the profile of a “generic” 
end user.  For the use in round 1 only! 
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Appendix D 
 
Website: Ryno Boshoff’s Delphi Study 
The website published for the purpose of creating a central access point for experts to 
access the survey and related information regarding the Delphi Study.  Please follow the link 
to access the website:  http://www.nmmu.ac.za/RynoBoshoff 
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Appendix E 
 
A Baseline for Information Security Knowledge for End Users 
Ryno Boshoff and Johan van Niekerk.  Full paper prepared for and submitted to the HAISA 
2013: Seventh International Symposium on Human Aspects of Information Security & 
Assurance Conference, Lisbon, Portugal.  
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A Baseline for Information Security Knowledge for End Users 
Ryno Boshoff and Johan van Niekerk 
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Abstract 
Information plays a vast contributing role to all resources within an organisation.  Organisations should recognise the 
importance of information and implement information security controls to protect their information as this will ensure that 
the organisation’s information retains its confidentiality, integrity and availability.  Information security controls, which are 
the means of managing information risks, rely heavily on the user’s knowledge regarding the use of these controls for their 
effectiveness and, as such, users should be educated in order to maximise effectiveness of these controls.  This is realized by 
means of an information security educational program. 
Current information security educational programs are created without necessarily taking into account the target audience.  
This results in programs that are not linguistically appropriate; or that present knowledge at an inappropriate level for the 
target audience.  This could leave users bored or confused, without successfully changing their behaviour or improving 
knowledge. 
This research paper identifies a baseline for information security knowledge targeted at end users.  This baseline of 
information security knowledge can serve as a foundation to all training, and where needed, additional topics and concepts 
can be added to cover the needs of the specific identified target audience. 
Keywords 
Information Security, Information Security Educational Program, Delphi Method, Delphi Study, Baseline for 
Information Security Knowledge. 
1. Background 
Information has become one of the most critical components in any organisational environment.  
Information is an asset, and like all other organisational assets, adds value to the organisation and therefore 
should be well protected (NIST 800-16, 1998).  In many cases the information contained in an organisation 
is what defines its professional and intellectual property which in turn contributes to the competitive 
positioning of an organisation.  If information loses its confidentiality, integrity or availability, the 
information may be rendered meaningless and this could mean the downfall of even the most successful 
organisation (ISO/IEC 27002, 2005).  It is therefore imperative for all organisations to take the protection of 
their information resources seriously and do so as a matter of priority. 
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Information security is the discipline of implementing controls to protect an organisation’s information.  
Information security is defined by SANS (2008), as “the protection of information from a wide range of 
threats in order to ensure business continuity, minimize business risk, and maximize return on investments 
and business opportunities.  Implementing a suitable set of controls, including policies, procedures, 
organisational structures and software and hardware functions will ensure that information is protected” 
(ISO/IEC 27002, 2005, p. viii).  Implementing the correct controls will reduce the threat and vulnerability 
to an acceptable and manageable risk level (ISO/IEC 27002, 2005). 
There are many technical and physical controls available that will reduce the risk level associated with the 
protection of information.  However, the operational aspects of selected physical and technical controls are 
still directly linked and greatly influenced by humans in the organisation.  This is known as the “human 
factor”.  To date, this human factor remains the weakest link in the protection of the organisation’s 
information (NIST 800-50, 2003).  Users can be classified as having either an intentional or an accidental 
influence on the operational controls which could lead to the information losing its confidentiality, integrity 
and availability (Kritzinger & Smith, 2008).   
Operational controls essentially describe the role(s) and responsibilities of users in the information security 
process.  If these individuals do not know what they are supposed to do, or if they do not know how to 
perform their security related roles, the operational controls will fail.  Thus, end users need to be educated 
in the proper way to operate these controls as stipulated in the organisation’s policies and procedures.  This 
is done by means of an organisational information security educational program (ISO/IEC 27002, 2005).   
Each organisation’s business strategy will influence the development of an information security educational 
program.  The information security educational program should also support the business needs of the 
organisation, be directly linked to the organisation’s information security policy and be relevant to the 
organisation’s culture and Information and Communication Technology (ICT) architecture (NIST 800-50, 
2003, p. 11).  It would therefore make sense to implement an information security educational program for 
all individuals that covers all controls as required by the business’s needs.  However, it will be unreasonable 
to expect everybody to be educated on all these controls, especially if they do not personally play a part in 
the areas a specific control helps to protect.  All employees within an organisation have different role(s) and 
responsibilities relevant to them, their section or department.  There may be information security topics and 
concepts that are relevant to all users e.g. passwords management, security policies, backup procedures, 
malicious software etc. however; this selection of topics and concepts cannot be seen as a complete 
information security educational program.   Topics and concepts must be further added to the selected 
group of topics and concepts according to the employee’s specific role(s) and responsibilities.  Employees 
should thus be educated in the controls relevant to their role(s) and responsibilities, his/her contribution to 
ICT security and the shared ICT security vision (van Niekerk & Von Solms, 2005, p. 29).  However, these 
role(s) and responsibilities are not necessarily static. 
Over the years the end user’s role and responsibilities have changed drastically.  In the early days of 
computers, end users used to operate only standalone mainframe computers.  These computers were 
protected by physical controls, leaving the end user with requiring little security knowledge.  Today’s end 
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users operate all aspects of computer systems, its storage devices, and the network infrastructures thereof.  
Although the end user’s role has changed dramatically, most standards today in information security 
education have not changed its requirements.  A comparison made between BS 7799-1:1999 – Information 
Security management – Part 1: Code of practice for information security management and SANS 
27002:2008 - Information technology – Security techniques - Code of practice for information security 
management as seen in table 1 below supports this statement (SANS 27002, 2008, p. 26, BS 7799-1, 1999, 
p. 18).  Although the layout and order of the content in these standards have changed, the same content 
related directly to who should be educated is still covered, only phrased differently. 
EXTRACTS FROM BS 7799-1: 1999 (p. 18) EXTRACTS FROM SANS 27002: 2008 (p. 26) 
―6.2 User training 
Objective: To ensure that users are aware of 
information security threats and concerns, and are 
equipped to support organizational security 
policy in the course of their normal work. 
 
Users should be trained in security procedures 
and the correct use of information processing 
facilities to minimize possible security risks.” 
 
―Other Information 
 
The security awareness, education, and training 
activities should be suitable and relevant to the 
person’s role, responsibilities and skills, and should 
include information on known threats, who to 
contact for further security advice and the proper 
channels for reporting information security incidents 
(see also 13.1). 
 
Training to enhance awareness is intended to allow 
individuals to recognize information security 
problems and incidents, and respond according to the 
needs of their work role.” 
―6.2.1 Information security education and 
training 
 
All employees of the organization and, where 
relevant, third party users, should receive 
appropriate training and regular updates in 
organizational policies and procedures.” 
“8.2.2 Information security awareness, education, 
and training 
 
Control 
 
All employees of the organization and, where 
relevant, contractors and third party users should 
receive appropriate awareness training and regular 
updates in organizational policies and procedures, as 
relevant for their job function.” 
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“This includes security requirements, legal 
responsibilities and business controls, as well as 
training in the correct use of information 
processing facilities, e.g. log-on procedures, use 
of software packages, before access to 
information of services is granted. 
 
6.3 Responding to security incidents and 
malfunctions 
 
6.3.1 Responding security incidents 
Security incidents should be reported through 
appropriate management channels as quickly as 
possible.” 
 
―Implementation guidance 
 
Awareness training should commence with a formal 
induction process designed to introduce the 
organization’s security policies and expectations 
before access to information or services is granted. 
Ongoing training should include security 
requirements, legal responsibilities and business 
controls, as well as training in the correct use of 
information processing facilities e.g. log-on 
procedure, use of 
software packages and information on the 
disciplinary process (see 8.2.3).” 
 
Table 1: Comparison between BS 7799-1: 1999 and SANS 27002: 2008 regarding the way end users are 
portrayed.  
Even though risks associated with information have increased dramatically, the way standards portray the 
role of end users have not changed.  It is therefore vital to ensure that end user education takes into account 
new risks and educate end users according to their specific role(s) and responsibilities.  This should only be 
attempted after a thorough needs-assessment process has been completed (NIST 800-50, 2003, p. 16, SANS 
27002, 2008, p. 26; BS 7799-1, 1999, p. 18).  This will ensure the selected topics and concepts are relevant 
to the identified target audience and support the organisational needs.   
With all these information security educational programs, there will be topics and concepts that will be 
relevant to all.  These items can be seen as foundation topics and concepts.  These topics and concepts may 
not be specific to a particular organisation or industry, or to a particular employee’s role and responsibilities 
A typical example of a topic that may form part of this baseline for information security knowledge is 
Password Usage and Management.  All users need to know the proper use of their individual passwords as 
this allows them to access their given computer system and organisation’s information resources.  Every 
person from an entry-level staff member up to a CEO will have their unique password.  Thus, Password 
Usage and Management could be identified as a topic that should be included as a topic when creating an 
information security educational program.  The same could be said for the topic of Virus, Worms, Trojan 
Horses and other Malicious Code.  No computer system is immune to virus attacks and, this may therefor 
also be included as a topic 
A baseline for information security knowledge could serve as a foundation education program when 
educating users.  This baseline for information security knowledge will consist of a selection of topics and 
concepts that are not specific to a particular organisation or industry, or to a particular employee’s role and 
responsibilities.  These topics and concepts are focused on the general and common aspects that bind most 
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users and organisations together.  This baseline for information security knowledge can be characterised as 
a minimum standard that everybody should be educated on as an introductory or refresher course.  This 
baseline can serve as the foundation phase to educate end users with the basic topics and concepts that they 
must know to fulfil their responsibilities in order to work in a secure manner.  This baseline may also 
demonstrate that the organisation is complying with governmental and industry regulations regarding 
information security education.   
This research paper proposes a baseline for information security knowledge to educate end users on the 
basic topics and concepts related to information security.  The following section will elaborate on the 
methodology used and the research process followed. 
2. Methodology and Research Process 
2.1. Methods 
A variety of research methods were used during this research paper.  These methods included 
literature reviews (Albrechtsen & Hovden, 2009; Alnatheer & Nelson, 2009; Ashenden, 2008), 
qualitative content analysis techniques (Krippendorff, 2004, pp. 88-89), evidential and interpretive 
argumentation (Mason, 1996, pp. 176-177) and the Delphi Method (Adler & Ziglio, 1996; Linstone & 
Turoff, 1975).   From all these methods used, the Delphi Method was used as the primary method for 
this research study.  The following section will discuss the research process in more detail. 
2.2. Research Process 
The research process commenced by; firstly doing a relevant background literature study to define 
what is classified as a “generic” end user in terms of the research paper.  The focusing of this research 
was to define a baseline for information security knowledge for a broad type of end user (focus on 
common responsibilities across differed industry sectors, nationally and internationally).  For the 
purpose of this paper, this broad type of end user would be known as a “generic” end user.  The 
researcher focused on: 
 an user having access to a computer system; 
 an user having a relatively low level of computer expertise; 
 an user having little or no technical experience; 
 an user requiring the same general knowledge about computers to perform their work related 
responsibility across the different national and international industry sectors.  
A second background literature study was conducted to compile a list of topics and concepts from 
well-known national and international information security standards intended to educate the 
“generic” end users (NIST 800-16, 1998; NIST 800-50, 2003).  A research instrument or “profile” 
was designed based on these literature studies.  This profile of a “generic” end user as created by the 
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researcher was then validated.  This validation was in the form of an international publication.  After 
this was accepted, a concrete research instrument was constructed from the feedback. 
The Delphi Method was used to generate ideas and facilitate consensus among experts in this specific 
field of study.  The study population comprised of five respondents; all considered experts in the 
information security education field.  These participants were selected according to the four 
“expertise” requirements as described by Adler & Ziglio (1996).  These four requirements are: 
knowledge and experience with regards to the problem; high level of communication skills; time to 
participate and willingness and ability to participate. 
A purposive sample of information security educational experts was used to select the Delphi Study 
participants.  For the purpose of this research paper, these characteristic(s) are their knowledge in 
information security education.   
It was also taken into account that the experts had to be widely dispersed to gain feedback from 
different countries, and thus cultures.  These experts were then approached at conferences, forms, via 
email etc. and asked to participate in the Delphi Study. 
The typical numbers of rounds, which can also be seen as phases or cycles that a Delphi Study should 
go though, used by researchers are generally three rounds; however one or two round Delphi Studies 
have also been successfully completed.  The research questions in this research paper are focused and 
structured, and for this reason a total of two rounds were deemed to be sufficient to collect the 
required data.  As the number of rounds increases, one may find a drop in the participant’s response 
rate and this is not desired by the researcher.   
The Delphi Method has been used by many researchers with positive results.  One of the main 
characteristics of the Delphi Method is that there is no “typical” Delphi Method that should be 
followed; rather, a researcher can modify the Delphi Method to suite the circumstances and research 
questions (Skulmoski, Hartman, & Krahn, 2007).  For the purpose of this research paper, the Delphi 
Method was adapted as follows: 
 Delphi Round 1 Design:  The research instruments were compiled and the mode of interaction 
finalised.  As mentioned earlier, this was done in the form of a profile of a “generic” end user. 
 Delphi Round 1 Pilot:  A pilot study was conducted for the purpose of testing the research 
content.  This ensured that the participants understood the instruments and therefore provided 
appropriate input/comments/amendments.  This process was completed by means of publishing 
the research instrument or profile of a “generic” end user at an accredited international 
conference.  Feedback received from this conference was used to enhance the research 
instrument. 
 Delphi Round 1 Survey and Analysis:  The instrument was released in the form of a survey that 
was accessible through a hyperlink on a website dedicated to this Delphi Study.  Experts willing 
to participate were allowed to give their comments and suggest amendments on the research 
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instruments.  Once completed, the data was submitted and automatically returned to the 
researcher after which the data was analysed.   
 Delphi Round 2 Design:  The concrete proposal, also known as a set of guidelines or wording for 
an agreement, was compiled according to the input received from the participants in Round 1 
(Department of Sustainability and Environment (DSE), 2011).  
 Delphi Round 2 Survey and Analysis:  The concrete proposal was then emailed to the participants 
to allow the participants to view the other participants input.  Emailing was used to ensure the 
identities of the experts were kept confidential.  The participants were given the opportunity to 
verify whether their own comments given in Round 1 indeed reflected their opinion.  Once 
completed, the data was returned to the researcher.   
 Results Documentation, Verification and Generation:  The findings were verified and the results 
identified.  The profile of the “generic” end user was finalised.  This profile of the “generic” end 
user was then labelled as the baseline for information security knowledge for end users. 
The end result of this Delphi Study included inputs from all relevant areas of expertise, regardless of 
how geographically dispersed the participants may have been (Nehiley & McElreath, 2007). 
The end result was a fixed baseline for information security knowledge for “generic” end users.  This 
baseline for information security knowledge can be used as a tool to educate “generic” end users with 
regards to information security and give them a strong foundation that will enable them to not only 
protect the information they work with, but could also change their behaviour to support the 
information security sub-culture within the organisation. 
The following section will present and discuss results obtained from this Delphi Study.  
3. Results and Analysis 
A total of five experts answered the call to participate in the Delphi Study.  These participants were all 
identified on the defined list of experts and therefore all adhered to the stringent requirements to participate 
in the Delphi Study.  These five experts completed the survey and submitted the data for both rounds.   
The following examples illustrate how the data was collated and interpreted as part of the Delphi Study.  
Only two topics are included in these examples.  Both topics were chosen for inclusion in the paper because 
they illustrate how a specific type of interpretation and/or decision was made.    Minor spelling mistakes 
were fixed from the participant’s comments to improve readability. 
Please take note of the following guidelines with regards to the interpretation of the figures accompanying 
these examples:  The nodes indicating the opinion of each participant were color-coded to improve ease of 
understanding.  A negative (disagree or strongly disagree) opinion is indicated in red, a positive (agree or 
strongly agree) opinion is indicated in green, neutral opinion is indicated in grey, whilst a change in opinion 
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from one round to the other is indicated by using a transparent node with an arrow pointing towards the 
adjusted opinion 
Example 1 
For the first example, the initial suggestion by the researcher was that education relating to firewalls should 
not form part of the baseline of information security knowledge for end users.  The participants were thus 
asked – “Do you agree that Firewalls should be excluded?”  The answers from the participants were 
collated and send back to all participants, both in a graphical, and a summarized format as shown below.  In 
this example, four of the five participants disagreed, thus being of opinion that a baseline should include 
firewall education.  After reading the feedback the only participant who initially agreed with the 
researcher’s suggestion changed his/her opinion towards the greater consensus during the next round of the 
Delphi study. 
Figure 2 shows how this change in opinion was reflected during the second and final round of the study.  
 
Figure 2: Firewalls 
Table 2 provides the comments received from the participants from both rounds of the Delphi Study for the 
topic of Firewalls. 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Users need to know how the 
infrastructure is protecting them when 
those protections are active, and firewalls 
may interfere with some of their work 
(such as sending certain types of 
attachments). 
No Comment 
Participant 2 
At least Firewalls are necessary because 
they are used at home as well - and often 
users do formal work there also. Else 
they will change settings without 
knowing the implications. 
No Comment 
Participant 3 No Comment No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No, it should not. Changed to 2. 
 
Table 2: Comments received from the information security topic of Firewalls 
For the information security topic of Firewalls, consensus has been reached.  This however is not to 
exclude the topic, as was originally suggested, but rather that it should be included in the profile of the 
“generic” end user.  The topic of Firewalls will thus be included in the baseline for information security 
knowledge for end users. 
Example 2 
In the second example, the suggestion by the researcher was that education relating to Office Ethics should 
form part of the baseline of information security knowledge for end users.  The participants were thus asked 
– “Do you agree that Office Ethics should be included?”  In this example, four of the five participants 
strongly agreed, thus consensus was reached.  The main concern regarding this topic was its naming.  It was 
argued that the term “ethics” is not suited in this specific case.  Ethics is a moral, while etiquette is good 
manners or the correct behaviour in a given environment i.e. the organisation.  The argument made by the 
participant as indicated in table 3 confirms this statement.  The participant’s comment was thus adopted and 
the topic of Office Ethics was renamed to Office Etiquette. 
Figure 3 graphically illustrates the ratings received from the participants from both rounds of the Delphi 
Study for the topic of Office Ethics. 
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Figure 3: Office Ethics 
Table 3 provides the comments received from the participants from both rounds of the Delphi Study for the 
topic of Office Etiquette, previously known as Office Ethics. 
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PARTICIPANTS ROUND 1 ROUND 2 
Participant 1 
Ethics is the cornerstone of security 
because without ethics, security officers 
and users perceive one another as the 
enemy. 
I understand exactly where participant 3 
is coming from By “ethics” I do not 
mean a formal study of how Plato and 
Aristotle compare to Hume and 
Wittgenstein. I mean exactly what that 
participant is talking about: how to 
decide what actions are correct, 
incorrect, or do the least harm (I don’t 
believe actions are always correct or 
incorrect; circumstance modify cases). 
Participant 2 
Again a broad term, this has to do with 
professionalism and responsible 
behaviour and should be linked to the 
standards and policies of the company. 
No Comment 
Participant 3 
There is no such thing as office ethics. 
Ethics is a branch of philosophy. Again 
as with the social engineering questions 
to often in the security education field 
we have security specialist teaching 
taking words like ethics out of context. 
What is needed to be taught is correct 
and incorrect behavior. 
No Comment 
Participant 4 No Comment No Comment 
Participant 5 No Comment No Comment 
 
Table 3: Comments received from the information security topic of Office Ethics 
For the information security topic of Office Etiquette, all the participants agreed that it should be included 
as a topic.  The topic of Office Etiquette would thus form part of the baseline for information security 
knowledge for end users. 
The above example topics were amongst a total of 30 topics and concepts covered in more than 60 
questions.  The replies to each topic and concept was analysed in in order to determine whether or not 
consensus could be concluded.  It should be noted that in most circumstances, consensus was reached quite 
easily.  
During this study other issues was introduced, the main concern being the level of the learning continuum 
on which each topic and concepts must be pitched.   It is for this reason the level of the learning continuum 
was introduced into the baseline for information security knowledge for end users.  
286 
 
The following table summarises the information security topics and concepts findings after being 
thoroughly scrutinized.  The table also contains the relevant level of the learning continuum for the baseline 
for information security knowledge for end users as identified by the researcher. 
TOPICS AWARENESS TRAINING EDUCATION 
Social Engineering  
  
Incident Response   
 
Shoulder Surfing  
  
Office Etiquette  
  
Laptop and Mobile Device Security Issues   
 
Password Usage and Management    
Email Usage   
 
Protection from Viruses, Worms, Trojan Horses, 
and other Malicious Code   
 
Web/Internet Usage   
 
Access Control    
Backup and Storage of Data   
 
Information Security Policy and Procedure    
Accountability and Responsibility  
  
Computer Auditing   
 
Firewalls   
 
Business Continuity Plan (BCP)   
 
Disaster Recovery Plan (DRP)   
 
ICT Laws, Regulations, Governance and 
Standards  
  
Encryption – ADDITIONAL RECOMMENDED 
TOPIC  
  
Software License Restriction Issues – 
ADDITIONAL RECOMMENDED TOPIC  
  
Support/Allowed Software on Organisational 
Systems – ADDITIONAL RECOMMENDED 
TOPIC 
 
  
Timely Applications of System Patches – 
ADDITIONAL RECOMMENDED TOPIC  
  
Table 4: Summarised results of the Baseline for Information Security Knowledge for End Users with relevant 
learning continuum levels. 
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These topics and concepts as seen in table 4 have all been validated by the experts during the Delphi Study.  
It should be noted that the level of the learning continuum associated to each topic or concept has not.  The 
validation of these levels may form part of a future study.  With this confirmation of the levels of the 
continuum validated, the credibility of the baseline for information security knowledge for end users would 
only increase.  Thereafter, the baseline for information security knowledge could serve as a solid foundation 
educational program for end users.   
4. Conclusion 
Information security is a crucial component of any organisation and when implemented correctly, will help 
ensure the organisation’s continued existence.  Humans play a significant role in this process and are only 
able to fulfil their roles and responsibilities towards information security if they have sufficient knowledge 
to do this.  It is thus imperative to educate these humans via an information security education program.  
The chosen information security educational program, users will be able to understand their information 
security role and be able to actively participate in the protection of the organisation’s information.   
This research paper presented a baseline for information security knowledge as needed by “generic” end 
users.  Information security educational programs based on this baseline for information security knowledge 
will assist in addressing the information security knowledge needed for end users in any organisation. 
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